Bkav Single Sign On
Phan mém qudn ly xac thuc tap trung

(,S’) SSO




1. Gigi thiéu

Phan mém quan ly xac thuc tap trung - Bkav Single Sign On (Bkav SSO) dugc xay dung dé don gian hoa viéc truy cap

an toan vao cac website va tmg dung (Ung dung Web, hoac Mobile) ctia mbi ca nhan trong mét ca quan, don vij, t& chc.
Strdung phan mém Bkav SSO, ngudi dung chi can dang nhap mét [an va ghi nhéd mét tai khoan

Bkav SSO tap trung vao viéc don gian hoa viéc truy cap an toan vao tng dung web va thiét bi cho nhan vién va dai tac
cla t6 chirc va don gian héa quan ly khach hang. Giai phap cho phép t6 chirc cung cap cho nhan vién, khach hang va
d6i tac truy cap an toan vao cac tmg dung cua to chirc tir bat ky loai thiét bi nao.

2. Dac diém noi bat cua giai phap

= H0 trg xac thuc mét [An qua giao thirc SAML2, Openld Connect, va WS-Federation Passive

= Ho trg xac thuc da nhan t6

= Hb trg nhiéu kho ngudi diing

= Quan ly dang nhap mét [an va dy quyén xac thuc

= Cung cap cac co ché xac thuc bao mat

= Quan tri va quan ly dinh danh

= Cung cap SSO cho nhan vién dé loai bé nhu cau quan ly nhiéu mat khau.

= Kich hoat kha nang lién doanh (federation) dé chia sé thong tin mét cach an toan véi cac bén déi tac.
= Bao vé tai nguyén bang cach cung cap truy cap chi cho ngudi diing dugc ty quyén.

= Pam bao rang ngudi dung dugc Gy quyén c6 thé truy cap tai nguyén bat ké dia diém hoac loai thiét bi ma ho sir
dung.

= Pam bao rang ngudi duing chi cé thé truy cap vao cac tai nguyén can thiét cho cong viéc cha ho.

= Cung cap kiém soat truy cap dugc kich hoat béi danh tinh dé bao vé quyén riéng tu va thong tin nhay cam ctia nguoi
dung.

= Cung cap co hdi truy cap vao cac tai nguyén dugc bao vé bang cach sirdung cac giao thirc dua trén ma thong bao.

= Cung cap co hdi cho nguoi dung str dung théng tin dang nhap hién cé cta ho dé truy cap cac dich vu tir cac nha
cung cap dich vu khac nhau, chang han nhu Office 365 va Salesforce.

= Quan ly nhiéu tai khoan Saa$S trong mai trudng doanh nghiép cuta ban.

= Xac dinh va cung cap truy cap tuy thudc vao bai toan: ai, diéu gi, khi nao, & dau, lich str.
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3. Cac truong hop str dung thong thuong cua Bkav SSO

= Quan ly Truy cap Web An toan Cung cap SSO an toan va lién mach cho nhan vién dén cac ing dung trén noi bg, dam
may va SaaS. N6 cho phép t6 chirc cung cap truy cap an toan vao dir liéu nhay cdm bang cach strdung xac thuc da
yéu t6 nhan biét bai canh va ki€ém soat truy cap cu thé.

= Pai tac Hop tac Hiéu qua Cung cap kha nang quan tri dugc Gy quyén dé quan ly truy cap an toan cho déi tac. Cho
phép truy cap han ché vao cac ing dung chi can thiét thay vi toan bd mang cho déi tac. Biéu nay gitp loai bé nguy
co vi pham bao mat bdi bat ky déi tac bén thirba nao.

= Quan ly Truy cap Khach hang (Consumer Access Management) Don gian va An toan Cung cap quan ly truy cap
manh mé bao gém tu phuc vu trén-boarding va SSO cho khach hang ctia ban. N6 cho phép khach hang cua ban
dang ky va thiét |ap tai khoan cua riéng ho bang cac danh tinh xa hoi nhu Facebook, Google, Twitter va Linkedin.
Phan mém xac thuc tai khoan cho phép tu phuc vu quan ly dir liéu danh tinh va ho so clia khach hang clia ban va
kiém soat truy cap cta ho vao cac img dung va dich vu. Phan mém xéac thuc tai khoan dam bao rang danh tinh,
théng tin ca nhan va quyén riéng tu ctia ngudi tiéu dung duogc bao vé.

Phan mém quan ly xac thuc tap trung - Bkav Single Sign On cho phép t6 chirc cung cap truy cap an toan dén cac tmg
dung cua t6 chirc cho nhan vién, khach hang va doi tac cla ho tir bat ky loai thiét bi nao. Cac tinh nang truy cap linh
hoat, nhan biét bai canh va an toan cho phép ngudi dung dugc Gy quyén truy cap cac img dung Intranet va dam may tir
bat cir dau va bat cur thiét bi nao. Phan mém xac thuc tai khoan str dung cac chuan nganh nhu SAML, OAuth, OpenID
Connect va WS-Federation dé cung cap dang nhap mét Ian lién doanh va hd trg xac thuc da yéu to, kiém soat truy cap
dua trén vai tro va ma hoa dir liéu

4. Cac thanh phan Bkav SSO bao gom

= Bang diéu khién quan tri (Administration Console)
= Identity Server

= Access Gateway

= Bang diéu khién phan tich (Analytics Dashboard)
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4. Cac thanh phan Bkav SSO bao gom (tiép)

4.1 Bang diéu khién Quan tri

Bang diéu khién Quan tri cung cap mot bang diéu khién théng nhat cho viéc cau hinh va quan ly tat ca cac thanh phan
culia Access Manager.

Cac tinh nang chinh:

= Quan ly tai nguyén, chdng han nhu chinh sach va ching chi

= Giam st stc khde va théng ké cda cac thanh phan riéng lé

= Quan tri chinh sach

= Quan ly chimg chi

= Quan tri Gy quyén

= Luu trircau hinh lién tuc

= Kiém tra do strdung chi tiét bang cach sirdung may cha syslog
4.2 Identity Server

Identity Server c6 thé hoat ddng nhumét nha cung cap danh tinh (Indentity Provider). Tuy nhién, ban c6 thé cau hinh né
nhu mét ngudi tiéu dung hodc nha cung cap dich vu danh tinh bang cach sir dung céac giao thirc Liberty, SAML hoac
OAuth.

Cac tinh nang chinh:

= Xac thuc bang cach strdung x509, RADIUS, Mat khdu mét [an dua trén thai gian, xac thuc xa hoi bang cach sirdung
cac nha cung cap OAuth bén ngoai, xac thuc dua trén rdi ro va nhiéu hon nira.

= Xa&c thuc lién két sirdung Liberty, SAML, WS Federation, WS Trust hoac OAuth.

= Xac thuc cac danh tinh ngudi dung dugc luu trit trong nhiéu kho danh tinh, chadng han nhu eDirectory, Microsoft
Active Directory hoac Sun ONE Directory Server.

= Cung cap tai khoan nha cung cap dich vu bang céch tao tai khoan ngudi dung tu dong trong qua trinh yéu cau lién
két.

= Dang nhap mot [an va dang xuat.

= Cung cap dich vu xac thuc va danh tinh cho cac Céng truy cap dugc cau hinh d&€ bao vé cac may chi web.

= Quan ly RBAC (ki€m soat truy cap dua trén vai trd) dé lién két vai trd va thudc tinh véi ngudi dung dugce xac thuc.
4.3 Access Gateway

Access Gateway cung cap truy cap an toan dén cac may chd web dua trén HTTP hién c4. N6 cung cap céac dich vu bao
mat (Qy quyén, dang nhap mét [an va ma hda dir liéu) dugce tich hgp véi cac dich vy dinh danh va chinh sach cua
Access Manager.




4. Cac thanh phan Bkav SSO bao gom (tiép)

4.3 Access Gateway (tiép)

Cac tinh nang chinh:

Dang nhap mét lan cho cac dich vu web dugc bao vé (vai ldentity Server).
Uy quyén cho ngui diing d3 xac thuc.

Dang nhap mot [an cho cac may chu web cii théng qua form-fill va identity injection. Identity injection |a viéc |ay
théng tin tir thw muc LDAP va chén théng tin vao tiéu dé HTML, chudi truy van hoac tiéu dé xac thuc co ban dé& gui
théng tin nay dén cac may chd web phia sau. Cac may chu web str dung théng tin nay d€ ca nhan héa ndi dung
hoac d€ dua ra cac quyét dinh Gy quyén bé sung.

Multi-homing cho phép str dung mét dia chi IP cong céng duy nhat d& bao vé nhiéu loai tai nguyén web.

B6 nhd cache d€ tang hiéu suat phan phéi ndi dung. Khi ngudi dung dép (ng yéu cau xac thuc va dy quyén, nguoi
dung sé nhan dugc trang tirbo nhé cache thay vi yéu cau tirmay chi web.

Chuan hoa hoéc viét lai URL d€ dam bao cac diéu kién sau dugc dap img:
o Tham chiéu URL chtra luge d6 ding (HTTP hoac HTTPS).

o Tham chiéu URL chia dia chi IP riéng hodc tén DNS riéng dugc thay ddi thanh tén DNS da xuat ban cla
Access Gateway hoac cac may chu.

Gateway truy cap c6 san trong hai mé hinh trién khai:
o Thiét bj Gateway truy cap: N6 dugc cai dat dudi dang thiét bi mém, bao gém hé diéu hanh.

o Dich vu Gateway truy cap: Yéu cau ban cung cap hé diéu hanh.

4.4 Bang diéu khién phan tich

Bang diéu khién phan tich phan tich viéc str dung, hiéu suat va su kién clia Access Manager. N6 bat, loc va phan tich
céac surkién dugc tao ra bdi Access Gateway va Identity Server. Cac sukién can thiét dugc hién thi trén Bang diéu khién.

Hé trg xem théng tin da phan tich theo cac céach sau:

Do thi déng trén Bang diéu khién Béao cao dugc tao ra dudi dinh Cac ban ghi ki€ém toan goc
Access Manager dang khac nhau



5. Chuc nang chinh

Phan mém quan ly xac thuc tap trung - Bkav Single Sign On cung cap ding mc truy cap cho tat ca nguoi dung cua
ban trén mang no6i b6 va cac dich vu trén dam may

Phan mém Bkav SSO cung cap truy cap don gian va bao mat cho ca nhan vién va ngudi tiéu dung, bat ké |a may tinh
xach tay hay di dong

5.1 Dang nhap mét [an

= Phan mém Bkav SSO thiét 1ap xac thuc cho cac (mg dung va cung cap phan quyén cho cac ing dung dé. Véi Phan
mém Bkav SSO phuc vu cho xac thuc phia trude, ban cé thé trién khai dang nhap maot [an (SSO) dua trén tiéu chuan.

= V§i SSO, nhan vién, di tac va khach hang cla t6 chirc chi can nhd mét mat khau hoac quy trinh dang nhap duy
nhat dé truy cap tat ca cac ing dung doanh nghiép va trén web ma ho dugc phép str dung. Bang cach don gian héa
quan ly mat khau.

= Phan mém Bkav SSO gilp nang cao trai nghiém nguoi dung, tang cudng bao mat, tdi uu hda quy trinh kinh doanh va
giam chi phi quan tri hé théng va ho trg.

5.2 Quan ly Danh tinh Lién minh (Identity Federation)

Bao mat trong méi trudng kinh doanh hién nay, cac t6 chirc can chia sé tai nguyén véi cac ddi tac kinh doanh dang tin
cay mot cach bao mat. Phan mém Bkav SSO cung cap quan ly danh tinh lién minh d€ cho phép ngudi dung xac thuc
mot cach lién mach va bao mat trén cac mién danh tinh tw dong.

= Phan mém Bkav SSO ciing hé trg cung cap lién minh. Tai khoan ngudi dung mdi c6 thé dugce tao tu dong trong hé
théng cuia ddi tac (hoac nha cung cép) dugc tin tudng cda ban. Vi du, mét nhan vién méi trong té chirc cha ban cé
thé& khdi tao viéc tao tai khoan trong hé thdng déi tac kinh doanh cdia ban théng qua Phan mém Bkav SSO thay vi
phai dua vao doi tac kinh doanh cung cap tai khoan. Khach hang hoac déi tac kinh doanh tin cay cé thé tw déng tao
tai khoan trong hé théng cua ban.

= Phan mém Bkav SSO cho phép ban xac dinh thong tin doanh nghiép va ca nhan nao tir thw muc doanh nghiép cua
ban d€& chia sé vé&i ngudi khac. Quan tri vién co thé chon chia sé chi théng tin can thiét dé thiét 1ap tai khoan tai nha
cung cap dich vu hoac ddi tac dang tin cay. Phan mém Bkav SSO ho trg tich hgp va SSO véi Microsoft SharePoint va
Office 365.

5.3 Xac thuc da yéu to

= Khi duoc sirdung két hop véi Advanced Authentication, Phan mém Bkav SSO hé trg xac thuc da yéu td d€ cung cap
truy cap bao mat tir bat ky thiét bi nao véi chi phi quan tri toi thi€u. Advanced Authentication cung cap cac co ché
xac thuc khac nhau cho phép xac thuc danh tinh va xac nhan ngoai xac thuc dua trén tén ngudi dung va mat khau
truyén théng.

= Cho phép x&c thuc trén cac nén tang da dang bang cach sir dung cac cong cu xac thuc khac nhau nhu: Van tay,
OTP va Smartphone.

5.4 Xac thuc va Kiém soat Truy cap Dua trén Ngir canh
= Cho phép céc t6 churc chon cac phuong phap xac thuc phi hgp véi ngir canh truy cap.

= Giai phap cung cap kiém soat truy cap, xac thuc va phan quyén dua trén ngir canh, mé hinh, vi tri va cac thudc tinh
khac.

= S{rdung loai xac thuc ding cach cung cap bao méat cao cho thong tin nhay cam trong khi don gian héa truy cap cho
nguoi dung dugc phép.



5. Chire nang chinh (tiép)

5.5 Xac thuc khéng can mat khau

Xéac thuc khéng can mat khau khac véi hé théng dang nhap dua trén tén ngudi dung va méat khau truyén théng. Thay vi
yéu cau ngudi dung nhé va nhap mat khau, né str dung sinh trac hoc, ma mét Ian duogc gl qua SMS hoac email hoédc
mét chia khéa bao mat vat ly. Phan mém xac thuc tai khoan hé trg né théng qua cac tinh nang sau:

= Xac thuc Kerberos
= Xac thuc dua trén chimg chi
= Tich hgp véi Advanced Authentication

= Khi tich hgp vai Advanced Authentication, Phan mém Bkav SSO hé trg xac thuc khéng can mat khau théng qua cac
phuong phap Advanced Authentication.

5.6 Nhan dang thiét bi
= Nguoi dung c6 thé ding nhap vao cac tng dung bang bat ky thiét bi nao. Thiét bi c6 thé |a may tinh d€ ban, may tinh

xach tay hoac thiét bi di ddng. Méi thiét bi c6 nhiéu dic diém, chdng han nhu hé diéu hanh, phan cing va cac dac
di€m trinh duyét.

= Phan mém Bkav SSO str dung céac dac diém thiét bi va danh tinh ngudi dung dé tao ra mot van tay duy nhat cua
thiét bi. Ban c6 thé sir dung van tay nay dé xac dinh mét cach duy nhat va két hgp mét ho so rdi ro cho thiét bi.

5.7 Hb trg xac thuc véi cac mang xa hai (Social Indentities)

= Phan mém xac thuc tai khodn hd tro xac thuc qua cac nha cung cap OAuth bén ngoai, chdng han nhu: Facebook,

Google+, Twitter va LinkedIn. Xac thuc véi cac mang xa hoi don gian hoa dang nhap cho nguoi ding va khong yéu
cau duy tri cac kho luu trir nguai dung lon.

= Pang nhap bang danh tinh xa hoéi cung cap mét cach tién lgi cho ngudi dung, cai thién su hai long cdia khach hang
va tang ty lé dang ky.

5.8 Xac thuc va Phan quyén Lién tuc

Phan mém Bkav SSO cung cap kha nang tai danh gia rai ro lién quan dén mot phién hoat déng dinh ky. Khi cac tham s6

ngit canh clia ngudi dung, chang han nhu dia chi IP hoac vi tri, thay d6i, Phan mém Bkav SSO c6 thé thuc hién bat ky
mot trong cac hanh dong sau:

= Yéu cau nguoi dung xac thuc lai

= Yéu cau nguoi dung thuc hién xac thuc yéu t6 thir hai
= Pang xuat nguoi dung

5.9 H6 trg OAuth va OpeniD

= Phan mém Bkav SSO hé trg OAuth va OpenID Connect cho phan quyén dua trén théng tin ma théng bao an toan
(token-based). Nha d6 ngudi dung cé thé cho phép cac khach hang bén thirba truy cap vao céc tai nguyén riéng.

= Ngudi dung khéng can phai chia sé théng tin dang nhap ctia ho. Cac khach hang bén thirba c6 thé 1a cac img dung
web, dién thoai di déng, thiét bi cadm tay va cac ung dung trén may tinh d&€ ban. Phan mém Bkav SSO st dung
OpenlID Connect cuing véi OAuth d€ thuc hién giao thirc dang nhap mét [an trén quy trinh phan quyén OAuth.

5.10 Truy xuat va Chuyén dadi Thudc tinh

= Cho phép hé thdng truy xuat cac thudc tinh tir nguon dir liéu bén ngoai (bat ky co s& dir liéu nao, dich vu web REST
hoac cac kho LDAP) va chuyén dai trudc khi str dung (assertion). Ngudi quan tri cling cé thé€ chuyén ddi cac thudc
tinh cuc bd clia ngudi dung (thudc tinh LDAP, Mat khau chia sé va cac ho so khac nhu: H6 so Ca nhan va Ho so
Nhan vién).



5. Chire nang chinh (tiép)

5.11 Hb trg cho M6i truding cii (Legacy)

Trong cac mai truong cli khéng thé tich hop thong qua céc gidi phap mai, Phan mém Bkav SSO c¢6 thé phuc vu nhu mot
reverse proxy dé bao vé cac ngudn tai nguyén web.

6. Chire nang lién quan dén nguoi dung cudi

6.1 Mobile Access

Phan mém Bkav SSO bao gém mét SDK cho i0S, OpenID Connect hodc OAuth cho céc t8 chic cung cap dich vu théng
qua cac Ung dung di dong.

6.2 Quan ly Truy cap B2C

Phan mém Bkav SSO cung cap mot giai phap giai quyét mot tap hop réng cac trutng hop sir dung Doanh nghiép dén
Khach hang (B2C). Giai phap B2C cho phép ban xac dinh va tuong tac an toan véi khach hang cda ban trong khi cung
cap trai nghiém lién mach trén bat ky thiét bi, (ng dung hoéc dich vu nao ma ho dang strdung.

= Access Manager, két hgp vai Self Service Password Reset va Advanced Authentication, cung c&p hé trg cho céc
trudng hop strdung B2C, chang han nhu viéc dang ky ngudi ding mdi, xac minh tai khoan, dang nhap web tuy chinh,
tich hop cdng théng tin, dang ky va quan ly thiét bi, quan ly tiy chon, hd so va quan ly quyén riéng tu.

= Cho phép khach hang thiét 1ap cac (mg dung va c6ng théng tin phia ngudi tiéu dung cudi, tao diéu kién tuong tac tot
hon véi ngudi tieu dung cudi. N6 cling cung cap cac céng cu dé& hd trg cac yéu cau vé quyeén riéng tu va bao mat
duoc dé ra trong cac quy dinh nhuw GDPR va PSD2.

6.3 Quan ly Swdong y (Consent Management)

= Cho phép ngudi dung cudi lua chon théng tin ca nhan nao ho muén chia sé véi doanh nghiép thong qua mot s6
phuong phap nhu: OAuth Consent Scopes...

6.4 Chtic nang ky s6

= Trudng hop ngudi ky sé trén théng diép dir liéu 1a ca nhan, cho phép ngudi ky sd sir dung khéa bi mat ca nhan dé
thuc hién viéc ky sd vao thong diép dir lieu; Trudng hop ngudi ky sé trén théng diép dir liéu 1a t8 chic, cho phép
ngudi ky s6 strdung khéa bi mat t8 chic d€ thuc hién viéc ky s6 vao thong diép dirliéu.

6.5 Chtrc nang kiém tra hiéu luc ctia chimg thu'sé

= Cho phép viéc kiém tra chimg thu sd ctia ngudi ky sé trén théng diép dir liéu phai kiém tra theo dudng dan tin tudng
trén chimg thu sd va phai thuc hién dén t8 chirc cung cap dich vu chimg thuc chirky sé qudc gia.

= Noi dung kiém tra hiéu luc ctia ching thu s6 tai thai diém ky s6:

o Thai gian ¢6 hiéu luc clia chimg thu sd; Trang thai chimg thu'sé qua danh sach chimg thu sé thu héi (CRL)
dugc céng bd tai thai diém ky sd hodc bang phuong phap kiém tra trang thai ching thu sd truc tuyén
(OCSP) & ché& do truc tuyén trong trudng hgp t6 chirc cung cp dich vu chimg thuc chirky sé ¢6 cung cap
dich vu OCSP.

o Thuat toan mat ma trén chimg thu sd; Muc dich, pham vi sir dung ctia chimg thu so.



6. Chire nang lién quan dén nguoi dung cudi (tiép)

6.6 Luu trirva hily bé cac thong tin sau kem theo thong diép dirliéu ky s6

Chimg thu sd tuong tng véi khda bi mat ma nguoi ky s6 sir dung dé ky théng diép dir liéu tai thoi diém ky so; Danh
sach chung thu so thu hdi tai thoi diém ky cdia t6 chirc cung cap dich vu ching thuc chir ky s6 da cap chimg thu sé
dé€ ky s6 tuong tmg véi chirky s6 trén thong diép dirliéu di;

Quy ché chimg thyc cua t6 chic cung cép dich vu ching thuc chirky s6 da cap ching thu sé tuong tmg vai chir ky
s0 trén thong diép dir liéu di; Két qua kiém tra trang thai chimg thu s tuong (mg véi chir ky sé trén thong diép dir
lieu duoc guri dén.

Gr

7. Chirc nang lién quan dén quan tri

Giao dién quan tri dang web cung cap mét vi tri trung tam cho cac t6 chirc ctia ban dé xem, cau hinh va quan ly tat ca
cac thanh phan va chinh sach da cai dat. Ngoai ra, cac quan ly CNTT c6 thé giam sat suc khée thai gian thuc cua toan
b mang va tw dong héa viéc phan phai chimg chi bang cach sirdung bang diéu khién nay.

7.1 Phan quyén quan tri

Quan tri vién cap cao co thé Gy quyén mot so nhiém vu quan tri cho mét ngudi dung cé quyén quan tri gidi han. Vi
du, dat lai mat khau nguoi dung. Diéu nay gilp gidm ganh nang cltia cac quan tri vién. Kha nang nay ciing loai bd bat
ky ri ro vé viéc xam nhap bao mat khi hop tac véi cac doi tac. Ban c6 thé cung cap cho déi tac ctia minh quyén truy
cap han ché vao chi cac ing dung can thiét.

7.2 Application Connectors

Phan mém Bkav SSO s(r dung cac Connectors dé thiét 1ap két n6i gitra Phan mém Bkav SSO va cac img dung. Khi
cau hinh mét két ndi cho mot img dung, hé théng tu déng tao mét appmark cho ing dung nay va thém né vao trang
User Portal.

Phan mém Bkav SSO cung cap mdt Danh muc Application Connector Catalog chira danh sach céac két ngi tmg dung
c6 san ma Phan mém hé trg cho SSO. Danh muc K&t ndi Ung dung hién thi tat ca cac két ndi c6 san va céc trinh
duyét tuong thich véi cac két ndi. Danh muc c6 thé hién thi cac két ndi theo tén hoac theo loai két n6i. Cac loai két
ndi c6 san 1a Trg ly SSO, SAML, Quén ly Tai khoan SAML va WSFED.

7.3 Tuy chinh User Portal

Phan mém Bkav SSO cung cap mot cdng ngudi dung cé thé tly chinh. Ngudi sirdung c6 thé tuy chinh céac giao dién
ngudi dung, chang han nhu: Trang dang nhap va cong tly chon. Véi su ¢d géng t8i thiéu, ban co thé dat thuong hiéu
cho trang dang nhap vdilogo va mau sac doanh nghiép cua riéng ban.

Nguoi dung cling cé tinh linh hoat d€ lira chon muc yéu thich va loai ché d6 xem ma ho mudn trai nghiém.

7.4 Ho trg API

Phan mém Bkav SSO c6 san cac APl quan tri va cac APl OAuth va OpenlD Connect. Cac API quan tri gilp tw déng
hoa cac nhiém vu quan tri théng thuong. Cac API OAuth va OpenID Connect danh cho tat ca cac chic nang OAuth,
chang han nhu céc diém cudi dé dang ky khach hang va lay ma truy cap.



7. Chirc nang lién quan dén quan tri (tiép)

6.6 Luu trirva hily bé cac thong tin sau kem theo thong diép dirliéu ky s6

Chimg thu sd tuong tng véi khda bi mat ma nguoi ky s6 sir dung dé ky théng diép dir liéu tai thoi diém ky so; Danh
sach chung thu so thu hdi tai thoi diém ky cdia t6 chirc cung cap dich vu ching thuc chir ky s6 da cap chimg thu sé
dé€ ky s6 tuong tmg véi chirky s6 trén thong diép dirliéu di;

Quy ché chimg thyc cua t6 chic cung cép dich vu ching thuc chirky s6 da cap ching thu sé tuong tmg vai chir ky
s0 trén thong diép dir liéu di; Két qua kiém tra trang thai chimg thu s tuong (mg véi chir ky sé trén thong diép dir
lieu duoc guri dén.

6.7 Bao mat API

Secure APl Manager mé& rong kha ning ctia Phan mém Bkav SSO d€& bao mat cac micro-services, dich vu web
REST-based va cac hé thong API ¢ dién. Secure APl Manager cung cap Viéc tao ra API, quan ly vong dai API, quan
ly luu lugng API va phan tich.

Secure API Manager yéu cau Phan mém Bkav SSO lam Nha cung cap Dinh danh. Phan mém Bkav SSO cung cap
xac thuc ctia khach hang API va ty quyén clia cac API dugc bao vé bdi Secure API Manager.

6.8 Dashboard quan tri

Phan mém Bkav SSO bao gém Bang diéu khién d€ cung cap phan tich truc quan vé dir liéu lién quan dén truy cap
duya trén viéc strdung, hiéu suat va sukién clia Access Manager.

Céc su kién dugc ghi lai va duge loc thong qua thanh phan May chi Phan tich. Bang diéu khién nay giup trong viéc
hién thi mé hinh truy cap, diéu chinh chinh sach va nhan dugc théng tin vé viéc sir dung Phan mém Bkav SSO trong
mai trudng cutia ban. Ban cling c6 th& giam sat cac mé hinh truy cap dir liéu thai gian thuc d€ quyét dinh cac hanh
doéng tiép theo.

6.9 Quan ly vong doi cau hinh

Cho phép quan tri vién khdi chay mdt may chi mdi, sao luu hoac di chuyén cac chinh sach tir mt méi trudmg Phan
mém Bkav SSO sang mdt mai trudng Phan mém xac thuc tai khoan khac trong vai phat. Ban cé thé sir dung cong
cu nay dé sao chép cau hinh gitra hai hé théng Phan mém xac thuc tai khoan nam trong cac mang khac nhau, c6 sé
lugng thiét bi khac nhau va c6 luu trir ngui dung khac nhau.

6.10 Self Service Password

Str dung cung véi Self Service Password Reset, Phan mém Bkav SSO cho phép ngudi dung dat lai mat khau hoac
ma& khoa tai khoan ctia ho ma khong can goi dén bo phan trg giup.

Phan mém Bkav SSO phan phdi cap nhat mat khau trong thdi gian thuc trén tat ca cac ngudn luc vat ly va 4o cua
ban. Biéu d6 lam cho mai trudng cta ban khdng can bao tri mat khau.

6.11 M6 phong (Impersonation)

Cho phép ddi ngi hd trg (help-desk) thuc hién mot s6 hanh déng thay mat ngudi dung ma khéng biét théng tin xac
thuc ctia ho. Nhér d6 tang toc do phat hién va xurly 16i.

6.12 Logging

Céc thanh phan Phan mém Bkav SSO da dugc lap trinh d€ gui canh bao dén céc loai hé thang khac nhau nhu may
chu SIEM hoac may cht syslog.



8. Kha nang trién khai linh hoat

Phan mém Bkav SSO cung cap kha nang trién khai linh hoat nhu mét thiét bi All-In-One chuyén biét hoac cai dat trén
cac may chu théng dung. Giai phap ciing c6 thé cai dat nhu mgt may chu ao trong trung tam dir liéu riéng cta to chiirc,
dién toan dam may cong cong (Amazon Web Services (AWS) EC2 va Microsoft Azure).

Phan mém Bkav SSO di kem vdi cac tiy chon trién khai sau:

Trién khai céc thanh phan riéng I (Identity Server, Access Gateway, Analytics Server va Administration Console). Moi
thanh phan c6 thé dugc cai dat va quan ly trén cac may chu riéng biét. Chuing cling cé thé dugc trién khai dudi dang
dich vu trén Amazon Web Services EC2 va Microsoft Azure.

Trién khai cac thanh phan Phan mém xac thuc tai khodn théng qua mot co ché containerized. Phan mém Bkav SSO str

dung Kubernetes d& quan ly cac container Docker. Cac thanh phan Phan mém xac thuc tai khoan dugc cung cap dudi
dang hinh anh Docker.

Trién khai tat ca cac thanh phan nhu mot thiét bi. Phan mém Bkav SSO Appliance 1a mét thiét bi mém dua trén SUSE
Linux Enterprise Server. N6 goi cac Identity Server, Access Gateway va Administration Console dugc cau hinh trudce trén
mot may chi. Analytics Server dugc cai dat va quan ly trén mét may chu riéng biét.

Giai phap & Thong so ky thuat Giay phép strdung

Ngon ngir lap trinh: Java, JS, C, CSS, HTML, Python

License Enterprise: 02 Core Identity Server
Co s& dirliéu: MSSQL, SQL Server, PostgreSQL, H2

Cong nghé strdung: Ma nguén mg WS02 . [V . R PN
Ho trg ky thuat: TGi thiéu 2 nam (Tuy thudc vao timg

P truong hgp cu thé)

Cau hinh toi thiéu: 2 Cores CPU; 8 GB RAM; 200 GB HDD

Tru s& chinh: Téa nha Bkav, Khu d6 thi Yén Hoa, Cau Giay, Ha Noi
Dién thoai: (024) 3763 2552 S6 fax: (024) 3868 4755
Website: www.bkav.com.vn Email: DuAn@bkav.com

Bkav TP. HCM: S6 67, Pudng sé 3, Khu dan cu City Land, P. 7, Q. Go Vap, TP HCM
Dién thoai: (028) 6296 6626 S6 fax: (028) 2253 6103
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