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THAO TRUONG AN NINH MANG
VIET NAM CYBER RANGE




Bkav' @ oereres

Gidi thiéu tobng quan

Thao truong an ninh mang - Viet Nam Cyber Range (VCR) la mét hé théng mé phong gan nhu day da cac hé théng mang, thiét
bi mang, thiét bi diéu khién cong nghiép ICS/SCADA, cac loai may chu, cac phan mém, img dung cua cac t6 chirc.

Hé thdng bao gém ca phan mém va phan cimg két hgp vai nhau dé tao ra cac mang mo phong, cung cap mot méi trugng an
toan, ddm bao vé mat phap ly dé doi tugng tham gia c6 thé dat dugc cac ky nang thuc hanh, tir d6 gitp qua trinh phat trién cac
san pham, ki€m thirbao mat c6 thé nhanh va don gian hon.

Muc tiéu cda VCR

DPao tao M6 phéng hé théng

Mb phong da dang céc hé théng

La noi dao tao, danh gia nang luc 09 T
mang va cac muc tiéu tan cong

chuyén moén

Mé phéng tan cong Nghién citu ANM

Noi mo I B8 e i S VE co s& ha tang va cac kich ban
an ninh mang trong nudc va trén . " can thiét :
thé gidi.

Thirnghiém san pham
Phat trién va thir nghiém cac san
pham an toan an ninh mang

Doi tuong st dung

« Chuyén gia - Cac chuyén gia tir cac nhém khac nhau: IT, an ninh mang, thuc thi phap luat, nguai x{r ly su ¢6 va nhimg nhém
ngudi khac st dung Viet Nam Cyber Range d€ cai thién kién thirc va ndng luc ca nhan, nhém.

« Sinh vién: Str dung Viet Nam Cyber Range d& ap dung kién thirc trong méi trudng mang mo phéng, phat trién cac ky nang vé
mang, lap trinh, an ninh mang, ... lam viéc theo nhém d€ giai quyét cac van dé va chuan bi cho céac ky thi I8y chimg chi.

+ Giang vién: Sirdung Viet Nam Cyber Range nhu mét trg ly trong khi dao tao hoac hudng dan, danh gia hoc sinh trén thuc té.
* T6 chuc: Str dung Viet Nam Cyber Range dé& danh gia hé thdng mang cua ho (danh gia performance, danh gia an ninh, ...), d€

thdr nghiém céac quy trinh méi, dao tao nhém clia ho vé céc giao thire va mai trudng t6 chire va ki thuat méi trudce khi ching
dugc dua vao méi trudng cla té chirc va mé réng kha nang nhan su.
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M6 hinh kién truc hé théng

Range Learning Management System (RLMS)

Day la mot hé thong trung tdm cda Cyber Range. Hé thong RLMS chira cac tinh nang tiéu chuan cdia mét LMS (Quan ly, tao ra
céac kich ban dao tao dién tap; quan ly, giam ngudi tham gia; bao céo, 1ap lich, ...) va cac tinh nang dac trung cla hé théng VCR

(quan ly, tao luu lugng mang, ...)

So d6 dudi day minh hoa cac thanh phan ky thuat cta hé thong:

BLUE TEAM RED TEAM
MANAGEMENT MANAGEMENT

Scheduling
Traffic TTP Development
Generation
Target Infrastructure Attack Scenario

Development
Virtualization/Isolation Layer (Cypherpath, ESX, Hyper-V,
KVM, Ravello, Xen)

_ e

Orchestration Layer (ALIVE, CloudShell, OpenStack, etc.) Reporting

Range/Learning Management System (RLMS)

Lép diéu phdi - Orchestration Layer

Lay dau vao tir RLMS, I6p diéu phdi kéo tat ca cac thanh phan cong nghé hoéc dich vu cia hé thdng cyber range lai véi nhau.
L&p diéu phai cung cap céc dich vu d€ tao diéu kién thuan Igi cho viéc chia ludi cac I6p khac: Lp co s ha tang (underlying
infrastructure), I&p 4o hoa (virtualization layer), 16p mé phdong (target infrastructure). Lop nay cé thé sir dung cac phan mém
thuong mai hodc ma nguén ma vi du nhu: Openstack, CloudShell, ...

Co s& ha tang - Underlying Infrastructure
Cyber Range dugc trién khai trén co s& ha tAng gom network, servers va storage. Mot s6 Hé thong c6 thé duge trién khai trén

co s0 ha tang vat ly (switches, routers, firewalls, endpoints, ...) mac du diéu nay thudng dat va viéc md rong ciing khé hon. Vi ly
do kha nang ma rong, chi phi nén mét sé hé thong CR da chuyén sang ha tang cloud.

L&p ao héa - Virtualization Layer

LSp nay cung cap cac cong nghé ao héa dé cé thé mé phdng dugc cac loai thiét bi vat ly. & day cé thé sirdung cac cong nghé:
ESX, Hyper-V, KVM, ...

Lép md phong co s& ha tang muc tiéu - Target Infrastructure

Day la 16p m6 phong cac co sé ha tang muc tiéu nhu hé thong mang, thiét bi mang, thiét b diéu khién céng nghiép ICS/SCA-
DA, céc loai may chd, cac phan mém, img dung, ... Dua trén sy tuong tac cda sinh vién, RLMS sé tao ra cac tap lénh dé dieu
khién I6p diéu phoi (Orchestration Layer) tao cac co s& ha tang muc tiéu. Cac tap Iénh nay bao gom céac théng tin cau hinh
thiét bi nhu dia chi IP, thong tin dinh tuyén, dich vu cai dat,...
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Cac phan hé chinh

Quan ly m6 hinh mang

Tao va qyén ly cdc mé hinh mang, cac thiét bi a0 hda, thiét bi ngoai vi,... Nguai dung véi vai trd ngui quan tri hodc ngudi
hudng dan huan luyén cé theé truy cap phan nay

« Quan ly cac thiét bi a0 héa: Quan ly toan bo cac imgae ao hoa cuia hé thong
Thiét bi an ninh: 1a cac loai thiét bi dam bao an ninh an toan khong gian mang
Thiét bi img dung: la céac loai thiét bi I6p tmg dung va I6p mang
» Dinh nghia hé thong m6 phong: Pinh nghia cac cau trdc mang (topology) ctia mot hé thong mo phang:
Upload File YAML: dinh nghia mé hinh mang theo dinh dang file YAM
D6 hoa kéo tha: dinh nghfa mé hinh mang bang cach kéo tha céc thiét bj va lién két mang
e Quan ly cac hé thong mé phong: La qua trinh tao ra va quan ly truy cap téi cac hé thong mé phong
Tao cac hé théng mo phdng
Quan ly cach thurc truy cap tdi hé thong mo phong
Khoéa hé thong mo phang trong qua trinh huan luyén
Giai phong cac tai nguyén may ao
Quan ly giao ti€p vadi cac thiét bj trong mang mo phdng.

» Quan ly cac thiét bi ngoai vi.

Quan ly b tao tinh huéng
Bo tao kich ban c6 kha nang tao ra cac cudc tan cong tu dong dé danh gia cac mé hinh thuc té hoac tao tinh huéng trong cac
kich ban tan cong phong thd mang. Cac kich ban tan cong dugc cap nhat thutng xuyén vai cac hinh thic va ma khai thac mdai
nhat véi cac thiét bi mang thiét bi dau cudi. Bo tao tan cong dua trén Al cho phép tao hinh thirc tan céng thong minh, sat vai
thuc té.. Bo tao tan cong cung cap kha nang cau hinh dap img toan dién véi hé théng trong thao trudng mang nhu sau:

* Thay d6i dia chi IP

e Thay d6i thai lugng, théi gian tan cong

 Thay d6i cach thuec tan céng
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Quan ly bé tao luu lugng/tan cong

B6 tao luu lugng/tan céng mang cho phép tao ra cac luu lugng mang gia lap, phuc vu tao cudc tan cong DDoS, danh gia hoat
dong cua cac thiét bi, mé hinh, cong cu phan tich hay kiém dinh murc chiu tai cua thiét bi, hé théng. Cho phép tao cac loai luu
lugng phong phd, murc do tuy bién cao. Bo tao luu luong mang cung cap kha nang cau hinh dap ung toan dién véi hé thong
trong thao trudng mang nhu sau:

*  Nguon va dich cua luu lugng duoc tao

e Loai luu lugng va giao thurc clia luu lugng duge tao

e Thoi lugng luu lugng dugce tao

Quan ly cac bai huan luyén

Phan hé nay sé hd trg ngudi hudng dan xay dung cac ndi dung bai huan luyén, tao, quan ly cac phién dao tao va hd trg nguoi
tham gia huan luyén c6 thé& tham gia thuc hién céc bai huan luyén

* Quan ly cac nhom bai huan luyén: Tao cac nhém bai huan luyén va nhém cac ndi dung bai huan luyén don lé
e Quan ly ndi dung bai huan luyén: Ho trg cac giao dién d€ xay dung ndi dung bai huan luyén va pha huan luyén
Quan ly théng tin bai huan luyén: M6 ta vé bai huan luyén

Quan ly cac pha huan luyén: Tao ra cac loai bai huan luyén. 0 day chia thanh 3 loai: Training phase, Info phase,
Assessment phase

e Quan ly cac bai thi huan luyén

Tao phién dao tao: Ngudi hudng dan cé thé tao phién dao tao, dat lich trinh cho bai hun luyén, gan hé théng phdong
va gan luu lugng tan cong vao bai huan luyén

Quan ly qua trinh do tao: Ngudi huéng dan cé thé xem két qua huén luyén va theo ddi két qua trong qua trinh thuc
hanh

Thuc hién bai huan luyén: Ngui duge huan luyén cé thé tham gia vao qua trinh dao tao theo noi dung kich ban da
dé ra va c6 thé xem thong tin két qua da thuc hién, quay lai cac bai da timg tham gia.

* Panh gia nang lyc ngudi tham gia huan luyén: Dai véi ngudi maéi tham gia vao Cyber Range, thi hé thong cung cap cac
cau héi nhanh d€ phan loai ngudi choi theo murc dé hoac dang bai

» Chatbox: Module nay hé trg ngudi hudng dan va ngudi tham gia c6 thé tuong tac vai nhau trong qua trinh thuc hién bai
dién tap

o Quan ly tai liéu huan luyén: Xem va luu trir théng tin vé cac tai liéu hugng dan cho ngudi huan luyén

Quan ly ngudi tham gia huan luyén
e Quan ly VPN truy cap:
Tao kénh truyén VPN d& hoc vién truy cap hé théng, ma hda qua trinh hoc tap
Phan quyén ngudi tham gia vao cac vung mang
e Xac thyc tai khoan truy cap hé théng: Sir dung openid connect dé xac thuc cac tai khoan cda cac hoc vién
e Quan ly va phan quyén tai khoan: Tao céac tai khoan hoc vién va phan quyén cac tai khoan
e Quan ly va phan quyén nhom tai khoan: Tao cac nhém tai khoan va phan quyén theo nhom

e Quan ly va phan quyén nhom tai khoan: Tao cac nhém tai khoan va phan quyén theo nhém
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Giam sat nguoi tham gia huan luyén

Ngudi quan tri/ Huéng dan c6 thé€ giam sat toan bé man hinh cla cac ngudi duge huan luyén, giam sat cac muc tiéu huan
luyén theo thoi gian thuc, cung véi do 1a quan ly hé théng canh bao bao céo.

e Giam sat man hinh ngudi tham gia huan luyén, dién tap: Nguoi hudng dan huan luyén cé thé giam sat toan bé man hinh
clia cac ngudi tham gia huan luyén.

e Giam sat trang thai muc tiéu:

Giam sat tinh huéng: Ngudi hudng dan, huan luyén c6 thé theo ddi trang thai hoan thanh/chua hoan thanh bai huan
luyén cuda timg ngudi tham gia huan luyén

Giam sét trang thai dich vu: Ngudi hudng dan, huan luyén cé thé theo doi trang thai hoat ddng/ khéng hoat déng
ngudi tham gia huan luyén

¢ Ghi nhat ky trong qua trinh huan luyén:

Ghi nhat ky tinh hudng: Ngudi huéng dan, huan luyén cé th& xem lai nhat ky trang thai hoan thanh/chua hoan thanh
bai huan luyén cua timg nguoi tham gia huan luyén.

Ghi nhat ky trang thai dich vu: Ngudi huéng dan, huan luyén cé thé xem nhat ky trang thai hoat déng/ khéng hoat
déng nguoi tham gia huan luyén

 Diéu khién bo tao tinh hudng:

Cau hinh bd tao tinh huéng: Cho phép ngudi hudng dan huan luyén cau hinh céc bd tao tinh hudng véi muc dé tuy
bién cao.

Diéu khién bd tao tinh hudng: Cho phép ngudi huéng dan huan luyén diéu khién bo tao tinh hudng trong thai gian
dién ra bai huan luyén.

o Diéu khién bo tao luu lugng/tan cong:

Cau hinh bd tao luu lugng: Cho phép ngudi hudng dan huan luyén cau hinh céc bé tao luu lugng véi mic d6 tuy bién
cao.

Cau hinh bé tao tan cdng: Cho phép ngudi hudng dan huan luyén cau hinh cac bd tao tan céng véi mirc dd tuy bién
cao

Diéu khién b tao luu lugng/tan cong: Cho phép ngudi hudng dan huan luyén diéu khién b tao luu lugng/tan cong
trong thai gian dién ra bai huan luyén.

Hinh thuc trién khai

o

@

Private Cloud Public Cloud Hardware
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Kich ban dao tao, dién tap

Dua trén khung NICE SP800-181 do Vién Tiéu chuan va Céng nghé Qudc gia (NIST) thuéc Bé Thuong mai Hoa Ky, két hgp
tham chi€u Phu luc 02 — Quyét dinh s6 05/2017/QD-TTg ngay ngay 16/3/2017 cta Thd tudng Chinh pha va Quyét dinh so
1233/QD-BTTTT ngay 27/07/2015 ctia B Thong tin va Truyén thong, cac kich ban dao tao, dién tap chia thanh 2 nhém chinh
Cyber Lab (Céc bai huan luyén ky nang co ban ) va Cyber Range (Cac bai dién tap)

Windows Security Linux Security Phan tich trung tam gidm
sat an toan théng tin

[ | ]
v
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Phat hién
xam nhap

@@ Phan tich,

diéu tra
DevOps ching ctr s6

o _ €

N
gword Wfb\ Ung pho xtrly Ra quét va phan
Security Forensics Reverse sy'so tich ma doc

Hé thdng thao trudng mang dugc xay dung vai hon 300 kich ban cé san giai quyét dugc viéc t6 chirc dao tao, huan luyén, dién
tap, nang cao k¥ nang, nang luc, trinh d6 cho cac luc luong ing clru va sat hach cap chimg chi chuyén mon ky thuat cho doi
ngli nhan lyc.

Cac kich ban hd trg day dd cac nén tang phan cimg, phan mém phd bién tai Viét Nam, hd trg cadc mé hinh hé théng, cac tinh
nang danh gia, quan ly. Cac tinh hudng tan céng mo phong thuc té duoc tao ra tir bo tao tan cong, sé dugc lua chon va xay
dung tao nén cac kich ban dap (g véi hoc vién tham gia thao trudng mang.

Ngoai cac kich ban c6 sén hé théng cho phép bd sung va tuy bién thém céc kich ban méi theo nhu cau cta don vi t8 chirc.

Tru s& chinh: Toa nha Bkav, Khu d6 thi Yén Hoa, Cau Giay, Ha Noi Bkav
pién thoai: (024) 3763 2552 S6 fax: (024) 3868 4755
Website: security.bkav.com Email: security@bkav.com

Bkav TP. HCM: S6 67, Dudng s6 3, Khu dan cu City Land, P. 7, Q. Go Vap, TP HCM
Dién thoai: (028) 6296 6626 S6 fax: (028) 2253 6103



