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Bkav

An ninh WiFi mién phi tgi cac thanh phé ¢ Vigt Nam

Dat van de

Nam 2012, Hoi An 1a thanh phé dau tién ¢ Viét Nam dwa hé thdng mang WiFi vao
phuc vu mién phi. Ngay sau d6, hang loat cac thanh phé, dia diém du lich hat khach
khé&c trén ca nudc nhu Ha Long, Pa Ning, Hué, Hai Phong, Pa Lat, Tam Pao ciing
trién khai phu séng WiFi mién phi, giup nguodi dan va du khach cé thé truy cap
Internet mot cach thuan tién. Ha Noi va Bic Ninh ciing theo dudi cac du 4n nay nhung

con trong qué trinh trién khai.

Loi ich thi rat d& thay, ngudi dan va du khéach co thé két ndi Internet mot cach thuan
tién ma khong phai mat thém mot khoan chi phi ndo. Tuy nhién, tir kinh nghiém thyc
té, cc chuyén gia cua Bkav nhan dinh viéc st dung WiFi mién phi dit ngudi ding
truéc rat nhiéu nguy co vé an ninh an toan théng tin. Cac thanh phé phi song trén
dién rong, ddng nghia véi viéc lwong nguoi ding ting vot va lién tuc thay doi, cac
nguy co do d6 cling tang cao. Trong khi do, y thurc ciia ngudi st dung chua cao du cac

vu 16 lot dir liéu c& nhan van xay ra hang ngay.

Tir nhan dinh d6, Bkav quyét dinh thuc hién nghién ciu thuc té vé tinh an ninh khi st
dung WiFi mién phi tai cac thanh phé, d6 thi du lich cua Viét Nam cé cung cap dich
vu nay. Nghién cttu nham giap ngudi ding hinh dung duoc nhirg nguy co ho s& phai
dbi mat khi sir dung mang WiFi mién phi, ddng thoi tir d6 dwa ra khuyén céo pha hop

dén nguoi dung.

Tdp doan Cong nghé Bkav 3



Bkav

An ninh WiFi mién phi tgi cac thanh phé ¢ Vigt Nam

Phuwong phap nghién ciru

1. Thoi gian, dia diém nghién ciru

Ching tdi quyét dinh thuc hién nghién ciru tai tit ca cac thanh phd, khu du lich ¢é phu
séng WIiFi mién phi trén ca nudc. Dén trude khi Bkav bit dau nghién ciu, co 7 dia
phuong cong bd cung cap dich vu nay, bao gom: Hoi An, Ha Long, Pa Ning, Hai
Phong, Tam Dao, Hué, DBa Lat. Tuy nhién, theo thdng tin thuc té ching tdi ndm dugc,
tai Hué va Da Lat WiFi mién phi duoc trién khai phuc vu cho su kién Festival (Hué)
va Tuan Vin héa — Du lich 2013 (Pa Lat). Sau cac su kién nay, WiFi mién phi khong
con nira, hodc con nhung khi két ndi khdng truy cap duoc Internet. Do dé, ching toi
quyét dinh tién hanh nghién ctu ¢ 5 thanh phd, khu du lich con lai 1a Hoi An, Ha
Long, Pa Nang, Hai Phong va Tam D4o.

Nghién ctru dugc tién hanh tir thang 8 dén thang 11 nam 2014.
2. DPinh huwéng nghién ciru

Theo kinh nghiém cua Bkav, 2 hinh thtc tan ¢éng cha yéu va 1a nguy co cao nhét déi
v6i nguoi dung WiFi mién phi 13 tin céng nghe lén thdng tin Man-in-the-Middle
(MitM) va tan cong lira dao Phishing. Bén canh dé, tan cong bang hinh thac phét
WiFi gia mao SSID Spoofing ciing 1a mbi de doa dang luu ¥ khi nguoi ding két ndi
Internet tai nhitng dia diém nay. Ching t6i quyét dinh day sé& la 3 noi dung chinh trong

nghién ctru sap thyc hién.

Vé mit ky thuat, hinh thic tin cong MitM loi dung co ché trong giao thizc ARP, tir d6
gia mao Gateway trong mang dé “nghe 1én” ngudi ding. Trong khi dé, k¥ thuat
Phishing bao gdm viéc dung mot website gia mao, tan cong DNS dé diéu huéng va

Itra nguoi str dung truy cap.
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m=) Ludng dirliéu khi truy
> cap thong thudng

: . Gatewa m=p Ludng dirliéu khi bi
May nan nhan * Hacker can thiép

.

May tan cong

Anh 1: Minh hoa viéc tin tic tdn céng trén dwong truyen

Dé c6 thé kiém nghiém thuc té didu nay tai cac hé thong WiFi mi&n phi, ching toi s&
st dung 2 may tinh. May A déng vai tro ngudi sir dung, tién hanh két néi dén mang
WIiFi mién phi va st dung mang mét cach binh thudong. May B trong vai trd ké tan
cong, ciing két néi mang WiFi mién phi d6, s dung cdng cu di chuan bij sin dé tién

hanh tan cong nan nhan (May A).

Céc cong cu chuyén dung duoc Bkav sir dung cho may tinh tan cong bao gom céc tinh
nang: lgi dung ARP Poisoning dé quét mang, nghe 1én cac thong tin HTTP thuong;
dung mé phong cac site HTTPS két hop DNS Poisoning dé danh lira ngudi sir dung
truy cap; phat mang WiFi gia mao.

3. Tién hanh nghién ctru

Sau khi da 1&n ké hoach chi tiét, chuan bi k§ cang vé ha tang va chon duoc dia diém,
thoi gian, cac chuyén gia ciia Bkav truc tiép di dén ting thanh phd duoc lya chon dé
tién hanh nghién ciu. Viéc nghién cau thuc té bao gom 2 budc: Két néi vao mang

WIiFi mién phi va Thir nghiém tan cong.

Tdp doan Cong nghé Bkav 5



Bkav

An ninh WiFi mién phi tgi cac thanh phé ¢ Vigt Nam

Buéc 1: Két noi vao mang WiFi mién phi

Tai thanh phé Hai Phong, chdng t6i lya chon khu vuc Vuon hoa trung tam dé bét dau
thuc hién nghién ctiu. Theo théng tin duwoc cung cip trén bao chi, day 1a 1 trong 3 khu
vuc ¢6 s6ng WiFi manh nhat tai Hai Phong. Tuy nhién, sau khi két néi thanh cong,
chdng t6i nhan thay chat luong séng WIFi tai day kha chap chon, thuong xay ra hién
trgng mat két ndi. Khao sat ngudi dan, da phan moi ngudi déu khéng biét hoidc co
biét ciing khong st dung mang WiFi nay. Tét ca cac quan cafe xung quanh déu ty
trang bi thiét bi phat song WiFi riéng va khong sir dung mang WiFi mién phi cua
thanh phé.

Chung t6i quyét dinh tim dén mot dia diém khac dé thuc hién khao sat, va lan nay la
Trung tam hoi nghi thanh phd. Chat lwong séng WiFi tai day twong doi 6n dinh, nho

d6 chiing t6i c6 thé thuc hién thir nghiém theo ké hoach.

Tai Pa Ning, cac dia diém khao sat c6 mang WiFi twong ddi 6n dinh bao gom khu
vuc doc bo song Han, doan duong Bach Déng, Tran Phu... Do d3 c6 kinh nghiém tu
lan khao sat tai Hai Phong, qua trinh khao sat tai Ba Nang dién ra twong d6i thuan loi,
s6 lugng nguoi st dung tai day ciing nhiéu hon. Sau khi két ndi, ngudi ding tai Pa

Ning duoc st dung trong khoang gisi han thoi gian 12 1 tiéng.

O trung tam khu phé ¢ Hoi An - Quang Nam, khong c6 hién tugng mat két néi hay bi

gidi han thoi gian sir dung. Tuy nhién, téc d6 truy cap mang ¢ day kha cham.

Tai Ha Long, ching tdi thir két ndi vao WiFi mién phi tai ba dia diém la Trung tam
hanh chinh thanh phd, Ngi ba Kénh Liém va Buu dién Hon Gai. Theo thong tin tir cac
phuong tién truyén thong dai ching, WiFi tai cac dia diém nay mién phi khi truy cap
Va0 mot so trang thong tin dién tir cua tinh, néu muén vao cac website khac thi nguoi
ding phai tra phi qua thé cao. Tuy nhién, tai thoi diém khao sat, ching t6i khong thé
truy cap vao WiFi mién phi du cot song trén thiét bi & mic trung binh. Chung toi da
lien hé véi Buu dién thanh phd dé mua thé cao sir dung WiFi nhung nhan vién tai day

cho biét khdng cung cap loai thé cao nay.
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Dia diém khao sét tiép theo caia ching toi 1a khu du lich Tam Pao (Vinh Phuc). Tai
day, 2 WiFi mién phi cong ton tai 1a TAMDAO_WIFI_FREE va
TAMDAO_WIFI_FREE1 c¢6 téc do truy cap trung binh, d6i lic cham. Nguoi ding
khi két ndi toi 2 mang WiFi nay khdng can nhap tai khoan va mat khau. Viéc thir
nghiém tan cdng caa ching t6i dién ra twong ddi dé dang. Tuy nhién, do nha cung cap
dich vu &p dung mét bién phap an ninh, viéc quét mang tim kiém nan nhan cé sb

luong két qua it hon so véi khi thir nghiém tai Hai Phong hay Pa Nang.

Trir Ha Long, diém cong cta cac mang WiFi mién phi tai cac thanh phd khac 1 phia
nha cung cip déu c6 hudng dan chi tiét d¢& khach du lich va nguoi dan d& dang sir
dung. Théng qua cac cong thong tin dién tir tai cac thanh phd nhu HaiPhong.gov.vn,
WiFi.DaNang.gov.vn, VinhPhuc.vnpt.vn... ngudi ding c6 thé két ndi vao mang WiFi
Véi tai khoan va mat khau duoc céng bb cong khai.

Cong Wifi

DA NANG

DANHBACDQUANNHANUGC ~ DICHVUCONG TRUCTUYEN  THONG TINDOANHNGHIEP  KHAMPHA  SUKIEN

HE THONG KET NOI KHONG DAY THANH PHO DA NANG

DANG NHAP INTERNET
Lay quyén truy cap [an dau

danang

¢l Bhng i carm két Dido kién sir dung

B thay d8i mat k2 ch &0 dung Internet, vui 1Gng truy cipvao day
g dan si¥ dung hé thang

Anh 2: Dé dang truy cdp mang WiFi theo hwéng dan
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),.-' Ll hitps://n68.network-auth. = .\\

<« C https://n69.network-auth.com/splash/?mac=00%3A18%3A0A%3A03%3A5D%3A6 Céclient_i
[ Giaitri [ Linhtinh (7 Security (] Diendan [] Hoctap [ Blog ([ LearnEnglish (] Cowvay [ Dien tin hacker Oxf

VNPT

CHAO MUNG QUY KHACH SU DUNG MANG WIFI MIEN PHI KHU DU LICH TAM DAO

{Tam Dao tourist area welcomes you to use free wifi)

Ket noi Internet (Connect Internet)

- Mang wifi mien phi duoc bao tro boi UBND tinh Vinh Phuc va Tap doan VNPT
- Moi kho khan khi ket noi Internet, vui long goi 0912.222.493 de duoc ho tro

(Free wifi is sponsored by Vinh Phuc People Committee and VNPT Group.
Any trouble to connect Internet should be called to 0912.222.493 to be supported)

Anh 3: Théng béo tir phia nha cung cdp khi nguoi ding két néi téi WiFi mién phi tai

Tam Dao

Budc 2: Thir nghi¢m tin cong
Tai mdi dia diém, céc chuyén gia cua chdng toi thir nghiém 3 hinh thic tan cong:

MitM, Phishing va SSID Spoofing, phan tich cac dit liéu thu duoc va dua ra két luan.

Véi hinh thic tin cong MitM, may déng vai nan nhan tién hanh truy cap vao céc
website st dung HTTP (thong tin trén duodng truyén khong dwoc ma héa) nhu
HaiPhong.edu.vn, DaNang.edu.vn... Trong khi d6, may tan céng ciing két ndi dén
cuing mang WiFi, sir dung cac cong cu di duoc chuan bi tir trude dé “nghe 1én” thong

tin gui di tir may nan nhan.

So véi MitM, tan cong Phishing phtic tap hon va chung t6i st dung hinh thac nay cho
cac dich vu ¢c6 ma héa (HTTPS). Dich vu duoc lua chon & day la Facebook. Pay la
mang x& hoi ¢6 s6 ngudi dung khong 16, va dic biét duoc ua thich tai cac diém du lich

khi ngudi dung thuong xuyén check-in dé “khoe” cac bic anh méi chup, hay chia sé
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cam xUc véi ban bé. Dé tin cdng, mot trang Facebook gia mao st dung HTTP duoc

dung Ién trén may hacker:

Facebook — lceweasel — (=]

File Edit WView History Bookmarks Tools Help

|ﬁFacebook l%l
* [CIzooi> ~ &) [B~ cooa- a &

[ Most visited~ Bl Offensive Security " Kali Linux "W Kali Docs EBMExploit-DB W Aircrack-ng

Pang nhap Facebook

Email hoac s&
dign tho ai:

M&t khau:

] Duy tri ctEng nhap

EENTIUET hosc Pang ky Facebook

] [>]

Anh 4: Trang Facebook gid mao trén may hacker

Tiép theo bang cach gia mao DNS (DNS Poisoning), may hacker diéu hudéng nguoi
ding dén trang Facebook gia mao néu nan nhan khong cha y dén céc dau hiéu bat
thuong trén trinh duyét.

Véi thtr nghiém tan cong bang WiFi gia mao SSID Spoofing, ching toi thiét 1ap mot
thiét bi phat séng WIiFi va dat tén trung véi tén cia mang WIiFi mién phi
(HaiPhong@Wifi, DaNangWifi, HoiAnNet_MegaWifi...). Viéc tiép theo 1a cho két

ndi tir nan nhan.

Settings Settings | Clients

Hotspot Name Connected to my Hotspot (1) v
|HaiPhong@Wifi
@ android 0
Password Drag files tofling via web
ify P 1
Internet to Share ’ connactify Pours {1) b ‘
| Automatic ‘ Previously Connected (40) b ‘

Advanced Settings

Anh 5: Phat WiFi gid mao dé lira nguwoi sir dung két noi
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Céac phat hién chinh

1. Nguy co tin cong MitM

Két qua cho thay, 100% cac dit liéu trén dudng truyén cia may nan nhan déu bi nghe

lén va nhitng dir liéu khong duoc ma hda sé o dang plain-text dé dang doc duoc.

HTTP:120.138.69.109:80 -> USER SR FPASS: INFO: http:f/chat.me.zing.vn/proxy-2.01.html
CONTENT: uid=3265043&1t5=1415174261&sign=d437c82f23721e62f34b166643d3452f&status=0

HTTP: 203.162.246.112:8080 <= USER: bkav_test PASS: bkavl23 INFO: http:/fauth.vimaru.edu.vn:8080/cas/login?

service=http://vimaru.edu.vn/cas?destination=node
CONTENT: username=>bkav_test&password=bkavl 23&lt=LT-125-
0z7gY0LefM7LgnSzIdFEd4rZ4rgl 3K &execution=els1&_eventld=submit&submit=LOGIN

HTTP: 203.162.246.112:8080 -> USERINFO: http:/fauth.vimaru.edu.vn:8080/cas/
Login;jsessionid=B1BACICOCFC7F19731277D&ECIDBIS1 1 7service=http://vimaru.edu.vn/cas?destination=node
CONTENT: username=bkav_test&password=1234567&warn=true&t=LT-126-
ZkLE49jtUp2oRb3c1cu@DUspyvsQQSLE&execution=els2&_eventld=submit&submit=LOGIN

HTTP: 203.113.165.27:80 - USER: bkav_test PASS: 123456 INFO: http://vbdh.danang.edu.vn/
CONTENT: username=>bkav_test&password= 45b6&currentyear=2014&option=com_login&task=login

Anh 6: Cac thong tin HTTP b; nghe Ién khi truy cdp WiFi mién phi tai Hai Phong va
Pa Nang

Network | Sniffer m m m m m'

Legend Sniffer results:
W HTTP auth (401) Type URL / IP address Username Password Additional info
. HTML forms || m.connect.ua ] —— POST method
. FTP | www.emblemhealth.com 1 1 POST method
D IMAP | www.emblemhealth.com -1 1 POST method
. POP3 | www.emblemhealth.com 1 -1 POST method
D SMTP | www.emblemhealth.com 1 1 POST method
. S | hghltd.yandex.net html 0 GET method
| www.emblemhealth.com 1 1 POST method
—_— m.connect.ua R L POST method
_— www.emblemhealth.com 1 1 POST method
— bkay tester 12345 POST method

L] L]

SSL stripping debug: (last line on top)
Stnipped: »Accept-Encodings (142.168.1.40 -> 204, /6.16/.11)
Stripped: »Accept-Encoding= (192.168.1.40 -» 89.184.84.2)
Stripped: »Accept-Encodings (192.168.1.40 -» 74.125.225.114)
Stripped: »Accept-Encoding= (192.168.1.40 -> 204.76.167.11)
Stripped: »Cookies« (192.168.1.40 -> 94.100.180.25)

Anh 7: Két qud thu dwoc khi tién hanh tdn cong tai Tam Ddo
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Nhu hinh chyp lai két qua tir cong cu quét cd thé thay, nhitng théng tin dang Tén ding
nhap - Mat khiu, ciing nhu session, cookie, UID cua nan nhan khi truy cap vao céc

website sir dung HTTP thuong da bi 6.

Diéu nay la hoan toan dé hiéu, bai day vdn 1a 16 hdng thiét ké nam trong ARP, giao
thirc phan giai dia chi, cho phép xac dinh dia chi MAC va IP caa mét thiét bi két ndi
trong mang. Mot thiét bi mudn truy cap can xac dinh dugc IP va MAC cua Gateway.
Loi dung diéu ndy, may tan cong sé& tién hanh gia mao dia chi MAC cua Gateway

trong mang, tir d6 nghe 1én toan b noi dung tir phia may nan nhan.

LS hong nay trong giao thac ARP vén chi ¢d thé duoc khic phuc d6i voi cac mang
WiFi ¢4 quy md nho, lugng ngudi ding khdng quéa nhiéu va quan tri c6 thé cau hinh
nhan biét timg dia chi MAC cé dinh vai ting IP. Diéu nay la khong thé dbi véi mang

WiFi mién phi c6 sé luong nguoi dung 16n va thuong xuyén thay doi.
2. Nguy co tin cong Phishing

Tir khao séat cho thay, du véi cac dich vu dugc ma héa (sir dung giao thac HTTPS)

thdng tin van cd thé bi nghe 1én néu nguoi dung bi tin céng bang hinh thirc Phishing.

facebook s

béng nhap Facebook

Email hoac s& bkav_test@bkay.com
dién theai:
MEtKh3Uw: | eessreseesd] |

[ By £ dana nhdp

TN [ 1ol hodc Pang ky Facebook

Quén mt khadl?

Ti€ng Wigt English (US) Espafinl  Portbuguds (Brasil) Francais (France) Deutsch Traliano &=01 BT OO(OO) ...

Anh 8: Facebook da bi chuyén sang HTTP (thay vi HTTPS nhi binh thwong)
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Nhu & vi du trén, chi can nguoi dung khoéng dé y dén thay doi trén trinh duyét va tiép
tuc click vao nat “Pang nhap”, thong tin vé tai khoan va mat khau s& ngay 1ap tic bi

gui sang may hacker ma hoan toan khong dugc mé hoa.

I e

May nan nhan Gateway

Ne . Do

B [ o

" (http) - " thttps) :

[ -

Anh 9: M8 hinh tdn cdng lira dao Phishing

Trén thuc té, cac website tai chinh, kinh té, mang xa hoi thuong duogc truy cap hién
nay déu dé dang bi gia mao thanh site sir dung HTTP. Nguy co do nguoi ding khdng

can trong va st dung dich vu gia mao, dan dén bi 19 lot thong tin 14 rat cao.
3. Nguy co tin cong SSID Spoofing

Véi hinh thtic nay, khi nan nhan da két nbi vao mang WiFi gia mao, céc k¥ thuat nghe
lén MitM ciing nhu Phishing trd nén don gian hon nhiéu. Trén may dong vai hacker,
chaing tdi chi can bat mot s6 coéng cu dic biét dé doc goi tin va phan tich két qua thu

duoc tir phia nan nhan.,
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_—
-

A

SSID: XYZ
May nan nhan (WiFi that)

—N
”i\\ !

SSID: XYZ Mav t3n c8
(WiFi gia mao) ay tan cong

Anh 10: M6 hinh tdn cong gid mago WiFi SSID Spoofing

Theo kinh nghiém thyc té, nguoi st dung mang WiFi mién phi rat kho cé thé nhan ra
dau la mang WiFi that va dau la mang WiFi gia mao. C6 mot meo nho la nguoi dung
nén nghi ngo khi thiy séng WiFi mién phi bdng nhién manh bat ngo. Boi séng WiFi
mién phi thuong khong duoc manh, mic séng chi & khoang 60% dén 80%. Trong khi
d6, ké tan cong dudi hinh thic nay s& phai tiép can gan nan nhan, song WiFi do d6

thudng “day vach”.

So sanh gitra mang WiFi thuc té va mang WiFi gia mao:

Wi-Fi @ w [ @)

Connected to Connected to

~ HaiPhong@WiFi =" HaiPhong@WiFi

Available Networks Available Networks

% netis % netis

= Ping . Ping

N Saved % Saved
HaiPhong@WiFi ~ HaiPhong@WiFi

Selected 2 Selected

Anh 11: So véi magng WiFi mién phi thdt (bén tréi), mang WiFi gid mao (bén phai)

thwong cé “day” cét séng
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Keét luan va khuyén cao

Tir khao sat trén, chdng ta c6 thé thy nguy co ddi véi nguoi dung mang WiFi 1a thuc
té va khong phai 1a mot viéc gi d6 xa voi. Didu dang lo ngai 1a ban dudong nhu khong
thé biét duoc co hacker nao dang ding chung mang WiFi véi minh hay khéng. Viéc

nghe 1én, lay cip thdng tin s& dién ra &m tham va rat kho phat hién.
Tir thyc té nghién ciu, Bkav dua ra mot s6 khuyén céo sau:
1. Vé phia nha cung cap dich vu WiFi

Vé mat an ninh, mot s6 bién phap han ché ma cac mang WiFi nay dang 4p dung nhu
gidi han thoi gian sir dung (¢ Da ning) hay thay d6i IP sau mét khoang thoi gian (&
Hai Phong) nhu hién nay déu khéng mang lai hiéu qua cao. Mot sé k¥ thuat dung dé
chéng nghe 1én trén duong truyén hién nay chi kha thi dbi voi quy md mang WiFi nho
va cO nguoi sir dung cu thé. Viéc trién khai trén dién rong di kém véi cac nguy co vé
an ninh, do d6 nha cung cap dich vu cin dwa ra canh béo cho nguoi dung khi sir dung

mang WiFi mién phi cia minh.
2. Vé phia nguoi sir dung dich vu

Bkav khuyén céo cho ngudi str dung hién nay khi truy cap vao cac mang WiFi mién

phi nay can mot sb luu ¥ sau:

- Khdng nén thuc hién cac giao dich tai chinh, ngan hang, duyét email... khi st
dung WiFi mién phi. Trong truong hop can thiét phai st dung, ngudi dung can
két ndi VPN dé dam bao an toan.

- Néu thuong xuyén sir dung WiFi mién phi, can cha y vi céc thiét bi hién nay
thuong c6 chic nang tu dong két ndi, viéc nay rat nguy hiém khi gap truong

hop hacker gia mao WiFi. Mot bién phap dé phong tranh viéc nay 1a ban tiy
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chon “Forget network” sau mdi lan sir dung, hoic thiét lap dé thiét bi khong tu
dong két ndi lai néu chua duoc su cho phép cua ban.
- Su dung phan mém diét virus, tudng lira ca nhan dé bao vé may tinh caa minh.
- Tit tinh ning chia sé file trén thiét bj hoic chi chia sé néu da c6 thiét 1ap quyén
cho céc tai khoan xac dinh dé tranh viéc vo tinh 16 lot thdng tin khi két néi vao
WiFi mién phi.
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(1)

()

©)

(4)

()

(6)

(7)

Phu luc

Tan cdng nghe 1én thong tin MitM (Man-in-the-Middle): Hinh thuc tin
cong trong d6 ké tin cdng nam ving trén dudng két ndi véi vai trd 13 may
trung gian trong viéc trao ddi thdng tin gitra hai may tinh, hai thiét bi, hay
gitta mot may tinh va server, nham nghe trom dit liéu nhay cam, danh cap
thong tin hoic thay d6i ludng dit liéu trao doi giita cac nan nhan.

Tan cong Phishing: Hinh thic tin cong s dung email, tin nhan... gia mao
1a duoc guri tir mot ngudn dang tin cdy, lira nguoi dung nhap cac thong tin
nhay cam nhu tén tai khoan, mat khau, thong tin thé tin dung... trén mot
website ltra dao.

Giao thac ARP (Address Resolution Protocol): Giao thac phéan giai dia chi
(ARP) la giao thirc &nh xa mot dia chi IP d¢én mot dia chi vat ly caa may tinh
(dia chi MAC).

Tan cong ARP Poisoning: Phuong phéap tin cong bang cach tac dong l1én
ludng dit liéu trao ddi giita cAc may tinh trong mang LAN. Khai thac thanh
cong, ké tin cong co thé diéu hudéng trao doi giita cac may tinh trong mang,
budc cac dir liéu nay di qua may tinh cua hacker, tir 6 diéu khién, thay doi
ludng di liéu, hoic thuc hién tin céng DoS.

Hé théng tén mién DNS (Domain Name System): Hé théng cho phép thiét
lap twong (ng gitra dia chi IP va tén mién.

Tan cong DNS Poisoning (hoic DNS Cache Poisoning): Ky thuat tan cong
bang céch lira mot may tinh tin rang thong tin phan giai tén mién nhan dugc
1a dang tin cay. Mot khi may tinh da bi “dau doc”, ngudi dung sau d6 bi diéu
huéng dén mot server gia mao khi truy cap vao mot tén mién.

UID (User ldentification): Mot chudi ky tu duoc cac dich vu sir dung dé

dinh danh nguoi dung.
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(8) SSID (Service Set Identifier): Mot chudi ky tu duge st dung dé dinh danh
cho mot mang WiFi.

(9) SSID Spoofing: Ky thuat gia mao hé thdng mang WiFi bang céch phat song
va dat SSID triing tén véi mang WiFi can gia mao.

(10) Gateway: Mot diém trong mang, dong vai tro két ndi dén mot mang khac.

(11) Mang riéng a0 (Virtual Private Network - VPN): Mot mang danh riéng dé
két ndi cac may tinh caa cac cong ty, tap doan hay cac t6 chic véi nhau thong

qua mang Internet cong cong.
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Vé Bkav

Bkav la cong ty hoat dong theo mé hinh Tap doan cong nghé trong cac linh vuc an
ninh mang, phan mém, chinh pha dién tir, nha san xuat cac thiét bi dién tir théng minh
va cung cap dich vu Cloud Computing. Bkav 14 1 trong 10 thuong hiéu Nbi tiéng nhat
Viét Nam do Hoi So hitu tri tué Viét Nam binh chon, nam trong Top 10 Dich vu hoan

hao do Hoi Tiéu chuan & Bao vé Ngudi tiéu dung Viét Nam binh chon.

Bkav la doanh nghiép dau tién caa Viét Nam lot vao Danh sach cac cong ty hap dan
(Cool Vendors) tai c4c thi trudng maéi noi trén toan cau do Gartner, hang tu van CNTT
hang dau thé giéi cong bd. Cong ty di thanh 1ap Bkav Singapore va Bkav USA dit tai

Thung liing Silicon, Mountain View, bang California — My.
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