Bkav

5,6 TRIEU HE THONG MANG
TREN THE GIO|

dang trong tinh trang 'bo ngo’




®
Bkav 5,6 triéu hé thong mang trén thé gioi dang trong tinh trang ‘bo ngo’

Muc luc

DAL VAN @@.....ooooveveveeeeeeeee ettt ettt 3
Phuong phap nghi€n Clt............oooo i 4
Giai doan 1: Dinh vi pham vi nghi€n CUU ... 4
Giai doan 2: Quét tung IP véi cong cu duogc xay dung riéng cho nghién ctru .................... 6
Giai doan 3: Phan tich s6 liéu va xay dung cong cu khic phuc hoan toan 16 hong............. 7
Cacphat hién chinh...............cooiiii 8
1. Hon 5,6 triéu hé thong mang trén thé giéi ton tai 16 hong Pet Hole .............coocovvve.n.. 8
2. An D9, Indonesia, Mexico “dan dau” vé sb luong router c6 16 héng .............................. 9
3. Viét Nam thudc Top 5 qudc gia c6 s6 router bi 16 hong nhiéu nhat ..........cc..cccoo...e. 10

4. Hau hét cac qudc gia thudc nhém G8 khong thude top 10 qubc gia co hé thong ton

£a1 10 hONE NIIEU NNAL........vvooveeeeceeeeeeee s 11
5. Hon 90% cac router c6 16 hong duoc san xuat tai Trung QUOC..........ovveevveeveeereeeereene, 12
K&t TuAN VA KNUYEN CAO ...t 14
T KL TUAN oottt ettt ettt s et s e e e e e e er e er e 14
2. Hudng din Kiém tra va KRAC PRUC ......cv.vveeeeeeeeseeseeseeeeeese s 15
V& BRAV.....ooiomieiiieese ettt 17
PRU TUC .. 18
Phu lyc 1: Danh sach cac router dugc Khao Sat trire tHeP.........vveeveeeveeeeeeseeeeeeeeeeeeeeren. 18

Phu lyc 2: Huéng din nang cp firmware va tit chtrc ning truy cp tir xa qua Internet .19
Phu luc 3: S6 lugng céac hé théng co 16 héng theo quéc A e 21

TRAIM KA ... oo ettt e e naees 25

Tap doan cong nghé Bkay 2



®
Bkav 5,6 triéu hé thong mang trén thé gioi dang trong tinh trang ‘bo ngo’

Dat van de

Tir truée dén nay ching ta biét trong linh vuc phdn mém, cac cong ty thudng xuyén
dua ra ban véa cho cic san pham cta ho, nhu Microsoft c¢6 Patch Tuesday, Google tir
lau ciing c6 chuong trinh ting thudng cho nhimg phat hién vé 15 hong trén cic phan
mém cia minh... VAy véi phan cirng thi thé nao ? Cu thé 13 16 hdng trén cac

router von dwoc coi 1a cira ngé két noi Internet ciia hé thong thi sao ?

Tir nam 2014, nhiéu 16 hong an ninh trén router dugc phat hién va cong bd rong rii.
Trong sb nay c6 nhitng 16 hong cho phép tin tic d& dang chiém quyén diéu khién hé
thdng tir xa. Tuy nhién, mot thuc té 13 chua c6 mot ban va toan dién nao cho cac 15
héng nay, chua ké dén viée cap nhat ban va cho router kho khan hon nhiéu so véi cap
nhat trén phén mém. Do d6, nhiéu router dang dugc su dung thuc té chua chic da

dugc cap nhat ban va.

Véi vai tro 1a céng ty an ninh mang hang dau Viét Nam, Bkav quyét dinh khao sat cac
router dang duoc ngudi dung trong nudc s dung dé kip thoi dua ra canh bao va
huéng din khic phuc. Chiing tdi cling mua ca cac router méi nhat thuoc nhiéu hing
san xuat khac nhau dang duoc ban trén thi truong, dé chic chan rang day 1a nhimng
thiét bi dd dugc dam bao an ninh tir trude khi xuat xuong. Viéc thuc nghiém dugc tién

hanh tai phong Lab cta Bkav.

Két qua lam ching t6i ngac nhién. Khong chi rat nhiéu router cii chua dugc update
ban v4, ma ngay ca nhimng router méi duoc chung t6i mua vé (chay phién ban
firmware méi nhat tai thoi diém khao sat) ciing khong hé an toan. Pay méi chi la
khao sat trén mét so lwong cac router & Viét Nam, vay trén thé giéi c6 bao nhiéu
hé thong cé 16 hong ? Cac thiét bi nay déu 1a ciia nha san xuat dén tir Trung
Qudc, trong khi hau hét cic router dang dwoc sir dung trén khip thé giéi ciing la
tir qudc gia nay, vy tinh trang an ninh cho router trén thé giéi va tai chinh
Trung Quéc ra sao ? bay 1a i do khién chung t61 dua ra quyét dinh thuc hién mdt
nghién ciru trén dién rong, kiém chimg muc d6 an ninh caa hon 21 triéu router c6

nguy co ton tai 16 hong trén thé gidi, tim cau tra 10i cho nhimng nghi van ctia minh.
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Phwong phap nghién ciru

Nghién ctru dugc thuc hién trong 2 khoang thoi gian: dot 1 tir thang 12/2014 dén
thang 4/2015 va dot 2 tir thang 12/2015 dén thang 4/2016.

Trong mdi dot, viéc nghién ciru dugc chia thanh 3 giai doan: Pinh vi pham vi nghién
ctru; Quét truc tiép timg IP dugc khao sat trén cong cu xay dung riéng cho du an nay;

Théng ké, phan tich sd liéu va xay dung cong cu dé khic phuc toan dién.
Giai doan 1: Dinh vi pham vi nghién ciru

V6i 16 hong: Trong rat nhiéu cac 16 hong trén router da dugc cong bd, ching tdi xac
dinh chi tap trung vao ba 156 hong cho phép tin tic truy cap trai phép thiét bi mot cach
dé dang. Do s luong céc router & Viét Nam dang ton tai cac 16 hong nay 12 rat 16n,

Bkav du doan tinh trang tuong tu vdi céac router trén toan thé gioi.
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Trong sb céc loai 16 hong trén router, 16 héng nguy hiém thudng gip ton tai trong co
ché x4c thuc cua trang quan tri. Loi dung dang 16 hong nay, hacker c6 thé vuot qua co
ché xac thyc, chiém quyén kiém soat router. Ngoai ra, mot sd loai router cho phép
truy cip vao trang cdu hinh DNS ma khong can ding nhip, hacker c6 thé thay doi
DNS cua router vé server gia mao, tu do kiém soat toan bod truy cdp web cua nhirng
ngudi ding trong mang. Ngudi dung c6 thé bi tin cong bang cac hinh thirc tin cong

MitM, Phishing dé an cip tai khoan ngan hang, mang xa hoi, email. ..

e Chxampp\htdocs\facebook\account.txt - Notepad++ = =
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Password: petholeftest
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Tai khodn Facebook cia nan nhéin
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Tén nguoi ding va mdt khdu cia tai khoan Facebook thir nghiém duwdi dang bdin ré

Vé6i cac Router: Dé dam bao két qua nghién ciru duoc chinh xac nhét, ching toi
quyét dinh kiém ching sy ton tai ctia 16 hong trén tap mau 16n toi da, bao gom tit ca

cac router co thé thu thap dugc. Chung toi lua chon sir dung Shodan (www.shodan.io),

cong cu tim kiém cho phép nguoi ding tim kiém véi timg loai thiét bi cu thé co két
ndi Internet (router, server...). Mot nghién ctru quy mé toan cau dugc thuc hién, két
qua 1a 21.465.118 router ding trudc nguy co bi tin cong. “Pung trude nguy co bi tin

cong” & day co6 nghia 1a cac router d6 sir dung nén tang bi anh hudng boi 3 16 hong néi
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trén. (Luu y: DPé dam bdo cdc thong tin tir nghién citu nay khéng bi loi dung dé tan
cong nguwoi ding, ching téi sé khong néu cu thé tén cdac 16 hong. Trong pham vi bdi
nghién ciru, chiing téi cung cdp céng cu dé nguoi ding dé dang kiém tra mét router
6 16 hong hay khéong, ma van dam bdo khong ai biét dwoc tén cdc 16 hong. Chiing toi
quyét dinh giit bi mdt tén 16 hong béi Cac 16i nay da dwoc cong bé tir khd ldu, chi can

biét tén, hacker ¢ thé tim kiém trén Google va tim ra ma khai théc).

bat tén cho van deé: Chung to61 dat tén cho van dé nay la Pet Hole, tir nhan dinh
router giéng nhu canh ctra két ndi ngudi dung véi Internet. Canh cira ndy dang 18 phai
dugc dam bao an ninh nghiém ngat, va di ngudi dung thuc té c6 khoa cira nhung lai
v6 tinh dé ngo nhimng 16 hong dé ké xau c6 thé tir d6 xAm nhdp vao bén trong. Ciing
gidng nhu nhitng Pet Door ludn ludn duoc md dé vat nudi cé thé ra vao dé dang,
nhung vo6 tinh d6 cling chinh 1a co hoi dé ngd cho ké x4u néu mudn dot nhap vao bén

trong.

Giai doan 2: Quét tirng IP véi cong cu dwgce xay dung riéng cho nghién ciru

Pé dam bao kiém tra chinh xac s lwong cac router c6 16 hong ma khong can thiép, vi
pham quyén riéng tu ctia nguoi sit dung, ching t6i xay dung riéng mot hé théng cho
du 4n nay, Pet Hole Checker (PHC). Hé thong khong iy vé mat khau quan tri ctia
router, ma chi tra vé 2 trang thai YES va NO, véi YES dong nghia véi viée router cd

16 hong va c6 thé bi khai thac, va NO 1a router an toan trudc 16 hong.
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May chii ciia Shodan

Lay IP Két qua
cla router \

"
i

Request dac biét
PHC Kiém tra IP - BHEEE ===
} Két qua tra vé | =] =]

4 ¥

Tén tai An toan Router
16 héng

M6 hinh hoat dong cua Pet Hole Checker

Giai doan 3: Phén tich s liéu va xay dung cong cu khic phuc hoan toan 16 hong
Tir nhitng dir liéu thu thap dugc, chung toi phan tich theo nhiéu hudng tiép can khéc
nhau, tr d6 tim cau trd 161 cho nhitng cau hoi da duogc dat ra khi bat dau nghién ctru
nay:
> S luong router co nguy co bi truy cip trai phép tai Viét Nam va trén toan thé
gioi
> Cac qudc gia c6 sb lugng router ton tai 16 hong nhiéu nhét trén thé gidi

> Tinh hinh 156 hong trén céc router st dung tai Trung Qudc, “qué huong” cua
hau hét c4c router trén thé gisi

> Dau la nguyén nhan, va dau la cach khic phuc
Cling phai nhéc lai r?mg, mot sy that khong thé chdi cdi 1a mic du nhiéu 16 héng an
ninh nghiém trong di duoc phat hién, van chua cé cach khic phuc ndo gitp nguoi
dung bao vé toan ven hé théng ctia minh. Chiing t6i quyét dinh x4y dung mot cong cu

nhiam don gian hoa cong viéc von di phirc tap 12 kiém tra va va 15 hong router.

Tdp doan cong nghé Bkav 7
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Céac phat hién chinh

1. Hon 5,6 triéu hé thong mang trén thé giéi ton tai 16 hong Pet Hole

5,635,024 1a con s6 chinh xac cac IP cua router duge PHC danh dau 1a ¢ 15i
(vulnerable). Piéu nay ddng nghia v6i hé thdng mang cua hon 5 triéu ho gia dinh,
tham chi 1a ctia cac co quan, doanh nghiép dung truéc nguy co bi hacker chiém quyén
diéu khién. Dé giup nguoi doc hinh dung ré hon vé mutc do anh hudng, hdy clng so
sanh Pet Hole v&i Heartbleed, 15 hong “ndi tiéng” nhat ctua nam 2014, ciing dugc coi

1a mot trong nhiing 16 hong nghiém trong nhét trong lich sir Internet.

Tiéu chi Pet Hole Heartbleed
Mikc d6 nguy hiém Cao Cao
Ty 1€ khai thac thanh cong Cao Trung binh
Mirc d§ anh hudéng Cao Cao
Nguoi dung phd thong

Poi twong c6 thé thue hi¢n Chuyén gia

biét v& an ninh

. o Tuong ddi dé cap nhat
Kha nang va 1o hong Kho cap nhat ban va
ban va

D6 1a trén ly thuyét, vay thuc té thi sao? Hiy cung xem clip thir nghiém Pet Hole.

(Clip ghi lai qua trinh thir nghiém trén hé thong gia 1ap, duoc két ndi Internet thong

qua router c6 16 hong duge chung t6i mua tai Viét Nam).

Vay la da rd, Pet Hole tham chi con nguy hiém hon ca Heartbleed. Trong khi véi
Heartbleed phai 14 ngudi ¢6 trinh d6 chuyén gia vé an ninh méi c6 thé khai thac thanh
cong, thi khai thac Pet Hole khong can qua nhiéu kién thirc vé k¥ thuat. Trong khi
viéc va Heartbleed kha dé dang, thi va Pet Hole lai 1a mot cong viéc phirc tap. Khong
chi c6 vay, clip thir nghiém trén chimg minh rang Pet Hole c6 thé dé dang bi khai thac

trén thuc té. Pé dam bao cac nhan dinh trén 1a chinh xac, ching t6i tham chi da nho

Tap doan cong nghé Bkay 8
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mot sinh vién IT ndm 2 tham gia vao thtr nghi€ém. Chi sau mot vai phut véi nhiing
hudng dan co ban, cdu sinh vién d6 da c6 thé thay doi ciu hinh DNS cua router c6 15

héng ma khong gap bat ky kho khin nao.

Tai thoi diém viét nghién ctru ndy, hon 5,6 triéu hé thong mang co 15 hong trén router,
mirc d6 anh hudng 1a khong hé nho, néu khong mudn néi 1a tham hoa néu cé thé luc

nao dé nam duoc va su dung khi can thiét.

2. An P9, Indonesia, Mexico “din dau” vé sé lwong router c6 16 hong

An Do Indonesia

Khac Mexico
-------
Thai Lan Viét Nam
---------- 5507

Algeria Ai Cap

Y

ltaly .- Argentina“. . Iran

| 500% g 513% seug S 539% |

10 quoc gia “dan dau” vé so lwong router ton tai l6 hong

An Do 1a qudc gia co sb luong router c6 16 hong nhidu nhét, chiém 10,04% (twong
duong 565 nghin). Ping thir 2 va thir 3 1an luot 1a Indonesia (503 nghin) va Mexico
(439 nghin).

Piéu dang noi 1a trong s6 10 qudc gia dimg dau nay, co dén 5 qudc gia dén tir chau A,

cac chau lyc con lai déu chi c6 2 quoc gia. Chau A duogc coi la chau luc dang vuon

Tdp doan cong nghé Bkav 9
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minh phat trién manh mé trong nhitng thap ky gan day, tuy nhién su phat trién nhanh
d6 chua thé di kém véi su phat trién vé co s6 ha tdng, trong d6 c6 ca co sd ha ting vé
cong nghé. Nam qudc gia cia chau A xuit hién trong danh sach top 10 nay déu 1a
nhirng nude c6 sb lwong ngudi dung Internet cao [1]. Chau Au va chau M¥ ¢6 trinh do
phét trién cong nghé cao nhat. Chau Phi mic du co so ha tang cong nghé chua phat
trién nhung chi c6 2 quéc gia ndm trong danh sach. Diéu nay 1a d& hiéu boi tinh dén
nam 2015 chau luc ndy méi chi ¢ khoang 20% dan sb st dung Internet, theo udc tinh

ctia Lién minh Vién thong Qudc té ITU.

%
S
h S ¢

7 I so5057
LN

Badn d6 phdn bé router ¢é 16 hong
3. Viét Nam thudc Top 5 qudc gia c6 sb router bi 16 hong nhiéu nhat

Theo két qua nghién ctru, Viét Nam xép thtr 4 trong danh sach cac quéc gia c6 sb

router bi 16 hong nhiéu nhét vdi 332.440 thiét bi ton tai Pet Hole.

Piéu nay ciing dé hiéu, boi Viét Nam 1a nudc dang phét trién va nam trong top 10

nuée chiu A c6 tde d6 ting trudng ngudi dung Internet nhanh nhét, xép thir ba Pong

Tdp doan cong nghé Bkav 10
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Nam A, thir 7 chau A va thir 18 thé gi6i vé sé nguoi dung Internet (Theo Sach Tring
vé Cong nghé thong tin va Truyén théng Viét Nam 2014).

Router giéng nhu canh cira két ndi ngudi dung dén Internet. Viéc hon 300 nghin hé
thong tai Viét Nam c6 15 hong thdm chi tiém 4n nguy co dbi v6i an ninh qubc gia. Néu
mot quéc gia cO6 muu do gian di¢p ddi voi quéc gia khac, ho hoan toan co thé thuc

hién viéc nay thong qua ctra ngd router.

4. Hau hét cic qudc gia thudc nhém G8 khong thude Top 10 qudc gia cé hé

thong ton tai 16 hong nhiéu nhat

Canada M 15.308

Phap Il 14.702

buc I 4.828

Y I 25 1.540

Nhat |7

Nga NN 55408

Anh I 165.707

My I 23.499
| | | | | | |

0 50.000 100.000 150.000 200.000 250.000 300.000

Nhin vao biéu do trén c6 thé thiy, hau hét cac quéc gia thudc nhom G8 déu co sb
luong khong dang ké cac router c6 16 hong. Pac biét, Nhat Ban chi c¢6 7 router c6 16
héng, trong khi qubc gia nay thudc top 5 thé gidi vé so lwong nguoi sir dung Internet

[1].

Diéu nay ciing kha dé hiéu. Pay déu la nhitng qudc gia phat trién, noi trinh d6 quan 1y,
bao gom quan 1y vé cong nghé thong tin, t6t hon rat nhiéu so véi cac nude khéc, tao ra
cac hé théng an ninh hon. Bén canh d6, hau hét cac router san xuit tai Trung Quéc
déu thudc phan khic gia ré, duoc str dung phd bién cha yéu ¢ cac qudc gia dang phat

trién.

Tdp doan cong nghé Bkav 11
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5. Hon 90% cac router ¢6 16 hong dwoc sian xuit tai Trung Qubc

Trong s6 céc router c6 16 hong c6 thé nhan dang duoc tén thiét bi, ching toi phat hién
o téi 93% duoc san xuit tai Trung Quéc, tir cac hang nhu TP-Link, ZTE, Huawei va
D-Link. Chi c¢6 mét s lwong rat nhd cac nha san xuat khac 1a khong dén tir quéc gia
nay.

Mot phét hién khéc, Trung Qudc lai chi ding thtr 78 xét vé sb luong router c6 16 hong
Pet Hole, cu thé 1a 1.281 router. Con sb nay khac xa so véi hinh dung ban dau cua
chung t6i, boi vi Trung Qudc ludn ludn c6 s lugng ngudi ding Internet khong 16
(dtng tht 1 trén thé gidi tai thoi diém thang 4/2016 v6i hon 720 triéu nguoi dung va
b6 xa qubc gia thir 2 13 An D6 véi hon 460 tricu) [1]. Do d6, s6 lugng hé thdng co 15

héng dang ra ciing khong nho.

Trong khi di tim 16 giai thich, ching t6i gip mot diéu ngac nhién, khi hoa ra trong s6
21.465.118 router dugc Shodan tim ra, chi 83.564 router 1a tir Trung Qudc. Trong khi
An Do, qudc gia c6 462 triéu ngudi dung Internet — bang 2/3 so véi Trung Qudc, lai
c6 t6i 1.695.504 router tirc 1a gip hon 20 1an s6 router xuat hién trong co s dir liéu
ctia Shodan. C6 thé, con sb ndy phan anh dtng tinh hinh thuc té tai Trung Quéc, noi

rat it ngudi dung dang str dung cac router c6 nén tang bi 16i; hoic Trung Quoc di trién

Tdp doan cong nghé Bkav 12
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khai mét btc twong dic biét dé bao vé cac hé thdng cua minh, khién cho Shodan
khong thé théng ké chinh xac. Du thé nao, ti 1é thip dang ngac nhién tai quéc gia nay

cling dang dé luu tam.

Tdp doan cong nghé Bkav 13
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Keét luan va Khuyén cao

1. Kétluan

Nghién ctru ctia chiing t6i khong nham muc dich phét hién 16 hong méi, ma chi lam
viéc thong ké lai sb luong router trén thé gii van ton tai 16 hong nguy hiém, cho du
thong tin vé 15 hong d6 da duoc cong bd rong rai tir trude d6 rat 1au. Két qua trén
khong nam ngoai dy doan ban dau cta chung t6i. S6 lwong cac router chua duogc cap
nhat ban va khong hé nho, va ddy méi chi 1a khao sat ba 16 hong nguy hiém tir rat
nhiéu 16 hong trong thuc té. C6 thé co rat nhiéu nhiing 16 hong khac chua duoc phat
hién, tham chi 1a dang duoc 4m tham khai thic ma ngudi dung khong hé hay biét.
Router vén duoc coi nhu 1a canh cong két néi mang mdy tinh cta ban véi thé gidi
Internet. Canh cong nay khong an toan, ké xau co thé dé dang dot nhap vao bén trong

nha ban, hodc c6 thé bi mat ngéi ¢ ctra theo do1 moi hoat dong cua ban.

Viy dau la nguyén nhin khién nguwoi ding lo la an ninh cho civa ngé nay ?

Nguyén nhan thtr nhét rat d& thay, d6 1a viéc cap nhat ban va cho cac router khong hé
don gian nhu khi cap nhat cho phan mém. Néu vdi phan mém, nguoi dung chi can lam
theo hudng dan thuong 1a rat don gian cda nha san xuét, hodc d6i khi 1a hé théng s€ tu
dong thyc hién, thi véi router dé 16 héng dugc cap nhat can sy can thi¢p truc tiép tu
phia nguoi ding. Thé nhung, du cho c¢6 hudng dan chi tiét thi khong phai ai cling co
du kién thirc v& mang mdy tinh dé lam theo nhitng huéng dan nay. Do d6, véi céac
router s dung tai cac hg gia dinh, kha nang nguoi dung bé ngd, khong quan tdm du
duge canh béo 1a rat cao. V6i doanh nghi¢p, noi co thé c6 bd phan IT riéng, viéc cap
nhat dugc coi 1a s& dé dang hon. Van dé khi d6 lai chii yéu nam & chinh y thirc cua bo
phan IT nay. V&i cac mang co quan, doanh nghiép, mot router cé thé cung cap két ndi
cho hang chuyc, tham chi héng tram may tinh. Do do, chi can mot co quan, doanh

nghiép lo 13, mirc d6 anh hudng khi router c6 16 hong 1a khong hé nho.
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Mot nguyén nhan nita khong thé khong nghi dén, d6 chinh 1a nguyén nhan dén tir
chinh nha san xut router. Cac 16 héng dugc nhéic dén trong bai nghién ctru duoc cong
bd rong rdi tir gitta ndm 2014. Tuy nhién, tdn 2 nidm sau, khi chung t6i thuc hién
nghién ciru nay thi rat nhidu nhitng model router méi nhat ban trén thi truong van
chua duoc cap nhat ban va. Phai ching, nha cung cdp cb tinh dé ngo cira ngd dé khi
can thi c¢6 thé can thiép ldy thong tin, lam té liét hé thong, hodc thuc hién rat nhiéu

nhtrng hanh dong khong minh bach khac ?
An ninh tiv cdc thiét bi Trung Quéc

Mot thong tin ma ai ciing biét, d6 1a hau hét cac router hién nay déu 1a cia cac nha san
xudt Trung Qudc, hodc ciia cac nha cung cap khac nhung duoc san xuat tai quic gia
nay. Trong khi d6, van dé an ninh trén cac thiét bi cua Trung Qudc tir l4u ciing di 1a
mot dau hoi 16n voi nhiéu qudc gia. Theo két qua ctia nghién ciru ndy, hon 90% cac
router c¢6 16 hong duoc san xuat tai Trung Qudc. LY do cho van dé co thé nam & chd
cac thiét bi nay khong phai 1a thiét bi cao cip, khién cho ching it an ninh hon; du thé,

chung ta ciing khong thé khong dé y dén an ninh trén cac thiét bi dén tir quéc gia nay.
An ninh quéc gia bi de doa thé nao ?

Phai nhic lai mét 1an nita, router 1a cira ngd ra vao cua mang, kiém soét duoc router 1a
kiém soat duoc toan bod mang. Hon 5,6 triéu thiét bi ¢6 15 héng Pet Hole 1a con sb
khong hé nho. Nhu chiing t6i da phan tich ¢ trén, dé tin cong thanh cong 15 hong nay
khong kho, hacker nghiép du ciing co thé khai thac thanh cong dé chin thong tin trao
ddi cua nguoi dung, chuyén hudng truy cdp DNS dé diéu huéng dén website ma
chung mong muén... Nhung néu mé rong ra, néu mot qubc gia c6 muu dd theo ddi

qudc gia khac, ho hoan toan c6 thé thyc hién qua cira ngd router nay.
2. Huéng din kiém tra va khic phuc

Bkav da phat trién cong cu dé nguoi dung co thé kiém tra sy tOn tai ctia Pet Hole trén
router ctia minh. Ngudi dung chi can truy cap PetHole.net, click vao nit “Kiém tra Pet
Hole”, cac thong tin lién quan dén router ciia ban sé& duoc hién thi phia bén dudi. Néu

router c6 16 hong, s& co hudng dan dé nguoi dung c6 thé khac phuc van dé.
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Tuy nhién, tét nhat ngudi dung nén cap nhat phién ban firmware méi nhat cho router
cia minh. Huéng dan ting budc cho qua trinh ndy ciing duoc cung cip tai
PetHole.net.

Nguoi dung ciing c6 thé xem hudng dan chi tiét c¢6 tai Phy luc 2 phia dudi.

Sau khi tat ca cac budc huong dan da dugce hoan thanh, kiém tra router cua ban lan
nira v&i cong cu cua ching to6i. Néu van con 16 hong, cach tot nhat ban c6 the lam la

mua mot router mai.

Tdp doan cong nghé Bkav 16


http://pethole.net/

®
Bkav 5,6 triéu hé thong mang trén thé gioi dang trong tinh trang ‘bo ngo’

Vé Bkav

Bkav 13 Tap doan cong nghé hoat dong trong cac linh vuc an ninh mang, phin mém,
chinh phu dién tir, nha san xuét cac thiét bi dién ti thong minh va cung cép dich vu
Cloud Computing. Bkav 12 mét trong 10 thuong hiéu ndi tiéng nhat Viét Nam do Hoi
S& hitu tri tué Viét Nam binh chon, nam trong Top 10 Dich vu hoan hao do Héi Tiéu

chuin & Béo vé Nguoi tiéu dung Viét Nam binh chon.

Bkav 13 doanh nghiép dau tién cua Viét Nam lot vao Danh sach cac cong ty hap dan
(Cool Vendors) tai cac thi trudng méi noi trén toan cau do Gartner, hing tu vin CNTT
hang dau thé gidi cong bd. Tap doan da thanh lap Bkav Singapore va Bkav USA dit
tai Thung lting Silicon, Mountain View, bang California — My.
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Phu luc

Phu luc 1: Danh sich cic router dugc khao sat tryc tiép

Nha sén xuit Mau Thoéng tin
Thoi gian san xuat: 2014 Phién ban firmware:
TD-8840t N ST .
17/09/15 (mdi nhat tai thoi diém khao sat)
TD- Thoi gian san xuat: 2014 Phién ban firmware:
W8951ND 13/01/16 (m&i nhét tai thoi diém khao sat)
Thoi gian san xuat: 2014 Phién ban firmware:
TD-8817 4 ,
12/01/16 (mdi nhat tai thoi diém khao sat)
TP-Link .
Thoi gian san xuat: 2014 Phién ban firmware:
TL-WR340G o ,
15/07/11 (mdi nhat tai thoi diém khao sat)
Thoi gian san xuat: 2014 Phién ban firmware:
TL-WA701N o
24/03/14 (md6i nhat tai thoi diém khao sat)
Thoi gian san xuat: 2014 Phién ban firmware:
TD-W8901 Y TP
18/08/15 (mdi nhat tai thoi diém khao sat)
i Thoi gian san xuat: 2014 Phién ban firmware:
Netis WE-2420 Y.
1/9/2014 (mdi nhat tai thoi diém khao sat)
DIR-615 Thoi gian san xuat: 2014 Phién ban firmware: 19.00
(méi nhat tai thoi diém khao sat)
D-Link -
Thoi gian san xuat: 2014 Phién ban firmware:
DSL-2640B A a2
SEA_1.0 (mdi nhat tai thoi diém khao sat)
Thoi gian san xuat: 2014 Phién ban firmware:
Tenda A5s AL 2
2/5/2013 (mdi nhat tai thoi diém khao sat)
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Phu luc 2: Huéng din ning cip firmware va tit chirc ning truy cp tir xa qua

Internet

— DeE nang cap firmware l€n phién ban mai:

O

o

o

Download firmware phién ban cao nhat tor website cua nha cung cap.
(Khong str dung firmware khong rd nguodn goc, vi co thé firmware da dugc

chinh stra dé theo doi ngudi dung, hodc c6 thé lam hong thiét bi)

Dang nhap vao trang quan tri thong qua dia chi gateway tu trinh duy¢t trén

may tinh trong mang. (Vi du dia chi mac dinh 192.168.1.1)

Truy cdp vao chic nang nang cap firmware. (Maintenance hodc

Management => Firmware)
Chon “Choose file” hodc “Browse” => chon firmware vira tai vé

Chon “Upgrade” va doi router khéi dong lai

— Tit chirc ning truy cip tir xa qua Internet

Vi du véi mét loai router dugc dung phd bién tai Viét Nam 1a TP-Link:

O

O

O

bang nhdp vao trang quan tri thong qua dia chi gateway tir mot may tinh
trong mang. (Vi du dia chi mac dinh 192.168.1.1)

Truy cdp vdo chic ning cai dat kiém soat cac truy cdp. (Access
Management => ACL)

Kich hoat ACL, tuy chon truy cap giao di¢én web thong qua mang LAN,

nhan “Save”:
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Access %:I;;k In;?;;i“ali:e A c!;;'l:;ed Maintenance Status Help

Management

Access Control Setup

Access Control Editing

2

ACL . ® petivated| ' Deactivated

ACLRulgIndex: |1 ¥

Active : No

Secure |P Address ©|0.0.0.0 ~0.0.0.0 (0.0.0.0 ~ 0.0.0.0 means all IPs)

Application | Web ¥ | - . - . fn
Applcation f Chi cho phép truy cip giao dién
N v - -
Interface : Web qua mang LAN
Access Control Listing

Index Active Secure IP Address Application Interface

o Truy cap vao chirc nang quan 1y tr xa (Access Management => CWMP),

chon “Deactivated” va “Save”:

Quick Interface Advanced
Access Start Setup Setup

Management I:I

Maintenance Status Help

CWMP () ativated | ® Deactivated | TAt tinh ning quan I7 fir xa

Nhu vay router ciia ban da an toan trude ké xau muon tan cong thi€t bi qua Internet.
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Phu luc 3: S6 lwong cac hé thong c6 16 hdng theo qudc gia

Quéc Gia S6 router c6 16 hf;n
1 | AnDo 565.487
2 Indonesia 503.228
3 Mexico 439.176
4 Viét Nam 332.440
5 Ai Cap 310.375
6 Iran 303.928
7 Argentina 291.642
8 Italy 281.540
9 | Algeria 247.501
10 | Thai Lan 223.403
11 | Colombia 211.082
12 | Cong hoa Séc 182.763
13 | Vuong quic Anh 165.707
14 | Tho Nhi Ky 164.591
15 | Brazil 124.824
16 | Balan 91.736
17 | Kazakhstan 87.695
18 | Lién bang Nga 85.408
19 | Philippines 80.667
20 | Bosnia va Herzegovina 72.059
21 | Slovakia 62.526
22 | Azerbaijan 49.381
23 | Tunisia 46.104
24 | Palestine 43.866
25 | Ukraine 43.018
26 | Phan Lan 37.385
27 | El Salvador 30.704
28 | Ecuador 30.617
29 | Belarus 29.806
30 | My 23.499
31 |Uc 22.513
32 | Paraguay 21.780
33 | HyLap 19.899
34 | Malaysia 19.744
35 | Peru 19.604
36 | Moldova 18.651
37 | Tay Ban Nha 16.925
38 | Croatia 15.774
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39 | Canada 15.308
40 | Armenia 15.013
41 | Phap 14.702
42 | Romania 14.535
43 | Morocco 14.432
44 | Kyrgyzstan 14.390
45 | Honduras 10.743
46 | Cong hoa A Rap Syria 10.163
47 | Chile 9.836
48 | Bolivia 9.496
49 | Cong hoa Dominica 9.338
50 | Hungary 7.469
51 | SriLanka 7.122
52 | Thuy Si 6.998
53 | Albania 6.233
54 | Panama 5.605
55 | Israel 5.270
56 | Nam Phi 5.237
57 | Cuba 5.208
58 | buc 4.828
59 | Uzbekistan 4.636
60 | New Zealand 4.450
61 | Lebanon 3.916
62 | Bulgaria 3.567
63 | Pakistan 3.177
64 | Venezuela 3.159
65 | Sudan 2.898
66 | Mozambique 2.850
67 | Yemen 2.800
68 | New Caledonia 2.715
69 | Thuy Pién 2.579
70 | Ireland 2.409
71 | Cam-pu-chia 1.918
72 | Ghana 1.914
73 | Ireland 1.833
74 | Cong hoa Macedonia 1.766
75 | Halan 1.540
76 | Georgia 1.386
77 | Cong hoa Tanzania 1.313
78 | Trung Qudc 1.281
79 | Mauritania 1.198
80 |Lao 1.096
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81 | BoDPao Nha 1.054
82 | Bi 906
83 | Liechtenstein 824
84 | Niger 772
85 | Benin 724
86 | Lithuania 681
87 | Afghanistan 660
88 | ban Manh 654
89 | Cac tiéu vuong quoc A rap thong nhat 614
90 | Bo bién nga 596
91 | Bahrain 502
92 | Kuwait 463
93 | San Marino 461
94 | Na Uy 447
95 | Bangladesh 445
96 | Senegal 434
97 | Singapore 399
98 | Ao 391
99 | Cyprus 361
100 | Togo 310
101 | Maldives 307
102 | Botswana 302
103 | Cameroon 291
104 | Saudi Arabia 280
105 | Mauritius 248
106 | Oman 245
107 | Luxembourg 241
108 | Brunei 238
109 | Fiji 237
110 | Tajikistan 189
111 | Bermuda 182
112 | Guadeloupe 165
113 | Gabon 120
114 | Costa Rica 113
115 | Burkina Faso 107
116 | Martinique 100
117 | Uganda 100
118 | Mong Cb 100
119 | Barbados 92
120 | Réunion 92
121 | Djibouti 85
122 | Bhutan 78
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123 | Guatemala 69
124 | Zimbabwe 63
125 | Malta 59
126 | Gibraltar 59
127 | Angola 52
128 | French Guiana 50
129 | Hong Kong 50
130 | Vanuatu 33
131 | Faroe Islands 26
132 | PBai Loan 26
133 | Comoros 20
134 | Estonia 20
135 | Aland Islands 13
136 | Iraq 13
137 | French Polynesia 13
138 | Jordan 7
139 | Libyan Arab Jamahiriya 7
140 | Boéng Ti-mor 7
141 | Saint Kitts va Nevis 7
142 | Lesotho 7
143 | Nhat Ban 7
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Tham khao

[1] Dtr ligu nguoi dung Internet dugc tham khao tur
http://www.internetlivestats.com/internet-users-by-country/, véi sé ngudi dung duoc

tinh dua trén ty 18 thAm nhap (Lién minh Vién thong Quéc Té ITU) va dir liéu dan sb
thé gidi ciia Cuc Diéu tra dan s6 Hoa Ky.

[2] Sach “Thé gi6i nam 2015, Thuec tai va Sé liéu ICT” (The world in 2015, ICT
Facts and Figures) cua ITU http://www.itu.int/en/ITU-
D/Statistics/Documents/facts/ICTFactsFigures2015.pdf

[3] Thong tin vé 16 hong Heartbleed http://heartbleed.com/
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