Data eXchange Platform

~

Nén tang tich hop, chia sé du liéu

~

Nén tang tich hop, chia sé di¥ lieu (LGSP) dwgc dang ky ban quyén véi tén goi la Phan mém lién
thong tich hop - Bkav Intergration Platform dé cai dat trén nén tdng mang (Internet ho&c Intranet) gilp
cac hé théng dang cai dat phan tan & kh&p noi trong mang cé thé giao tiép, trao déi dir liéu dwoc vai nhau
thong qua cac chuan giao ti€p, khai thac cac CSDL dung chung va dwa di liéu vé Trung tam Iwu tri dir liéu

chung phuc vu céng tac phan tich, thong ké, bao céo.

Nén tang LGSP thiét ké bam séat theo hwéng dan clia B6 Thang tin va truyén thong “Hwéng dan yéu cau vé
chirc nang, tinh nang k¥ thuat ciia Nén tang nén tang chia sé, tich hgp dung chung cdp bd, cap tinh” tai

Coéng van 631/THH-THHT ngay 21/5/2020.
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Uu diém giai phap

Giai phap LGSP cua Bkav xay dwng duéi
dang nén tang, cac cau hinh dong, cung cap
giao dién dd hoa trirc quan dé dang cho
nguoi quan tri.

Cai dat thém céac dich vu dua trén khai bao
cau tric dr lieu, ludng dir lieu chuyén doi
dwa trén md hinh ma khéng can thay déi ma
ngudn hoac viét thém ma nguon.

Thong tin nghiép vu clia nén tang cé thé
duwoc trao do6i theo chiéu ngang va theo
chiéu doc gitra cac co quan nha nwéc thudc
bd, nganh, dia phuwong.

Thay d6i md hinh trién khai hé théng bang
cach cau hinh ma khéng phai slra ma
nguon.

Phat trién cac thanh phan hé théng st dung
cac cong cu theo tiéu chuan.
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Data eXchange Platform
Nén tang tich hgp, chia sé dd liéu

Chtrc nang

1. Truc tich hop (ESB) 1.3 Nhém chirc nang nhw Gateway cho ban
tin, API, b3 at
1.1 Nhém chirc nang két néi L ao ma

= Cho phép cbng khai cac rng dung va dich vu

B6 thich (rng két n6i (Adapters): Cung cap cac
bd Adapter duoc xay dwng sin dé két néi dén
cac hé théng dang duoc van hanh va khai
thac khac nhau nhuv Hé théng thanh toan,
Cong dich vu cong, Hé théng bao cao qudc
gia... Cac Adapter c6 thé dé dang dwoc phéat
trién madi va tich hop vao truc tich hop khi can
thiét.

Truyén tai (Transports): H6 tro nhiéu giao thirc
truyén tai nhu HTTP, HTTPS, WebSocket,
POP, IMAP, SMTP, JMS 1.1, JMS 2.0, AMQP,
RabbitMQ, FIX, TCP, UDP, FTPS, SFTP,
MLLP , SMS, MQTT, Apache Kafka.

Pinh dang di¥ liéu (Formats): H6 tro nhiéu
chuan dit lieu nhi JSON, XML, SOAP 1.1,
SOAP 1.2, WS-*, HTML, EDI, HL7, OAGIS,
Hessian, Text, JPEG, MP4, CORBA/IIOP va
cac dinh dang phé bién khac.

1.2 Nhém chirc nang dinh tuyén, xtr ly va
chuyén déi ban tin

Pinh tuyén (Routing): Binh tuyén dwya vao
Header hodc body cua goi tin; dinh tuyén dua
vao luét (Rule).

Xt Iy nghiép vu (Mediator): H6 tro s&n cac bd
chuyén d6i dé xtr ly cac nghiép vu khac nhau
nhv cache, két n6i CSDL, két ndi File,
logging,...

Chuyén déi (Transformation): XSLT 1.0/2.0,
XPath, XQuery va Smooks.

Cong cu anh xa di¥ liéu (Data Mapping): Anh
xa dit liéu gitra dau vao Input va dau ra Output
dé chuyén doi di lieu.

dang c6 theo cac dinh dang ban tin va dinh
dang giao th&rc khac nhau dé cac hé théng
khac dé dang tich hop:

v" Khong lam anh hué&ng téi cac dich vu bén
trong.

v/ Tao ra céac dich vu theo chuén tir cac dich
vu khéng theo chuén hodc cac hé théng da
ton tai.

v/ Cong khai cac dich vu va trng dung qua
cac giao thirc thdng dung nhu SOAP,
REST va XML-RPC.

= Ap dung cac chinh sach bao mat tap trung,

bao gbm nhan thuc, phan quyén; hd tro cac
tinh nang bdo mat nhu: WSSecurity, LDAP,
Kerberos, OpenlID, SAML, XACML, Oauth;
Quan ly va rang budc chinh sach théng qua dir
lieu cau hinh.

Hb6 tro cac co ché kiém soat (audit), co ché
logging, theo d&i hoat déng hé théng théng qua
SLA.

Hb tro cac tinh nang vé can bang tai, kha ning
md& réng nang cap hé théng, kha nang failover
dé tang kha nang HA cho hé théng.

www.bkav.com.vn Page 2



Data eXchange Platform
Nén tang tich hgp, chia sé dd liéu

Chtrc nang

1. Truc tich hop (ESB) - Tiép 1.5 Nhém chirc niang hé tro’ kha niang quan ly
.. s x va theo doi
1.4 Kha nang quan tri phat trién dé dang,
thuén tién cho ngwoi phat trién hé théng = Dam bao quan ly toan dién va giam sat qua
giao dién Web.

= Cé&c ché dd cau hinh stra 16i (Debug) va bét 16
qué trinh x( ly ban tin (Message mediation). = Cho phép xay dwng cac thanh phan ding
chung va theo déi truy cap va théng ké hiéu

= Phat trién chirc nang dwa vao kha nang khai naing hé théng.

béo thay vi phai lap trinh, ho tro giao dién cau
hinh tham s6 hé théng. = Tich hop v&i phan mém giam sat dé thuc hién
kiém soat, giam sat tinh hinh hoat déng hé
thdng va danh gia KPI hé théng.

= Hb tro cac ché dd céu hinh log theo nhiéu cép
do log.

= Bao dam quan ly cau hinh tap trung trén cac

NN = - moi trwong khac nhau véi vong doi va phién
" Chg ph?p ﬁau hinh Qac‘ bd Ii/ledlfator dé diéu 1.6 Giam sat
khién céac 16i trong qua trinh van hanh.
= Cobng khai cac théng ké bao cao vé Mediation

" CaQesan pham chg phep khdSigggglly bien ban tin qua cac giao dién bao cao, Dashboard.

toan bd cac chirc nang duoc trién khai trén
may chu theo yéu cau st dung. = Tao ra cac bao cao Dashboard tuy bién va

han quyén cho nguoi dung.
= M@ rong ngdn nglr cau hinh str dung DSL tuy P auy g g

chinh thdng qua cac mau duoc dwng san. = Theo dbi c4c dir liéu mang tinh chét théng ké
cho tat ca cac kiéu tai nguyén (Artifact) va hiéu

= Céac bd Mediator duoc tly bién bang cach st « A
nang hé théng.

dung ma ngbén nglr kich ban nhuing trong
Javascript, JRuby, Groovy... = Thiét Iap kha nadng trace bat ky ludng xt ly
Mediation dé xac dinh cac diém nghén co chai

= Xay dwng va trién khai théng qua tich hop voi trong ludng xi 1.

SVN, Maven, Ant va cac cong cu tiéu chuan
khéc.

= Kha nang tich hgp v&i cac cong cu lap trinh
phd bién nhu: IDE Eclipse...
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Nén tang tich hgp, chia sé dd liéu

Chtrc nang

2. Quan ly quy trinh nghiép vu (Business
Process Model)

Binh nghta va chay quy trinh nghiép vu: Ho tro
BPMN 2.0, WSBPEL 2.0, BPEL4AWS 1.1.

Dinh nghia cac ludbng nghiép vu c6 twong tac
vOi con ngudi: HO tro User Task trong ludng
quy trinh BPMN.

Piéu khién truy cap dwa trén vai tro nguoi
dung cho cac bwéc trong quy trinh.

HO6 tro tao Form nguwodi dung twong tac cho
cac budc can xtr ly b&i nguoi dung.

Coéng cu hd tro Thiét ké va trién khai quy trinh
dong.

Coéng cu theo déi va giam sat quy trinh trong
thoi gian thuce.

3. Quan ly bao mat va xac thwc tap trung

3.1 Quan ly dang nhap mot lan va ay quyén
xac thwe

H6 tro Single Sign-On (SSO) théng qua
SAML2, OpenID Connect va WS-Federation
Passive.

H6 tro SAML 2.0 dwoc dua trén Single Logout
(SLO), Metadata Profile va Assertion
Query/Request Profile.

H6 tro chuén giao thire OpenlD 2.0.

Uy quyén xac thuc SSO théng qua SAML2,
OpenID Connect and WS-Federation Passive
v&i cAc nha cung cdp dinh danh bén ngoai.

H6 tro kha ndng st dung cac dinh danh va
thuéc tinh tlr cAc nha cung cép dich vu dinh
danh tht 3 (IDP) bang cach chuyén déi thudc
tinh gitra cac nha cung cdp dinh danh khac
nhau.

Cung cép céc giao dién dang nhap/dang ky
nguwoi dung.

Hb tro nhan thuc/phan quyén dwa vao vai tro.

H6 tro Google ReCaptcha SSO.

3.2 Cung cap cac co ché xac thwe bao mat

Hb tro tién trinh xac thwc nhiéu buéec.

Integrated Windows authentication (IWA) vGi
Kerberos.

Xac thuc str dung X.509.
Hb tro xac thuc da nhan té.

Xac thyc hai yéu t6 dwa vao Fast IDentity
Online (FIDO).

Xac thwe dya vao mat khdu mot lan (TOTP).

Hb tro nhiéu kho nguoi dung.

3.3 Quan tri va quan ly dinh danh

Quéan ly ngudi dung/nhém ngudi dung:

v" Quan ly ngudi dung, nhém ngudi dung.

v Quan ly théng tin (Profile) nguoi dung.

v' Kha nang két ndi nhiéu tai khoan ngudi

dung dang thuéc vé mot nguwoi dung duy
nhét.
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Nén tang tich hgp, chia sé dd liéu

Chtrc nang

3. Quan ly bao mat va xac thwc tap trung = Provisioning:
(SSO) - Tiép
v/ Cung cép théng tin ngwoi dung, nhém
3.3 Quan tri va quan ly dinh danh - Tiép nguwoi diung str dung chudn Cross-domain
Identity Management (SCIM) 1.1 hoac
v Hb tro nhidu chudn User Store khac nhau SOAP APIs.
dwgc dya vao giao thirc LDAP, External
LDAP, Microsoft Active Directory, hodc bat v Cung cép thong tin ngwdi dung cho cac hé
ky co s& dir liéu JDBC. thong quan ly dinh danh khac st dung

chudn SCIM 1.1 hoac Service Provisioning
Markup Language (SPML).

v Cung céap dinh danh theo Rule.
3.4 Quyén va diéu khién truy cap

= Quan ly quyén nguwoi dung.

= DPiéu khién truy cap dwgc dwa vao Role
(RBAC).

v' Kha n&ng ho trg nhiéu User Store.

v Giao dién tw ding ky nguoi dung, digu = Diéu khién cac chinh sach truy cap dwa vao
chinh théng tin profile nguoi dung. tiéu chuan eXtensible Access Control Markup

Language (XACML) 2.0/3.0.
v" Cac chinh sach bao mat mat khau cé kha

nang cau hinh duoc. = Giao thirc mang hiéu nang cao (trén Apache
) ) A ¥ . - Thrift) cho cac twong tac Policy Enforcement
¥ Chinh sach khoéa tai khoan dang nhap néu Point/Policy Decision Point (PEP/PDP).

nhap sai mat khau.

= User-friendly Policy Administration Point (PAP)
dé chinh stra cac chinh sach bao mat XACML
2.0/3.0.

v Khoi phuc tai khodn qua Email hodc cau
hoi bao mat
v" Kiém tra tinh hop Ié cGia méat khau. y . R X
= Quan ly déng thoi nhiéu PDPs tir PAP don |é.
= Kiém tra mat khau:
= Quan ly cac théng bao vé cap nhat chinh sach.
v/ Cau hinh Password pattern.
= Nhiéu Policy Information Points (PIP) dé tap

v Khoa tai khoan trong ché do Single va hop cac thudc tinh b sung dé danh gia chinh
Multi-tenant. sach.

¥ Kiém soat cac tai khoan. = Tich hop v6i ESB cho XACML 3.0 dua vao

= Workflows: H8 tro’ workflow cho cac hoat déng gfg)agpquyen cho cac dich vu REST hoac

kiém duyét tai khoan nguoi ding/nhém nguoi

dung. = HO trg XACML REST profile.
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Chtrc nang

3. Quan ly bao mat va xac thwc tap trung
(SSO) - Tiép

3.5 API Security

Diéu khién truy cap Gy quyén st dung OAuth2
va WS-Trust.

H® tro cho cac kiéu bao mat SAML2 bearer
grant type, JWT assertion grant type and
NTLMIWA grant type.

H6 tro OAuth2 token revocationOAuth token
introspection.

Hb tro ché dd OAuth 2.0.

3.6 Giam sat theo ddi hé thong
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Theo d6i cac su kién dang nhap va phién lam
viéc.

Theo d&i nhat ky ngwoi dung/phién lam viéc.

Ngat phién lam viéc clia ngudi ding qua giao
dién quan tri.

Khoi phuc mat khau tir nha quan tri.

Canh bao bado mat theo thoi gian thuc trong
cac trvong hop cu thé nhuw nghi ngd vé hanh
vi login hodc cac phién lam viéc khdéng binh
thudng.

Kiém soat cac hoat dong dwgc cdp phép st
dung distributed auditing system (XDAS).

Theo d6i hiéu nang va lich st truy cap hé
thdng.

. Dich vu di¥ liéu (Data services)

C6 kha nang khai bao két noi thu thap dir liéu
tlr nhiéu ngudn dir liéu cé cau tric va phi cau
tric.

H6 tro nhiéu loai co s& dir lieu quan hé khac
nhau.

Cung cap cac cong cu dé truy van dir liéu,
cbng khai dich vu dir liéu cho céac dich vu va
hé thong théng tin khac theo chudn giao thirc
SOAP, REST, chuén dit liéu XML, JSON.

Cung cép tinh nang quan ly cau hinh bao mat
dich vu di¥ liéu truée khi cdng khai dir liéu.

5. Quan tri rng dung truy cap tai nguyén API

5.1 Quan tri tai nguyén

Quan ly danh sach cac API dich vu bao gbm
céac théng tin nhw: danh sach API, théng tin chi
tiét ki€m thtr API trén moi trwdng product va
moi tredng sandbox, APl console, tai liéu.

Quan ly danh sach cac rng dung s&r dung
API. Thong tin chi tiét mdt (’ng dung bao gom:
Product keys, sandbox keys, subscriptions
(danh séch cac API str dung).



Data eXchange Platform
Nén tang tich hgp, chia sé dd liéu

Chtrc nang

6. Quan ly giao dién lap trinh &¢ng dung (API)

6.1 Thiét ké va M6 phong API

Thiét k€ API trwdce khi thuc hién thye thi. Thiét
ké duogc thuc hién théng qua giao dién Web
hodac théng qua Import dinh nghia Swagger
2.0 c6 sén.

Trién khai APl mau, cung cap truy cap t&i APls
va danh gia thiét ké API qua phan hoi tlr nguoi
dung.

Thwe thi API
Javascript.

str dung ngbébn nglr nhw

H6 tror cong khai cac dich vu voi kiEu SOAP,
REST, JSON, va XML thanh cac APIs.

6.2 Cong khai va quan ly API

Cong khai API cho ngudi dung hodc hé thdng
théng tin lién quan st dung va khai thac API.

H6 tro cau hinh quan ly API, quan ly gi¢i han
truy cap API v&i cac khach hang hoéc t6 chirc
xac dinh.

Quan ly lifecycle cia API tir lic duoc tao ra
cho dén khi két thac st dung: Tao méi, cong
khai, khoa, x6a API.

Coéng khai API cho mai trwdrng chinh thirc va
mai trwedng phat trién dé hd tro cac nha phat
trién ki€m thir API.

Quan ly phién ban cta API, quan ly trang thai
trién khai API.

6.3 Piéu khién truy cap, bao méat API

Gi¢i han truy cap API Access Tokens theo
Domains/IPs.

Ap dung cac chinh sach bao mat v&i APIs
(X&c thyc va phan quyén).

Tuan theo cac loai xac thwe APl chudn OAuth2
(Implicit, Authorization Code, Client, SAML,
IWA Grant Type).

Khoéa API khdng cho hé thdng khac truy cap.

Lién két API t&i cac lop dich vu duoc dinh
nghta b&i hé théng.

Thiét l1ap nguwdng truy cap API cho tirng hé
théng dé bao vé API.

6.4 Developer Portal

Ho tror giao dién trang web dé Iwu trir cac API
duoc tao ra trén hé thong.

Duyét va tim kiém cac API theo nha phat trién,
thé (tag) hoac tén API.

Ké&t ndi APIs va quan ly don vi khai thac API.

Giao dién kiém thtr API.

6.5 Quan ly va diéu khién lwu lwong API

Tach biét cac Iwu lwong Production va
Sendbox trén cac APl Gateway khac nhau.

Hb6 tro chuyén déi giao thirc, chuyén déi dir
liu.

Anh xa gitta HTTP(s) véi cac giao thirc khac
nhw JMS hoac File System.

Quéan ly lvu lvgng Traffic Manager cé cac co
ché cap han mirc/ngudng linh dong.
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Nén tang tich hgp, chia sé dd liéu

Chtrc nang

6. Quan ly giao dién lap trinh &rng dung (API)
- Tiép

6.5 Quan ly va diéu khién lwu lwong API -
Tiép

Ba&o vé cac API cla hé théng Backend bang
cach thiét 1ap ngudng két noi.

H6 tro dinh tuyén ban tin theo co ché Pass-
Throgh vé&i hiéu nang cao, do tré t6i thiéu.

6.6 Giam sat va theo doi
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Céac thong tin str dung API duoc tich hop véi
phan mém giam sat nghiép vu dé gidm séat cac
théng tin nhw Requests, Responses, Faults,
Throttling, Subscriptions).

Cung cép cac giao dién do hoa cho hién thi
cac théng tin API Latency, APl Usage gilp cho
viéc theo ddi APl va kiém tra hiéu nang hé
thong.

Kh& néng phan tich logs dé kiém tra cac thdng
tin nhw 16i (rng dung, théng ké trién khai API ,
dang nhap 16i, s6 luvgng 16i API,cac I6i vé cap
phat Token truy cap.

Hb tro tra ctru logs thoi gian thuec.

Theo d6i mirc d6 chat lwong dich vu SLA cla
API.

Tuy bién giao dién Dashboard ca nhan hoa.

. Giam sat quy trinh xtr ly nghiép vu (BAM)

Thuc hién thu thap logs hé thong, logs sw kién
tlr cac thanh phan phan mém khéac trong nén
tang dé tién hanh phan tich di¥ liéu va téng
hop dir liéu.

Cung cép céac di lieu quan trong khac cho cac
hé thong lién quan dé xt ly.

Kh& nang hién thi di¥ liéu trén cac Dashboard
giam séat va theo doi hé thong dé kip thoi xir ly
cac tinh huéng trong qua trinh khai thac, van
hanh hé théng.

Cung cap cac thong tin di¥ liéu bao céo hoat
dong toan bo cac thanh phan trong hé théng.

Cung cép céc tinh nang canh bao giam sat qua
nhiéu kénh két n6i khac nhau nhw Email, tin
nhan dé kip thoi xcr ly.

Giam sat duoc tinh hinh hoat dong clia cac
thanh phan phan mém hé théng nhu:

v" Trang thai dirng hoat dong, dang hoat
dong.

v Giam séat théng tin vé CPU, B0 nho.

v' Giam sét tinh hinh hoat dong clia cac dich
vu dwoc trién khai trén hé thong LGSP.
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Nén tang tich hgp, chia sé dd liéu

Chtrc nang
8. Quan ly, van hanh LGSP

8.1 Quan ly va kiém soat trang thai hoat dong
cac hé thong, rng dung, dich vu thuéc LGSP

= Cung cép giao dién do hoa dé ngui dung co
thé thiét 1ap, quan ly va kiém soat trang thai
hoat déng clia trng dung, dich vu.

= Ghi nhan log; Cau hinh mtrc do ghi log.

= Cung cdp cac thdng s6 van hanh ctua may
chu.

= Co ché thdong bao linh hoat cho phép ngudi
dung cdu hinh email hodc SMS dé canh béo
dwa trén su kién da duoc thiét 1ap san.

8.2 Quan ly toan bd vong doi cua cac giai

phap va dich vu thudéc LGSP

= Cho phép cau hinh, kich hoat hodc huy trang
thai hoat dong clia trng dung.

= Cho phép quan ly phién ban cla &ng dung.

9. Quan ly danh muc dién ttr dung chung

9.1 Tao lap, quan ly, duy tri, cap nhat, khai
thac cac ban ma dién tr, danh muc dién to
dung chung.

Céac bang ma tuan thu cac quy dinh hién hanh.

C6 phuwong an két néi, st dung lai cac danh muc
dién tlr da c6 thudc Hé théng thdong tin Danh muc
dién tr dung chung cla cac co quan nha nuéc
phuc vu phat trién Chinh pha dién t& cla Viét
Nam (do B® Thong tin va Truyén thdng quan ly),
hé théng clia cac co quan & Trung wong.

Giay phép str dung

License Enterprise: 02 Core 1 Key Active

H6 tro’ ky thuat t6i thi€u 2 nam (Tuy thudc vao tirng
treong hop cu thé)

Thoéng so6 k¥ thuat

H6 tro nhidu giao thike truyén tai nhw HTTP, HTTPS
WebSocket, POP, IMAP, SMTP, JMS 1.1, JMS 2.0,
AMQP, RabbitMQ, FIX, TCP, UDP, FTPS, SFTP, MLLP
, SMS, MQTT, Apache Kafka...

Hb tro nhiéu chuén di¥ liéu nhi JSON, XML, SOAP 1.1,
SOAP 1.2, WS-* mHTML, EDI, HL7, OAGIS, Hessian,
Text, JPEG, MP4, CORBA/IIOP va céac dinh dang pho
bién Khac

C6 kha nang tich hgp duwoc véi Docker, Kubernetes va
cac nén tang quan ly container trén dién toan dam may
khac
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M6 hinh cac thanh phan LGSP

2 me f ™me
A a .l. A a ‘l‘lh'
Ca nhan / T6 chirc Cang chire / Vién chic
HTTT Hé théng
HTTT 2 HTTT 2
[ Cdng DVC } [csng TTDT L Mt Cira ‘ Quaill-;é I¥| Van ‘ Bio cio j { ng:;le;: vu

LGSP (CAP TiNH)

Phan mém nén tang

fhén mém van hanh

LGSP
(CAP BO)
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Giai phap & Cau hinh str dung

— = =

Ngé6n ngir lap trinh Co s& dir liéu Cong nghé str dung
Java, JS, C, CSS, MSSQL, SQL Server, Ma ngudn mé
HTML, Python PostgreSQL, H2 WSO2

- ©)

CPU RAM HDD
Central Processing Unit Random Access Memory Hard Disk Drive
At Least 2 Cores At Least 8 GB At Least 200 GB

Thong tin lién hé

Tru s@ chinh: Toa nha Bkav, Khu d6 thi Yén Hoa, Cau Giay, Ha NGi
Dién thoai: (024) 3763 2552 S0 fax: (024) 3868 4755

Website: www.bkav.com.vn Email: DuAn@bkav.com

Bkav TP. HCM: S6 67, Pwong sé 3, Khu dan cw City Land, P. 7, Q. Go Vap, TP HCM
pién thoai: (028) 6296 6626 S& fax: (028) 2253 6103
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