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1 Gii thiéu

Bkav Endpoint Al SME (Sau day s& goi tat 1a Bkav SME) - Phién ban danh cho cac co
quan/doanh nghiép c6 hé théng mang ndi bd quy mé vira va nho. Hoat dong theo mo
hinh quan 1y tap trung, bao vé& an toan tdi da cho tirmng mdy tinh ciing nhu trén toan hé

thdng mang trudc nhitng nguy co vé virus, trojan, rootkit, spyware, adware...

Bkav SME — Tiéu diét malware theo thoi gian thuc, chdng tin cong c6 chu dich APT:
Dic biét tich hop cong nghé tri tué nhan tao giup ngin chin malware ma khéng can cap
nhéat mau nhan dién. Do d6 co thé bao vé may tinh chéng lai moi nguy co vé malware,
dic biét cac malware tin cong c6 chu dich, chéng phan mém gian diép theo doi ngudi

dung, bao v¢ dir li¢u, tai khoan ngan hang, bao vé mat khau...

Bkav SME — Bao vé thong tin c4 nhan, chong ma héa dir liéu: Thong tin c4 nhan, quyén
riéng tu ciia ngudi dung sé& dugc bao vé chit ché, du nguoi sir dung dang lam gi, o bat cir
dau nhu ludt web, tham gia mang xa héi hay thuc hién céac giao dich truc

tuyén. Cong nghé tri tué nhan tao tich hop trong Bkav SME gitip ngan chin céac loai ma

ddc tong tién Ransomware, bao vé cac file dir 1i€u cua nguoi dung.

Bkav SME — Quan tri tap trung, théng nhét trén toan b hé thong mang: Cung cap thong
ké, bao cdo gitip ngudi quan tri mang s& ludn nam dugc thong tin tong quan ciing nhu chi
tiét méi nhat vé tinh hinh virus may tinh trong toan hé théng, chu dong dua ra cac
phuong an xtr Iy chinh xéc va kip thoi, nham ngan chin toi da cac nguy co c6 thé anh
huong t6i hé théng. Cac cong cu quan 1y ciia Bkav SME cho phép quén tri cai dat chuong
trinh dié¢t virus, dat lich quét, ra 1énh quét cho cac may tinh trong

mang tir xa, giam thiéu thoi gian, cong strc va chi phi dé quan tri hé thong diét virus trong

mang.
2 Hwéng dan str dung web quan tri

e Trén may chil, bAm vao biéu tugng Bkav SME Server ngoai man hinh Desktop dé

truy cdp vao trang web quan tri.
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Bkawv - enoroinT Al sMe

Thong ké Lichquét Quanlynhém  Tiy chon Twomg Iira é Bocaimaytram  Quén trj
May chil [ManhDT , BAM\Nghien cuu ma doc\Phong | (_aimkém_ )
ca Tén may WorkGroup
- ) LUUTHIHUONG 192.168.10.144  WORKGROUP 6440 15/07/2020 14:51:00 Safe Windows 7 for 32-bit Service Pack 1 27/09/2020 09:07:53
|- ] TranThiHoa 192.168.10.190  WORKGROUP 6473 20/08/2020 05:25:00 Safe Windows 7 for 32-bit Service Pack 1 25/11/2020 14:24:13
|- [ DESKTOP-S8J046F 192168.10.117  WORKGROUP 6660 21/03/2021 02:09:00 Safe Windows 10 for B4 version 10.0.18363 15/03/2021 20:18:39
- ) NGUYENTHICHANH 192.168.10.146  TTBCXB 6473 19/08/2020 16:17:00 Safe Windows 7 for x64-based Service Pack 1 24/03/2021 07:33:49
|- O PHAMTHIHUE 192.188.10.11 TTBCXB 6473 19/08/2020 16:17:00 Safe Windows 7 for x64-based Service Pack 1 25/03/2021 07:28:28
|- ) BuiDinhHung 192.168.10223  BGVT 6662 24/0312021 15:09:00 Safe Windows XP Service Pack 3 25/03/2021 06:41:38
- [J NgoThiMinhTam-SGD  10.1322825 WORKGROUP 6663 25/03/2021 09:03:00 Safe Windows 7 for 32-bit Service Pack 1 25/03/2021 07:02:09
- [J HoangThiHa_$GD 10.132.28.209 WORKGROUP 6662 24/03/2021 15:07:00 Safe Windows 7 for 32-bit Service Pack 1 24/03/2021 13:57:27
|- ) PHAMTHUHUONG- 10.132.28.185 WORKGROUP 6663 24/0312021 15:03:00 Safe Windows 7 for 32-bit Service Pack 1 25/03/2021 07:02:09
SGDDT
- ] PHAMVANYEN 192.168.10.178  VANPHONG 6663 25/03/2021 13:01:00 Safe Windows 7 for 32-bit Service Pack 1 25/03/2021 10:39:11
|- ' TRINHXUANHOANG 192168.30.139  WORKGROUP 6456 03/08/2020 16:41:00 Safe Windows 7 for 32-bit Service Pack 1 15/10/2018 03:51:56
|- Y} 192.168.10.155  TTBCXB 6472 19/08/2020 16:17:00 Safe Windows XP Service Pack 3 26/12/2019 06:16:09
- [J WIN-38ADLI0OAOQ 192.168.0.105 WORKGROUP 6660 21/03/2021 13:58:00 Safe Windows 7 for 32-bit Service Pack 1 21/03/2021 06:18:01
- [J' Admin-PC0816svm 192.168.212.104  WORKGROUP 6663 24/03/2021 14:59:00 Safe Windows 7 for 32-bit Service Pack 1 10/05/2017 20:31:03
- ' 3QHWNAOVMZHHOUB 101321523 WORKGROUP 6663 25/03/2021 09:04:00 Safe Windows 7 for x64-based Service Pack 1 25/03/2021 07:33:33
|- ] NDEO101HUM 10.132.15.105 WORKGROUP 6663 25/03/2021 09:03:00 Safe Windows 7 for 32-bit Service Pack 1 12/06/2019 10:04:08




2.1 Chlrc nang Quan ly may tram

e MB& ta: Chirc nang cho phép quan 1y cac thong tin vé may tram nhu: Xem thong
tin chi tiét vé mdy tram, loc/x6a/thay ddi trang thai may tram, dat lich quét, thong

ké lich quét, xem bao cdo vé virus va lay Log ciia may tram.

2.1.1 Xem théng tin may tram

e Béim vao myc May tram dé xem danh sach cic may tram bao gdm va cac thong tin
lién quan.

Théng ké Lichquét Quinlynhém Tuychon  Tuémglim Binquyén  Bocaimaytam  Quantr
May chll | HieulTc, Endpoint noi ba - _ Timkiém
Tatca v W Tenmiy BiachiIP WorkGroup Phiénban  Cap nhit cudi Trangthai  Hé diéu hanh C3p nhat cudi
- — HaNDK 172.16.1.66 WORKGROUP 6658 19/03/2021 16:42:00 Safe Windows 7 for x64-based Service Pack 1 19/03/2021 08:05:51
- | duongps 10.2.27.3 WORKGROUP 6657 18/03/2021 16:36:00 Safe Windows 10 for x64 version 10.0.19042 22/03/2021 08:11:51
- —  hoangptb 10.2.64.176 WORKGROUP 6660 22/03/2021 12:18:00 Safe Windows 8 for x64 version 6.3.9600 22/03/2021 12:59:03
- || HangLT 10.2.12.236 WORKGROUP 6658 19/03/2021 17:10:00 Unsafe Windows 7 for x64-based Service Pack 1 05/01/2021 16:26:56
- ~ Xuanntt 10.2.18.15 WORKGROUP 6459 06/08/2020 13:45:00 Safe Windows 10 for x64 version 10.0.18362 08/08/2020 11:41:22
- C AnhTTp 10.2.44.56 WORKGROUP 6437 13/07/2020 12:24:00 Safe ‘Windows 10 for x64 version 10.0.14393 09/07/2020 08:56:46
- | thanhdtd 10.2.14.74 WORKGROUP 6587 28/12/2020 13:55:00 Safe ‘Windows 7 for 32-bit Service Pack 1 28/08/2020 10:07:15
7,h || DESKTOP-ECHRMVL 172.26.176.1 WORKGROUP 6659 20/03/2021 06:14:00 Safe Windows 10 for x64 version 10.0.19041 20/03/2021 15:17:41
- B trungnbb 10.2.64.93 WORKGROUP 6611 03/10/2020 08:36:00 Safe Windows 7 for x64-based Service Pack 1 03/10/2020 08:00:51
- [ phuongdg 10.2.20.141 WORKGROUP 6391 22/06/2020 16:27:00 Safe Windows 7 for 32-bit Service Pack 1 15/10/2020 08:30:50
- | Administrator 192.168.0.1056 WORKGROUP 6660 22/03/2021 12:18:00 Safe Windows 7 for x64-based Service Pack 1 22/03/2021 07:556:19
- . nhungnthb 192.168.1.1656 WORKGROUP 6523 17/10/2020 08:23:00 Safe Windows 7 for 32-bit Service Pack 1 26/01/2021 10:08:57
- minhd 10.2.32.197 WORKGROUP 6489 09/09/2020 09:08:00 Safe Windows 7 for x64-based Service Pack 1 04/09/2020 09:17:09
'.h L Glangntd 10.2.26.12 WORKGROUP 6659 18/03/2021 16:36:00 Safe Windows 7 for 32-bit Service Pack 1 13/08/2020 11:02:49
- Dragon-PC 10.2.64.3 WORKGROUP 6642 03/03/2021 11:36:00 Safe Windows 7 for x64-based Service Pack 1 03/03/2021 10:59:38
- | Bkav238 10.2.26.98 WORKGROUP 6500 19/09/2020 14:22:00 Safe Windows 7 for 32-bit Service Pack 1 12/05/2018 07:20:18
- | thanhnvt 10.2.27.21 WORKGROUP 6444 24/12/2020 10:09:00 Safe Windows 8 for x84 version 6.3.9600 20/07/2020 18:14:39
- || Rose-PC 10.2.32.140 WORKGROUP 6420 22/06/2020 17:27:00 Safe Windows 7 for x64-based Service Pack 1 20/06/2020 14:32:42
- . thuongbth 10.2.14.36 WORKGROUP 6509 01/10/2020 16:10:00 Safe Windows 7 for 32-bit Service Pack 1 15/08/2020 01:15:53
- | anhdm 10.2.64.158 WORKGROUP 6411 12/06/2020 14:46:00 Safe Pro (Build 8200) 18/03/2021 10:36:08
- — HangDTTd 10.2.14.73 WORKGROUP 6460 07/08/2020 16:49:00 Safe ‘Windows 7 for 32-bit Service Pack 1 13/02/2020 11:01:17
- [ daipq 10.2.32.106 WORKGROUP 6616 17/03/2021 14:30:00 Safe Windows XP Service Pack 3 13/07/2018 01:49:51

e Loc danh sich may tram: B4im vao icon miii tén canh muc Tét ca dé chon xem
danh sadch may tram theo trang thai, bao gém:
o Thatca: Hé théng mic dinh hién thi & trang thai nay, Server s¢€ liét ké ra tat ca
cac may tram da cai dat trén hé thdng, bao gdm ca nhiing may dang Ofline.
o Online (Truc tuyén, icon “=): Khi lya chon trang thai nay, Server chi liét ké ra
nhirng may dang Online tinh tai thoi diém kiém tra.
o Offline (Khong truc tuyén, icon ™): O trang thai nay, Server chi liét ké ra

nhirng may dang Offline tinh tai thoi diém kiém tra




Lich quét an ly e ay tram  Quan trj

| |( Tim kiém )
Bia chi IP WorkGroup Phiénban  Cdp nhat cudi Trang théi  Hé diéu hanh
Online [ WIN-6U80GDU SVD9 172.18.1.121 WORKGROUP 8132 07/08/2019 08:32:00 Safe Microsoft Windows Server 2016 Standard for x84  05/08/2019 14:07:48
Offiine version 10.0.14393
| - || SKY-20180508UDU 192.188.1.52 WorkGroup 8131 08/08/2019 09:44:00 Safe Windows 7 for x64-based Service Pack 1 05/08/2019 14:02:45
- |) DESKTOP-2JUADEC 169.254.89.233  WORKGROUP 8132 08/08/2019 14:39:00 Safe Windows 10 for x64 version 10.0.17134 05/08/2019 14:07:48
- ] NHANIT 192.188.1.1 WORKGROUP 8129 03/0812019 12:35:00 Safe Windows 10 for x64 version 10.0.18362 02/08/2019 21:53:05
- [ MAYTINH 192.153.88.1 WorkGroup §132 08/0812019 14:40:00 Safe Windows 10 for x84 version 10.0.17763 29/07/2019 17:10:01
- |/ ANDONGNHI 192.168.1.68 WORKGROUP 6131 06/02/2019 14:39:00 Safe Windows 7 for 32-bit Service Pack 1 05/07/2019 07:28:36
- ] auocpHu 192.168.1.83 auoc 6131 08/02/2019 08:45:00 Safe Windows 10 for x64 version 10.0.17134 06/08/2019 08:24:55
- "] DESKTOP-IHEREDE 192.168.1.5 WORKGROUP 6132 07/03/2019 06:29:00 Safe Windows 10 for x64 version 10.0.17134 04/03/2019 00:22:23
- O wp 192.168.1.105 WORKGROUP 6131 08/02/2019 10:38:00 Safe Windows 8 for x64 version 6.2.9200 06/08/2019 08:24:55
- ] CNTTVP-PC 10.216.35.215 WORKGROUP 6132 07/03/2019 06:32:00 Safe Windows 7 for 32-bit 18/11/2016 06:51:18
|- [ THUvP 192.168.1.19 WORKGROUP 6131 08/03/2019 14:39:00 safe Windows 7 for 32-bit Service Pack 1 06/08/2019 07:44:31
|- ] PHONGVANO5230RG ~ 192.168.1.17 WORKGROUP 6131 06/08/2019 14:40:00 Safe Windows 7 for 32-bit Service Pack 1 06/08/2019 09:30:30
- [ PC-20180727GTHM 192.188.1.27 WorkGroup 8131 08/08/2019 14:40:00 Safe Windows 7 for 32-bit Service Pack 1 06/08/2019 08:14:43
| - ] DIEM-PVJL18KOBH 192.168.1.45 WorkGroup 8131 08/08/2019 14:39:00 Safe Windows 8 for x64 version 6.3.9600 06/08/2019 08:29:58
- ] DESKTOP-4BOUP2B 192.188.1.59 WORKGROUP 8129 05/0812019 14:56:00 Safe Windows 10 for x64 version 10.0.17763 04/08/2019 17:28:31
i || HUUTHANG 10.216.35.165 WORKGROUP 8131 08/08/2019 14:40:00 Sae Windows 7 for 32-bit Sen

e Xem thong tin chi tiét may tram: Khi mudn xem thong tin chi tiét ciia may tram,

chi can di con tro chudt vao may mudn xem thong tin trong cot Tén may sé hién

thi chi tiét cac thong tin lién quan dén may tram.

Tuy chon Twérng Ira Ban quyén B cai may tram Quan tri
‘( Tim kigm )
Bia chi IP WorkGroup Phién bdn  Cap nhit cudi Trang thsi  Hé diéu hanh

Online " WIN-5U20GDUSVDY 172.16.1.121 WORKGROUP 6132 07/08/2019 06:32:00 Sale Microsoft Windows Server 2016 Standard for x84  05/08/2019 14.07:48

Offiine version 10.0.14363

| WO WS CYSOT ) GE CEEEGE 3 T nTuCRSRi el EESCEE
Llh | DESKTOP-2JUADEC 169254 89 233 WORKGROLP 132 DGIR2019 143900 Safe Windows 10 for x64 version 10.0.17134 05/08/2019 14:07:48
(B8 NHANIT | ClientiD: 3 SubnetMask: 00.0.0 Windows 10 for 364 version 10.0.18362 0210812019 21:53:05
- L MAYTINH Tén mdy: SKY-20190508UDU WorkGroup: WarkGroup Windows 10 for x4 version 10.0.17763 20/07/2018 17:10:01
Llh. | ANDONG Bija chilP: 192.168.1.52 Phién ban: 6131 Windows 7 for 32-bit Service Pack 1 05/07/2018 07-28:36
] ['J QUOCPH Ha diéu hanh: Windows 7 for x6d-based Service Pack 1 54 dién nguwdi siv dung: 9812456 Windows 10 for x84 version 10.0.17134 06/08/2018 08:24:55
i '/ DESKTOI Thei gian dang ki: Tén nguoi st dung: test Windows 10 for x64 version 10.0.17134 04/08/2019 00:22:23
= Oowe Két néi cudi ciing: 06/08/2019 09:44:00 Email ngwéi s dung: a@.com Windows 8 for x64 version 6 2 9200 06/08/2019 082455
(& [ CNTTVP{ Trang thai: Real-time: On | Firewall: On | SalfDefense: On Windaws 7 for 32-bit 181112016 06:51:18
Llh ) THUVP | Lich quét dinh ki; — Windows 7 for 32-bit Service Pack 1 06/08/2018 07.44:31
|- [ PHONGY, C&u hinh may tinh: Windows 7 for 32-bit Service Pack 1 06/08/2018 08:30:30
w © Pc-zu1m1 CPU: Intel(R) Core(TM) i5-2520M CPU @ 2 50GHz Intel64 Family 6 Model 42 Stepping 7 Windows 7 for 32-bit Service Fack 1 051082019 08:14:49

e Chirc nang Tim kiém: Chirc nang tim kiém cho phép quan trj tim kiém theo Tén
may va IP. Khi mudn tim kiém thong tin ciia may tram, quan tri nhap thong tin tén
may hoic IP va bam chon Tim kiém, hé thong s& loc ra nhitng may tram phu hop
theo thong tin da nhap.



Bkav - enoroint a1 sme

Théng ké Lichquét  Quanlynhém Ty chon Twomglia Binquyén  Bjciimaytram  Quan tr

May chdl | ManhDT , BAM\Nghien cuu ma doc\Phong 192.168.10.144 J———]
a Tén may Dia chi IP WorkGroup ié Cap nhat cudi Trang thai Hé diéu hanh Cap nhat cudi
|- [J' LuuTHIHUONG 192168.10.144  WORKGROUP 6440 15/07/2020 14:51:00 Safe Windows 7 for 32-bit Service Pack 1 27/09/2020 09:07:53
- [ TranThiHoa 192168.10.190 ~ WORKGROUP 6473 20/08/2020 05:25:00 Safe Windows 7 for 32-bit Service Pack 1 25/11/2020 14:24:13
- [J DESKTOP-s8JQ46F 192168.10.117 ~ WORKGROUP 6660 21/03/2021 02:09:00 Safe Windows 10 for x64 version 10.0.18363 15/03/2021 20:18:39
- [J' NGUYENTHICHANH 192.168.10.146  TTBCXB 6473 19/08/2020 16:17:00 Safe Windows 7 for x64-based Service Pack 1 24/03/2021 07:33:49
|- ' PHAMTHIHUE 192.168.10.11 TTBCXB 6473 19/08/2020 16:17:00 safe Windows 7 for x64-based Service Pack 1 25/03/2021 07:28:28
|- [ BuiDinhHung 192.168.10.223  BCVT 6662 24/03/2021 15:09:00 Safe Windows XP Service Pack 3 25/03/2021 06:41:38
|- [J NgoThiMinhTam-SGD  10.132.2825 WORKGROUP 6663 25/03/2021 09:03:00 Safe Windows 7 for 32-bit Service Pack 1 25/03/2021 07:02:09
|- [] HoangThiHa_SGD 10.132.28.209 WORKGROUP 6662 24/03/2021 15:07:00 Safe Windows 7 for 32-bit Service Pack 1 24/03/2021 13:57:27
|- [ PHAMTHUHUONG- 10.132.28.185 WORKGROUP 6663 24/03/2021 15:03:00 Safe Windows 7 for 32-bit Service Pack 1 25/03/2021 07:02:09

SGDDT
- [J' PHAMVANYEN 192.168.10.178  VANPHONG 6663 25/03/2021 13:01:00 Safe Windows 7 for 32-bit Service Pack 1 25/03/2021 10:39:11
(- [J' TRINHXUANHOANG 192.168.30.139  WORKGROUP 6456 03/08/2020 16:41:00 Safe Windows 7 for 32-bit Service Pack 1 15/10/2018 03:51:56
|- (mpy 192.168.10.155  TTBCXB 6472 19/08/2020 16:17:00 Safe Windows XP Service Pack 3 26/12/2019 06:16:09
|- [J wiN-38ADLIOOAOQ 192.168.0.105 WORKGROUP 6660 21/03/2021 13:58:00 Safe Windows 7 for 32-bit Service Pack 1 21/03/2021 06:18:01
|- [ Admin-PC09165vm 192168212104 WORKGROUP 6663 24/03/2021 14:59:00 Safe Windows 7 for 32-bit Service Pack 1 10/05/2017 20:31:03
|- [J 3QHWNAOVMZHHOJB  10.132.1523 WORKGROUP 6663 25/03/2021 09:04:00 Safe Windows 7 for x64-based Service Pack 1 25/03/2021 07:33:33
i [ ] _NDCO101HUM 10.132.15.105 WORKGROUP 6663 25/03/2021 09:03:00 Safe Windows 7 for 32-bit Service Pack 1 12/06/2019 10:04:08

2.1.2 Quan ly may tram

e BAim chudt phai vao may tram s¢€ hién thi cc chirc nang: Loc may tram, Léy log,
Chinh stra biét danh, Bat khong st dung, X6a may tram, Dat lich quét, Théng ké

lich quét, Bao cdo vé virus.

Bia chi IP WorkGroup Cap nhit cudi

minhvth 10.2.26.252 WORKGROUFP 30/03/2021 06:20:00

-
'  Loc may tram

O Haptte | L4y Log DRKGROUP 6865 30/03/2021 062100

e L anntg DRKGROUP 6665 30/03/2021 06:20-00
1 — . 2 3 -

(- ) phuongdm | # Chinh sia bigt danh DRKGROUP 6665 30/03/2021 06:21:00

i O LapTor-ad " it khong sir dung DRKGROUP 6665 30/03/2021 06:20:00

O toand X x6a may tram DRKGROUP 6665 30/03/2021 06:20:00

e U inhnty n DRKGROUP 6665 30/03/2021 06:21:00
" — Pat lich &t

U TrangPTHd & atfichaue DRKGROUP 6665 30/03/2021 06:21:00
0 Théng ké lich quét

e nguyenvb ong ke fich que DRKGROUP 6665 30/03/2021 0517-00

O NgocNgTM DRKGROUP 6665 30/03/2021 06:20-00
. — © Bao cao vé Virus

Qe U hannt RKGROUP 6665 30/03/2021 06:-20-00

W O haois 10232170 WORKGROUP 6665 30/03/2021 06-20-00

o Chirc niing Loc may tram: Chirc ning nay dung khi quan tri vién muén loc
mét hodc nhiéu may tram can kiém tra. Dé thuc hién loc, quan tri chon 1 hodc
nhiéu may va bam chon vao Loc may tram, hé thong sé loc danh sdch may
tram duoc chon va hién thi, nhitng may tram khong chon s€ khong dugc hién
thi.



o Chirc niing Ly log:
= Chirc ning ldy log gitip quan tri vién khong can xudng truc tiép cac may
tram hodc lién hé voi ngudi ding dé bao gui log (file kiém tra virus) tir
phan mém ma s& thao tac truc tiép trén Server.
= Khi bam chon chtrc ning Lay log, phin mém s& thuc hién viéc ldy log trén

may tram guri vé Bkav SME Server, sau d6 may chu s& giri log vé Server

ctia Bkav dé cac chuyén gia phan tich va h tro.

Théngké  May tram Lichquét  Quanlynhém  Tuy chon Tuong lim  Ban quyén Bycaimiytram  Quintr .
May chd | HieulTc, Endpoint noi bo v Tim kiém
Tatca v W Tenmay Dia chi IP WorkGroup Phiénban  Cap nhat cudi Trangthai  Hé diéu hanh Cap nhat cudi

- D Hol @ 0. iy tram WORKGROUP 6658 19/03/2021 16:42:00 safe Windows 7 for x64-based Service Pack 1 19/03/2021 08:05:51
[ - ouof P | voR«eRovr  eest 18/03/2021 16:36:00 Safe Windows 10 for x64 version 10.0.19042 22/03/2021 08:11:51
|- hoal WORKGROUP 6660 22/03/2021 12:18:00 safe Windows 8 for x64 version 6.3.9600 22/03/2021 12:59:03
- Han| #* Chinh sira biét danh WORKGROUP 6658 19/03/2021 17:10:00 Unsafe Windows 7 for x64-based Service Pack 1 05/01/2021 16:26:56
_,- Xual q Dat khong sir dung WORKGROUP 6459 06/08/2020 13:45:00 Safe Windows 10 for x64 version 10.0.18362 08/08/2020 11:41:22
[ - Anh| X X6a may tram WORKGROUP 6437 13/07/2020 12:24:00 Safe Windows 10 for x64 version 10.0.14393 09/07/2020 08:56:46
|- than| WORKGROUP 6587 28/12/2020 13:56:00 safe Windows 7 for 32-bit Service Pack 1 28/08/2020 10:07:15
- | DpEs @ o3t lch quet WORKGROUP 6659 20/03/2021 06:14:00 safe Windows 10 for x64 version 10.0.19041 20/03/2021 15:17:41
- ) trun| 8 Thing ke tich auét WORKGROUP 6511 03/10/2020 08:36:00 safe Windows 7 for x64-based Service Pack 1 03/10/2020 08:00:51
(- | phuf WORKGROUP 6391 22/05/2020 16:27:00 safe Windows 7 for 32-bit Service Pack 1 15/10/2020 08:30:50
|- Al Do clo VS Virue WORKGROUP 6660 22/03/2021 12:18:00 Safe Windows 7 for x64-based Service Pack 1 2210312021 07:55:19

= Khi quan tri thuc hién Lay log sé& c6 2 lwa chon trong muc Tuy chon

Théngké Miytwam  Lichquét Quinlynhém Taychon  Tubmglim Binquyén  BBecdimytam  Quintri

Téng quan
C Nguoi str dyng phai nhap mat khau khi cai dat ] Nguéi st dyng phdi nhap méat khau khi g& bé
Mat khdu: Mat khu:
Xac nhan mat khau: Xac nhan mat khau:

Ngu&i ding dugc théng bao khi quan tri Idy log

Tu d6ng dang ki may tram Dat may tram khong sir dung sau [T~ Ngay khong dugc két ndi
Bat tinh nang quan Iy truy cap cho may tram Bkav Enterprise

Bat tinh nang twéng Itra ¢4 nhan cho may tram Bkav Enterprise

I Bat tinh nang théng bao khi co két ndl nghi ng& cho may tram Bkav Enterprise

) cém nguel st dung sira thdng tin dang ki

Oy ddng mé file van ban voi Bkav Safe Run

Dang ki str dung

T& churc dang ki: | Bkav-BAM

v' Khong tick chon Ngwoi dung dwoge thong bao khi quan tri 1ay log:
Khi thuc hién 1énh Iéy log, qua trinh léy log s€ duogc thuc hi¢n ty dong
va khong hién thi thong bao dudi may tram dé ngudi ding nhap thong
tin giri log, chi hién thi thong bao dé nguoi dung may tram thyc hién gui
log vé Bkav Server.



Bkav Endpoint Security - Technical Support

D3 ki€m tra virus. Ban hdy i k&t qua kifm tra 1én Bkav
Enterprise server

v Tick chon Nguoi diing dwoc thong bao khi quén tri liy log: Khi thuc
hién 1énh ldy log dudi may tram s& hién thi thong bao: Quan tri da yéu
cau ban thuwc hién kiém tra virus.

Bkav Endpoint Security - Technical Support

o Quan tri 43 y&u cdu ban thuc hién kiém tra virus.

Nguoi dung may tram bam OK s& hién thi ra giao dién dé dién thong tin

ca nhan (ho tén, sb dién thoai, email) va mo t4 hién tugng trén may tinh.
Sau khi dién thong tin xong bam Giri dé guri log vé Bkav Server.

Bkav Endpoint Security - Technical Support

Gri tdi Trung tdm Cham sdéc Khach hang Bkav Contact Center.

Tén coa ban |

55 BT di déng |

Email |

Ban hay méd ta hién tudng bat thudng trén may tinh cda ban vao 6 dudi d3y. Ban
nén viét bang tiéng Viét co ddu. M4 ta cla ban cang chi tiét s& cang gitp chiing
t6i hiéu ré hon van dé ban dang gap phai.

W

Sau khi giri log thanh cong vé Bkav Server s& hién thi théng bao



Bkav Endpoint Security - Technical Support
o D43 gt thanh céng y&u cGu hd tro

o Chirc ndng Chinh sira biét danh:
= S dung trong tinh hudng can doi tén cic may tram cho tién viéc quan ly

= Bé4m chudt phai vao may can ddi tén > chon Chinh sira biét danh > nhap

tén mé&i cho may = bam Thay ddi dé luu.

Chinh sira biét danh x

Biét danh thay thé tén may tram

‘ Xuanntt |

Thay déi

o Chirc nang Dat khong sir dung:

= Chirc ning nay d¢ loai bé tam thoi 1 mdy tram ra khoi hé thong quén 1y
trong co s& dit liéu (CSDL) ctia Bkav SME Server. Nhitng mdy dit & ché

d6 nay s& khong con hién thi trong danh sich may tram dang sir dung.

Théng ké May tram Lich quét Quan Iy nhém Tay chon Twéng lira Ban quyén B0 cai may tram Quintri -
( Tmkém )
Tatcdi v M Ténmiy Bia chi IP WorkGroup Trang thdi  HE diéu hanh
I_Jh WIN-6U80GDUSVDY 172161121 WORKGRQUP 6132 07/08/2019 06:32:00 Safe Microsoft Windows Server 2016 Standard for x64  05/08/2019 14:07:48
version 10.0.14393

| SKY-20190508UDU 192.188.1.52 WorkGroup 6131 06/08/2019 09:44:00 Saie Windows 7 for xB4-based Service Pack 1 05/08/2019 14:02:46
- DESKTOP-2JUADEC 16925489233  WORKGROUP 5132 06/08/2019 14:39:00 saie Windows 10 for x84 version 10.0.17134 05/08/2019 14:07:48
'#hd ~ NHANIT 192.168.1.1 WORKGROUP 6129 03/08/2019 12:35:00 Safe ‘Windows 10 for x64 version 10.0.18362 02/08/2019 21:53:05
| MAYTINH 192.188.88.1 WorkGroup 5132 06/08/2019 14:40:00 saie Windows 10 for x84 version 10.0.17763 29/07/2019 17:10:01
| ANDONGNHI 192.188.1.88 WORKGROUP 6131 06/08/2019 14:39:00 Saie Windows 7 for 32-bit Service Pack 1 05/07/2019 07:28:36
|- QUOCPHU 192.168.1.82 Quoc 6131 06/08/2019 02:45:00 Safe Windows 10 for x64 version 10.0.17134 06/03/2019 08:24:55
L}_ DESKTOP-IHEREDE 192.168.1.5 WORKGRQUP 6132 07/08/2019 06:29:00 Saie Windows 10 for x64 version 10.0.17134 04/08/2019 00:22:23
| HP 192.188.1.105 WORKGROUP 6131 06/08/2019 10:38:00 saie Windows 8 for xB4 version 5.2.9200 06/08/2019 08:24:55
|- CNTTVP-PC 10.216.35.215 WORKGROUP 6132 07/08/2019 06:32:00 Safe Windows 7 for 32-bit 18/11/2016 06:51:18
uh THU-VP 192.168.1.19 WORKGROUP 6131 06/08/2019 14:39:00 Safe Windows 7 for 32-bit Service Pack 1 06/08/2019 07:44:31
| PHONGVANO5230RG  192.168.1.17 WORKGROUP 6131 06/08/2019 14:40:00 Saie Windows 7 for 32-bit Service Pack 1 06/08/2019 09:30:30

= Nhitng may da bi loai bo tam thoi khoi hé thdng, néu c6 két nbi dén Server
(update, stra thong tin, guri log) thi s€ dugc khoi phuc lai trang thai st dung
binh thuong va duoc hién thi trong danh sach may tram dang sir dung.
o Chirc ning X0a may tram:

* Chuc ning nay su dung khi c6 nhu cau x6a nhiing may tram da khong con

st dung ra khoi hé thong hodc nhitng may tram 1au khong hoat dong dé



thuan tién cho vi¢c kiém soét, thong ké... Khi chon x6a bo mgt hodc nhiéu
may tram, phan mém s€ hién thi ctra s6 khuyén cédo nguoi dung: Ban co

chac chan muon xoa khong?

Théng ké

Méy cha Théng ké Lichquét  Quanlynhom  Tuy chon Tuonglim Binquyén  Bocaimaytam  Quintr
May chl | HieulTc, Endpoint noi bo - (_ Tim kiém

] | HaNDK 172.16.1.66 WORKGROUP 6658 19/03/2021 16:42:00 Safe Windows 7 for x64-based Service Pack 1 2210312021 13:09:30
(- | duongps 102.27.3 WORKGROUP 6657 18/03/2021 16:36:00 safe Windows 10 for x64 version 10.0.19042 2210312021 08:11:51
(- - noangP{ @ | oc may trom WORKGROUP 6660 22/03/2021 12:18:00 Safe Windows 8 for x64 version 6.3.9600 22/03/2021 12:59:03
- | HangLT| B |4 1o WORKGROUP 6658 19/03/2021 17:10:00 Unsafe Windows 7 for x64-based Service Pack 1 05/01/2021 16:26:56
- | Xuanntt WORKGROUP 6459 06/08/2020 13:45:00 safe Windows 10 for x64 version 10.0.18362 08/08/2020 11:41:22
i | AnhTTp #* Chinh sira bigt danh WORKGROUP 6437 13/07/2020 12:24:00 safe Windows 10 for x64 version 10.0.14393 09/07/2020 08:56:46
(- thanhdt| ™ it khong sir dung WORKGROUP 6587 28/12/2020 13:56:00 safe Windows 7 for 32-bit Service Pack 1 28/08/2020 10:07:15
- | DESKTY WORKGROUP 6659 20/03/2021 06:14:00 safe Windows 10 for x64 version 10.0.19041 20/0312021 15:17:41
;_th ) trungnb) WORKGROUP 6511 03/10/2020 08:36:00 Safe Windows 7 for x64-based Service Pack 1 03/10/2020 08:00:51
I phuong il o3t tich quét WORKGROUP 6381 2210512020 16:27:00 safe Windows 7 for 32-bit Service Pack 1 1511012020 08:30:50
- | Adminig 8 Thng ke tich quét WORKGROUP 6660 22/03/2021 12:18:00 safe Windows 7 for x64-based Service Pack 1 22/03/2021 07:55:19
& | nhungnf ) WORKGROUP 6623 17/10/2020 08:23:00 safe Windows 7 for 32-bit Service Pack 1 26/01/2021 10:08:57

[ | _minhd ¥ Blio clic v Viiiis WORKGROLIP £489 09/09/2020 09-08-00 Safe Windows 7 for xfi4.h; d Service Pack 1 0091709

* Bam chon OK, phan mém s€ x6a bo cac may tram da lya chon ra khoi h¢

thdng.
= Bam chon Hiiy s& quay lai giao dién hién thi thong tin may tram ban dau.
o Churc nang Dat lich quét:

= Chirc ning nay ding dé dit lich quét virus cho cac may tram

» Bim chudt phai vao may tram can dit lich va chon Dat lich quét

Thong ké Lichquét Quinlynhém  Tay chon Tuonglira  Ban quyén Bociimaytram  Quintri
May chl | HieulTc, Endpoint noi bo v ( Tim kiém
Tatca v M Tenméy Dija chi IP WorkGroup Phiénban  Cap nhat cudi Trang thai He¢ diéu hanh Cap nhat cudi
(- ["' HaNDK 172.16.1.66 WORKGROUP 6658 19/03/2021 16:42:00 Safe Windows 7 for x64-based Service Pack 1 22/03/2021 13:09:30
- L duongR @ \oc ms WORKGROUP 6657 18/03/2021 16:36:00 safe Windows 10 for x64 version 10.0.19042 22/03/2021 08:11:51
- B 0c may tram
- [ hoangp| & | WORKGROUP 6660 22/03/2021 12:18:00 Safe Windows 8 for x64 version 6.3.9600 22/03/2021 12:59:03
“ -~ y Log
- || HangLT WORKGROUP 6658 19/03/2021 17:10:00 Unsafe Windows 7 for xB4-based Service Pack 1 05/01/2021 16:26:56
- [ xuanntl #° Chinh sira biét danh WORKGROUP 6459 06/08/2020 13:45:00 Safe Windows 10 for x84 version 10.0.18362 08/08/2020 11:41:22
i [ anhTTd ™ D3t knong sir dung WORKGROUP 6437 13/07/2020 12:24:00 safe Windows 10 for x64 version 10.0.14393 09/07/2020 08:56:46
i 1 thanhdf % x6a may tram WORKGROUP 6587 28/12/2020 13:55:00 Safe Windows 7 for 32-bit Service Pack 1 28/08/2020 10:07:15
- || DESKT( — WORKGROUP 6659 20/03/2021 06:14:00 Safe Windows 10 for x64 version 10.0.19041 20/03/2021 15:17:41
i (e - Ditlich quét WORKGROUP 6511 03/10/2020 08:36:00 Safe Windows 7 for x64-based Service Pack 1 03/10/2020 08:00:51
Théng ké lich quét
W L phuong it WORKGROUP 6391 22/05/2020 16:27:00 Safe Windows 7 for 32-bit Service Pack 1 15/10/2020 08:30:50
N [/ Admini WORKGROUP 6660 22/03/2021 12:18:00 Safe Windows 7 for x64-based Service Pack 1 22/03/2021 07:55:19
® Bao cao vé Virus
|- L' nhung WORKGROUP 6523 17/10/2020 08:23:00 Safe Windows 7 for 32-bit Service Pack 1 26/01/2021 10:08:57
[ minhd ot Moo lans WORKGROIIP £489 1 09-08-00 Safe Windows 7 for x64.-hased Service Pack 1 091709

» Trén giao dién dat lich quét, quan tri co thé thuc hién dit lich quét phu hop

cho may tram



p® Ditlich quét

~~Danh sach cac may dat lich quet

anntg

;I'l.]y chon th&i gian quét

~Kiéu queét
quét hang ngay
quét hang tuan
guet hang thang

® quét tai mot thevi diém

+ ~~ Theri gian
Thang:
ngay:

VaOo:

3
19
19

Y| nam: 2021 v

L

v | (Gio)

40 v

vao lic khéi dang

(Phat)

quét tai mét thei diém: vao 10c 19:40, ngay 19/03/2021

Tay chon [énh quét

~Chon kiéu file

File chwaong trinh
File van ban

¥ Tat ca cacfile
T4t cd cac macro

, ~Tuay chon khac

Diét khéng can hoi

¥ sao lwu trrdic khi diét

bat lich quét

Huy bo

o Chirc niing Thong ké lich quét virus:

= Khi bam chon chtic ning nay, phan mém sé& hién thi théng ké lich quét

virus trén may tram dugc chon

Théngké  Miytam  Lichquét Quanljnhém Tiychon  Twémglia Binguyén  Béciimiytam  Quanti
May chl | HieulTc, Endpoint noi bo - Tim kiém|
Bia chi IP C3p nhat cudi
- | VTLTE & Loc méy m_. WORKGROUP 6660 22/03/2021 12:18:00 Safe Windows 7 for x64-based Service Pack 1 15/02/2021 05:59:40
- | yennth E Ly Log WORKGROUP 6660 22/03/2021 12:18:00 Safe Windows 7 for 32-bit Service Pack 1 22/03/2021 08:00:51
- ! senh WORKGROUP 6660 22/03/2021 12:18:00 Safe Windows 7 for x64-based Service Pack 1 22/03/2021 08:11:34
i | nhant| #* Chinh st bigt danh WORKGROUP 6660 22/03/2021 12:18:00 Unsafe Windows 7 for x64-based Service Pack 1 20/03/2021 12:12:41
7,h- ~| Thuyer l! Bt khéng sir dung WORKGROUP 6648 08/03/2021 16:41:00 Safe Windows 7 for x64-based Service Pack 1 09/03/2021 13:20:04
- ] quyenl x Xoa may tram WORKGROUP 6652 16/03/2021 14:19:00 Safe Windows 7 for 32-bit Service Pack 1 14/08/2020 10:19:10
- —! Thaoh WORKGROUP 6493 18/03/2021 10:35:00 Safe Windows 7 for x64-based Service Pack 1 18/03/2021 10:08:55
- | WIN-J it lich quét WORKGROUP 6660 22/03/2021 12:18:00 Safe Microsoft Windows Server 2012 R2 Standard for  15/03/2021 14:52:37
o x64 version 6.3.9600
4 - | chjen WORKGROUP 6659 19/03/2021 11:36:00 Safe Windows 7 for 32-bit Service Pack 1 20/03/2021 05:03:01
] | haint | Béo céo vé virus WORKGROUP 6657 18/03/2021 16:25:00 Safe Windows 10 for x64 version 10.0.16299 22/03/2021 08:49:51
- | viaseeaan snnanoe - cocn snnann P P TP S S PR




@% Théng keé lich quét

~ Théng ké lich quét cho may
DaPV

- Lich quét mot [an

- Lich quét dinh Ki

guét vao ngay 30 hang thang, vao lGc 21:0 Phat 30/03/2021 08:57:00 CH —-

o Chirc ning Bio cdo vé Virus:

= Khi chon chirc ning ndy, phin mém s& chuyén qua phan Thong ké tong
quan trong chirc ning Thong ké.

w Bkav:. | Endpoint Security

Théngké  WMay tram Lichquét Quinlynhém Taychon  Tuémglim Binquyén  Bocaimiytam  Quintr
May chll  |HieulTc, Endpoint noi bo - ( Tim kiém
Bia chi IP WorkGroup Phién ban Hé diéu hanh Cap nhat cudi
Do g . WORKGROUP 6668 19/03/2021 16:42:00 Safe Windows 7 for x64-based Service Pack 1 22103/2021 13:08:30
U B Loc may tram
[ WORKGROUP 6667 18/03/2021 16:36:00 safe Windows 10 for x64 version 10.0.19042 22/03/2021 08:11:51
B [ hoa WORKGROUP 6660 22/03/2021 12:18:00 safe Windows 8 for x64 version 6.3.9600 22103/2021 12:59:03
M Han # chinh sira bigt danh WORKGROUP 6668 19/03/2021 17:10:00 Unsafe Windows 7 for x64-based Service Pack 1 05/01/2021 16:26:56
[ O xua ® ot khng sir dung WORKGROUP 6459 06/08/2020 13:45:00 safe Windows 10 for x64 version 10.0.18362 08/08/2020 11:41:22
[ O A X xoa may tram WORKGROUP 6437 13/07/2020 12:24:00 safe Windows 10 for x64 version 10.0.14393 09/07/2020 08:56:46
[ L tha & WORKGROUP 6587 28/12/2020 13:55:00 Safe Windows 7 for 32-bit Service Pack 1 28/08/2020 10:07:15
| O os & B4t lich quét WORKGROUP 6669 20/03/2021 06:14:00 Safe Windows 10 for x64 version 10.0.19041 20/03/2021 15:17:41
= Ot Théng ké lich quét WORKGROUP 6511 03/10/2020 08:36:00 safe Windows 7 for x64-based Service Pack 1 03/10/2020 08:00:51
(= O pn WORKGROUP 6391 22/06/2020 16:27:00 Safe Windows 7 for 32-bit Service Pack 1 15/10/2020 08:30:50
- - Bao cao vé Virus )
[ ad WORKGROUP 6660 22/03/2021 12:18:00 safe Windows 7 for x64-based Service Pack 1 22103/2021 07:56:19
_ .

= Giao dién trang thong ké vé virus, xem hudng dn chi tiét tai day



Théng ké

May tram Lichquét  Quanlynhém  Tuychon Tuonglra  Bin quyén Bécaimiytram  Quintri

e .
*Théng ké theo may nhiém nhigu nhat
+ Théng ké theo mau Iy nhidu nhat o . . . i . . "

Aduare T4t ci may chi ¥ |56 lugng ban ghi | Tét ¢ v | ® chon thei gian| 1 thang v Tir ngay | & aén ngay| |

KeyLogger STT  Tén may P May chdl Téng sb 6 loai Phién bén

Firewall ] VTL23-PC 10.2.44.23 HieuLTe , Endpoint noi bo 2413 393 6660

Leak 2 KhiemHN 10.2.44.82 HieulLTc , Endpoint noi bo 262 122 6660

Lo hﬁng 3 DESKTOP-6RTD785 10.0.2.15 HieuLTc , Endpoint noi bo 54 7 6619
4 duongps 10.2.27.3 HieuLTc , Endpoint noi bo 30 5 6657
5 ThanhNH 10.2.44.22 HieuLTc , Endpoint noi bo 29 6 6660
6 hienltk 10.2.26.169 HieulTc , Endpeint noi bo 16 8 6660
7 thangpx 192.168.137.1 HieulTc , Endpoint noi bo 14 1 6658
8 DESKTOP-91M7R8D 10.02.156 HieuLTc , Endpoint noi bo 10 5 6660
-] tuanva 10.2.44.11 HieuLTe , Endpoint noi bo 7 3 6660
10 dungdv 10.2.27.17 HieuLTe , Endpoint nol bo 7 2 6637
1 tuanpad 10.2.64.132 HieulTe , Endpoint noi bo 5 3 6657
12 DESKTOP-IMJK4M3 10.2.64.199 HieuLTc , Endpoint noi bo 5 1 6660
13 VTLTEST 10.2.19.34 HieulTe , Endpoint noi bo 4 3 6660
14 tuannmg 10.2.44.29 HieuLTc , Endpoint noi bo 4 3 6658
15 haingm 10.2.26.232 HieulLTc , Endpoint noi bo 4 1 6660
16 QuangTd 10.2.64.149 HieulLTc , Endpoint noi bo 3 3 6638
17 tynd 10.2.64.69 HieuLTc , Endpoint noi bo 3 2 6656
18 viettgb 172.31.0.14 HieuLTc , Endpoint noi bo 3 1 6660
19ttt 172 A6 A7 78 Hienl TeEndnaint ni by 2 1 £E5Q

2.2 Chtrc nang Lich quét

Théng ké

Mo ta: Chtrc nang Lich quét cho phép quan tri dat lich quét dinh ky (LQDK) hoac
lich quét mot 1an (LQML) trén cac may tram c6 trong hé thong. Ngoai ra quan tri
6 thé ndm duoc thong tin vé cac may da dat lich quét, thoi gian dat lich quét va
c6 thé hity cac lich quét da dat trudc do.

Giao dién Lich quét trén Web Server:

May tram Lich quét Quén Iy nhém Tay chon Tudmng Ira Ban quyén Bé cai may tram Quan tri

a v W Ténmay Bia chi IP WorkGroup Lich quét dinh ki (Tat ca) Lich quét mét lan (Tat ca)
- minhvth 10.2.26.252 WORKGROUP
| - hienng| (&) Dat lich quét WORKGROUP
[ - senpt | ] theng ke lich quét WORKGROUP
|~ tuongn ————— |8.225 WORKGROUP
- cuongd < Hily lich quét dinh ki WORKGROUP
- anntg | 7 Hiy lich quét mot Ian |12 WORKGROUP
[ - phuongdm 10.2.26.190 WORKGROUP
- LAPTOP-A4R5CQLC 10.2.132.142 WORKGROUP
|- toanld 10.2.23.6 WORKGROUP
- datnh 172.36.67.231 WORKGROUP
- TrangPTHd 192.168.137.1 WORKGROUP
[ - nguyenvb 10.2.124.47 WORKGROUP
- NgocNgT™M 10.2.36.194 WORKGROUP

. 2 4 ~
e Kich ban, chuc nang:

o Datlich quét:

= D¢ dat lich quét cho 1 hodc nhiéu may tram, quan tri chon vao nhitng may
tram can dit lich, bAm chudt phai va chon it lich quét. Trudng hop chon
nhiéu may thi tat ca cac may dugc chon sé chung 1 lich quét do quan tri
dit, bao gdbm: Tuy chon thoi gian quét va Tuy chon 1énh quét.



& Ditlich quét =

~~Danh sdch cac may dat lich quét
WIN-BUB0GDUSVDSY, SKY-20190508UDU, NHANIT,

Tiiy chon tho gian quet

. ~Thovi gian
Thang: |1 ¥ | nam; 2019

~Kigu quét

quét héng ngay
quét hang tudn ngdy: |1 v

guét hang thang vao: |0 T [(Gi¥) |0 ¥ | (Phit)

® quét tai mdt thai diém vao lic khdi dang

quét tai mdt thai didm: vao 10 0:0, nody 1/1/2019

Tuy chon l1énh quét

~~Chon kiéu file . ~Tiy chon khac
' Diét khéng can héi

¥| zao I trudc khi digt

File churorng trinh
File van ban

#| Tét ca cdc file
Tat ca cac macro

bt lich quét Huy bo

= Khi t61 lich quét da dat, cac may tram dugc dat lich s€ ty dong quét theo
kich ban da thiét lap.
o Huy lich quét dinh ky (LQDK):
= Chuc niang nay ding dé hity bo LQDPK da dit trén may tram. Khi mudn hay
LQDBK quan tri chon vao mdt hoac nhiéu may tram can huy va bam chon
Hiy lich quét dinh ky, luc nay LQPK trén cac may tram s& mat va khong
hién thi trén giao dién Lich quét
o Hiy lich quét mét 1an (LQML):
= Chuc niang nay dung dé hity bo6 LQML da dat trén may tram. Khi muén hiy
LQMT quan tri chon vao mdt hoac nhiéu may tram can huy va bam chon
Hity lich quét mét lan, lGc ndy LQMT trén cac may tram s& mat va khong
hién thi trén giao dién Lich quét
o Thong ké lich quét:
= Chirc nang thong ké cho phép quan trj thong ké dugc tat ca cac lich quét
trén cac may tram.



i Thong ké lich quét

.~ Théng ké lich quat che may \
| SKY-20190508UDU |

Lich quet mit 1&n -

~lich quét dinh ki

- soin
guét vao thir hai hang tudn, vio e 0:0 Phit 14/0%/20°903:00:00 CH -

2.3 Chirc nang Quan ly nhém
e Mo ta:
o Chuc ndng Quan 1y nhom cho phép quan tri phan chia cdc may tram vao céac
nhom khac nhau dé thuén tién cho viéc quan 1y. Sau khi da phan chia nhom,

quan tri c¢6 thé tién hanh cac thao tac nhu dit lich quét, 1ap bao céo... trén nhom

cac may tram.

Thong ké May tram Lich quét Quan Iy nhém Tuay chon Twémng IiFa Ban quyén B& cai may tram Quan tri
Pia chi IP ‘WorkGroup
=-DANl Clients(847) [ O wIN-BUBGDUSVDY 172.16.1.121 WORKGROUP 0.0.0.0
£5VP UBND Tinh(3) —
O ] orkGroup 0.0
| O sKy-20190508UDU 192.168.152 WorkG 0.0.00
2550 TT&TTET) -
5550 KHECN(22) [ O NHANIT 192.168.1.1 WORKGROUP 0.0.00
£5Se Noi Vu(23) | ) DESKTOP-ZJUADEC 169.254.89 233 WORKGROUP 0.0.00
550 Tu Phap(37) [ O SKY-20190729A8C 192.168.1.27 WorkGroup 0000
550 KHDT(20) o
& ) ANDONGNHI 192.168.1.68 WORKGROUP 0000
£35S0 GD&DT(29) ==
5550 Y Te(37) [ CIMAYTINH 192.168.88.1 WorkGroup 0.0.0.0
(550 Xay Dung(35) | Owe 192.168.1.105 WORKGROUP 0.0.0.0
£5S0 NNEPTNT(32) [ ) quocpHu 192.168.1.83 auoc 0.0.0.0
550 VH TTRDL(33)
. - 1 - B 3 . .0.0.1
i | DESKTOP-HEREDE 192.168.15 WORKGROUP 0.0.0.0
@So Tai Chinh{1) ==
550 Cong Thuong(én) [ [ PHONGVANO5230RG 192.168.1.17 WORKGROUP 0.0.0.0
50 TNEMT(6T) e LI THUWYP 192.168.1.19 WORKGROUP 0.0.0.0
S0 GTVT(34) | [ oPTIPLEX-980 192.168.129 WORKGROUP 0.0.00
£5S0 LD TB&XH(45) L
) e L PC-20180727GTHM 192.168.1.27 WorkGroup 0.0.00
“ZaThanh Tra Tinh/20% —

¢ Kich ban, chirc nang:
o Thém nhdém con:

= Béam chudt phai vao nhém cha, chon Thém nhém con



Thong ké May tram Lich quét Quan ly nhém Tay chon Twrong liFa Ban quyén Bo cai may tram

Nhém Endpoint Tatca v

]
= Al Clients (g

+ Han ché téc dd update

& Pat thai gian update

Pia chi IP

© st lich quét
1

= Nhap tén nhom con can tao, bAm Pong y dé tao nhom, bam Hity bo dé tro

vé giao di¢n ban dau.

Péng y Hay bé

o X6a nhom: Dé x6a nhom da tao, bAm chudt phai vao nhom can x6a chon Xoa
nhom

Théng ké  May tram Lichquét  Quan Ij nhém Tily chon Ban quyén

Twdng liFa Bo cai may tram

Nhém Endpoint Tatca v ™ Ten may

= AllCli

8 A
-5 _Tesj 1+ Thém may tram

€ Thém nhém con

+ Han ché téc do update
(e

Pia chi IP

Pat thoi gian update

© it lich quét

£ Cau hinh mat khau

£ Cau hinh dai IP

o Thém may tram:
» Péthém may tram quan tri can tao nhom con trude, sau d6 bam chudt phai
vao nhom can thém mdy tram, bAm Thém may tram. Bkav s& hién thi giao

dién cho phép lua chon may tram dé thém vao nhom.



Théng ké May tram Lich quét Quan ly nhém Tay chon Twrérng lra Ban quyén Bd cai may tram

Nhom Endpoint Tatca v W 1en may Bia chi IP
=) All Clipnt=(£28)

L&y

€+ Thém nhém con

¥ Xo6a nhém

+ Han ché téc dd update

~
[ ke

Pdt thai gian update

© st lich quét

7

" C&u hinh mat khau

~ Cau hinh dai IP

= Chon mdy tram can thém va bam Thém dé thém may tram vao danh sach.
Quan tri1 co thé chon tiép cac may tram khac dé thém vao nhom. Sau khi

chon xong bam Pong y, cac may tram dugc chon s€ dugc chuyén vao

nhom.

# Thém may tram %
- Tim kiém

‘ \ Tim kiém
(C6 thé tim theo Tén may, Bia chi IP va WorkGroup)

# Tén may Dia chi IP WorkGroup

uh ) minhvth 10.2.26.252 WORKGROUP -
L_lh I bachix 10.2.136.51 WORKGROUP

| senpt 102188 WORKGROUP

L_jh ' tuongnm 172.17.168.225 WORKGROUP

L_;h -/ DESKTOP- 192.168.1.200 WORKGROUP

TBIOTDO

L_lh I anntg 10.2.64.122 WORKGROUP

| ) phuongdm 10226 190 WORKGROUP

L_jh - LAPTOP- 10.2.132.142 WORKGROUP

A4R5CQLC

| toanld 102236 WORKGROUP

L_lh ' haimtb 192.168.137.1 WORKGROUP

| TrangPTHd 1921881371  WORKGROUP

L_jh 4 nguyenvb 10.2.124.47 WORKGROUP

L_;h 4 NgocNgT™M 10.2.36.194 WORKGROUP

- [E— Py Y Y AU falatath] ~
4 »
) Chontatca Péng y Hiy bé Thém

o Xoéa may tram:

Bam chudt phai vao may tram can x6a, chon Xéa may tram dé x6a may tram
ra khoi nhém



Théng k&

May tram Lich quért

Nhém Endpoint
. COAIl Clients(847)
£5IYP UBND Tinh(3)

£9S0 TT&TT4T)
5950 KHACN(22)

£ S0 Noi Vu(23)

£ S0 Tu Phap(37)
£35S0 KHDT(20)
@SD GD&DT(29)
@SD Y Te(37)
@So Xay Dung(35)
£35S0 NN&PTNT(32)
£5S0 VH TT&DL(33)
£5So Tai Chinh(1)
59 S0 Cong Thuong(40)
5950 TNEMT(6T)

Tay chon

LINH & pat lich quat

[ p| dli Théng ké lich quét

1 SKY-20190728A8C

|| DESKTOP-IHEREDE
-/ PHONGVAND5230RG

= oA Client

o Han ché téc dd update:

Théng ké

= Chirc ning nay cho phép quan tri han ché toc d6 update ciia tat ca cac may
trong hé thong hodc cac may trong nhom riéng biét dé tranh gay tai, anh

hudng dén téc d0 mang ctia co quan.

Tatca v M T1énmay

May tram Llch quét
Nhém Endpoint
47)
(VP UR @ Them may tram
£§Se TT.
Thém nhém con

359 KH € Them nhé

So Noj
5 X Xéa nhém
&S0 Tu
£550 KH| ey
Y]+ Han ché tdc 46 update
£35S0 Y| @ st than gian update
£35S0 Xa
50NN @ bt lich quét
£§S0 VH
550 Tail
450 Co # s hinh m3t khu
550 ™ 7 csy winh asi 1
550 GTvTsaT

5950 LD TB&XH(45)
£ Thanh Tra Tinh(28)

o Dit thoi gian update: Cho phép dit thoi update cho tit ca cac may tram trong

Tay chon

| DLK-LAK-ZZZ-T04

|/ DESKTOP-AS5BUIL

= Tdc d6 update dugc tinh theo KB/s

Han ché toc d6 update

hé théng hodc cac may tram trong 1 nhom. Khi thiét 1ap xong thoi gian bAm

chon Pong ¥ dé luu lai cau hinh, bAm Hity bé dé tro vé giao dién ban dau.

Gigi han:

Toc dé update téi da(KB/s, O-khéng chan)




Théng ké May tram Lich quét Tuay chon Tuwéng lira Ban quyén Bé cai may tram Quan tri

Dat thoi gian update

Dt thai gian cho phép client cda nhém nay cap nhat
~ phién ban m&i

Thoi gian bat ddu:

Thoi gian két thic:

| Béngy | | Hiybé |

o Pit lich quét: Chirc ning nay twong tu phan Pit lich quét trong chirc ning
Lich quét, xem huéng dan tai day.

2.4 Chire nang Théng ké
e Mo ta:

o Chtic ning Théng ké cho phép quan tri thdng ké tinh hinh virus trén tat ca cac
may tram trong hé thong theo thoi gian tiy chon. Thong ké luong virus lay
nhiém nhiéu, biét dugc thong tin vé tén may nhiém virus, tén virus, dudng
dan. ..

o Chtic ning thong ké bao gdm céc thong ké vé: Virus, Adware, Keylogger,
Firewall, Leak, Lo héng.

e Giao dién:

May tram Lich quét Quan |y nhém Tuy chon Twdmg Iira Ban quyén Bé cai may tram Quan tri
L v .
»Thdng k& theo may nhiém nhidu nhat
G * Thding k& theo mau [y nhiéu nhét [Tait ca may chu ~ | 86 lwong ban ghi| Tat ca v | © Ghon thai gian ® Tirngay| = dén ngay (8] Xem théng ke | Excel |
| Adware R
m KeyLogger STT Ténmay P May chd Téng sé 56 loai Phién ban
m Firewall 1 bkav-lab 10.2.44 59 Server Test BCCTEST , HuyNDd 63 40 6663
m Leak 2 hoangbhc 192.168.163 1 Server Test BCCTEST , HuyNDd 18 15 6665
m Lo hé'ng 3 ThaiNHd 192168 56.1 Server Test BCCTEST , HuyNDd 16 1 6664
4 ThuyND 102 44157 Server Test BCCTEST , HuyNDd 10 6 6668
5 hieuhtg 10.4 20.146 Server Test BCCTEST , HuyNDd 7 1 6664
6 hienlt 10220137 Server Test BCCTEST , HuyNDd 3 1 6665
7 Thev@ 102 64238 Server Test BCCTEST , HuyNDd 2 2 6665
8 tynd 10.2 6469 Server Test BCCTEST , HuyNDd 2 1 6665

e Kich ban:
o Chon thoi gian:
= Phin mém dit mic dinh v&i lya chon trong 1 thang (thdng ké virus trong
khoang thoi gian tir thoi diém hién tai trd vé trude 1 thang). Thoi gian
thdng ké nay c6 thé thay doi bang cach chon trong combobox, c6 cac lwa

chon ting dan tir 1 ngay toi 1 nam.



= Néu mudn thdng ké trong mot khoang thoi gian khac voi thoi diém hién tai
(tr ngay nay td1 ngay kia) thi chon radio Tir ngay va chon khoang thoi gian
trong 2 muc “Tir ngay” va “Dén ngay”.
o Xem théng ké:
= Sau khi chon thoi gian can théng ké, bAm Xem thong ké dé xem két qua
thong ké.
= Quan trj c6 thé chon thong ké theo ting loai (Virus, Adware, Keylogger,

Firewall, Leak, L6 hong) bang cach bam vio timg muc twong (mg ¢ menu

bén phai.

Théng ké May tram Lich quét Quan |y nhém Tuy chon Twdmg Iira Ban quyén ay tram Quan tri
Virus - Bao cao tong hop
»Théng ké theo may nhiém nhigu nhat
» Théng ké theo mau lay nhidu nhat R B N Yo - N P
T4t ¢ may chu ~ |86 leong ban ghi| Tat ¢ v | ) Chon thoi gian | 1théng v | @ Tir ngay[02/03/2021] ' aén ngay [10/04/2021] ' [EELL LG
Adware
» Théng ké theo may nhiém nhiéu nhét | g0t 1, méy P May chil Téng s6 86 loai Phién ban
» Théng k& theo mau I&y nhidu nhét
1 bkav-lab 10.2.44.59 Server Test BCCTEST , HuyNDd 63 40 6663
KeyLogger
» Théng k& theo mdy nhim nhigu nhét || 2 hoangbhe 192.168.163.1 Server Test BCCTEST , HuyNDd 18 15 6668
» Théng ké theo mau ldy nhidu nhat 3 ThaiNHd 192.168.56.1 Server Test BCCTEST , HuyNDd 16 1 6664
Firewall 4 ThuyND 10.2.44.157 Server Test BCCTEST , HuyNDd 10 6 6668
* Thong ke méy ke ndi nhiu nhat 5 hieuh 10.4.20.146 Server Test BCCTEST , HuyNDd 7 1 6664
e ieul erver Test ,Hu
» Théng ké dia chi két ndi nhigu nhat 9 v
Leak 6 hienlt 10.2.20.137 Server Test BCCTEST , HuyNDd 3 1 6668
» Théng ké theo may nhiém nhigu nhat | 7 TheVa 10.2.64.238 Server Test BCCTEST , HuyNDd 2 2 6668
o Théng k& theo mau [ay nhiéu nhat 8 tynd 10.2.64.69 Server Test BCCTEST , HuyNDd 2 1 8665
Lo hong
e . dangng 10.2.136.46 Server Test BCCTEST , HuyNDd 2 1 6668
» Théng ké may nhiéu 10 hong nhat
+ Théng k& I& héng xuat hien nhigu nhat 10 huytae 10.2.64.170 Server Test BCCTEST , HuyNDd 2 1 6668
11 DESKTOP-BUPBE4F 192.168.186.1 Server Test BCCTEST , HuyNDd 1 1 6668
12 sonct 10.2.32.109 Server Test BCCTEST , HuyNDd 1 1 6668

= Bam chudt vao tén may s& hién két qua thong ké chi tiét ciia may day

Théng ké  May tram Tay chon Turémg lira
[ virus @ Bkav. | endpoint securiy X
Tt =
T £ A o - . a .
Fi Théng keé tinh hinh virus trén may bkav-lab
Adwar N . " -
il (Tl ngay 28/02/2021 den ngay 30/03/2021)
(]
T
ﬁ Keylo STT  Ténvirus Tén file Thoi gian
i 1 W32 FamVT JsHV Trojan DAL 25/03/2021 12:47:31 SA |
= documentCaiTienStaticJS\Deploy StaticJS\Release\virus_samplel20160321_6fc99e90021bafccse0971di57aca08 js -
| ) DA\AMC- ’ ] _—
{4l Frevee 2 el e A documentiCaiTienStaticS\Deploy\StaticS\Releaselvirus_sample\20160321_7909b4be561eef15¢19 1ae5aaed03ssbjs 200012021 124733 SA
v —
) DA\AMC- ’ ]
b e WAl R AL document\CaiTienStaticJS\Deploy\StaticJS\Releaselvirus_sample\20160321_82a79b6307Tec2bddfoogbs5e43bdbfajs 200012021 12.56:51 SA B
(il Leak 4 W32.FamVT JsHV.Trojan DASLIE 25/03/2021 12:66:54 SA —
"1 - g documentCaiTienStaticJS\Deploy\Static)S\Releaselvirus_sample\20160321_8b1c61/6503ccBafc6032042821520b js ' -
B 5 W32.FamVT JsHV. Trojan D:VAMC- 25/03/2021 12:56:55 SA
. document\CaiTienStaticJS\Deploy\StaticJS\Releasevirus_sample\20160321_91388e82167620f7b82aadbdfTi2afc js -
[ 5 b ploy’ _samp K j
14
DIAMC- ' y
P8 W32 FamVT.JsHV Trojan documentiGaiTienStaticJS\Deploy\Static)SiReleasevirus._sample20160321_97c87e3808ce1356519aa2diBe0487 js 22 00/ 2021 12:56:57 SA |
] DIAMC
7 W32 FamVT.JsHV Trojan document\CaiTienStaticS\Deploy\StaticJSiReleasewirus._samplel20160321_ac8eT5639eb2d560e69e87 2bdec0aae js 2 002021 125657 SA
DAMC- I y
8 W32 FamVT.JsHV Trojan document\CaiTienStatic S\ Deploy\StaticJSiRelease wirus_samplel20160321_cT60598384d1849320034c1 72d7d 14c js 20 002021 125657 SA |
D\AMG- I y
2 U2 R RIS [ 0 documentiCaiTienStaticJS\Deploy\StaticJS\Releasevirus_sample\20160321_co5cad95a96b57b40903065h80aTh24a s 20 00 2021 12:56:57 SA
ploy’ _samp K j
D\AMG- ' ] B
W Ul AL F documentiCaiTienStatic)S\Deploy\StaticJS\Release\virus_sample\20160321_de6c60268069dd1e9a70e0f5ccad abjs 20 00 2021 12.56:57 SA
1 W32 FamVT JsHV Trojan D 25/03/2021 12:56:57 SA

document\CaiTienStatic)S\Deploy\StaticJS\Release'virus_sample'20160321_e748436e851b9240d949cead29a287c9.js

= Quan tri c6 thé két xuat két qua thong ké (file excel) ra may tinh bang cach

bam vao nut Excel




Théngké Maytam  Lichquét Quanlynhém Taychon  Twonglia Banquyén  Bociimaytram  Quantri -

Virus Béo c4o tong hop

»Thang k& theo méy nhiém nhigu nhat

» Théng ké theo mau lay nhigu nhat < FYaY .
9 Y Tat ca may chi ~ | 86 lvong ban ghi| Tatca v Chon thai gian| 1 thang v | @ Tt ngay dén ngay I8l xem théng ke
Adware
KeyLogger STT  Ténmay P May chd Téng sé 56 loai Phién ban
Firewall 1 bkav-lab 10.2.44.59 Server Test BCCTEST , HuyNDd 53 40 6663
Leak 2 hoangbhe 192,168 183.1 Server Test BCCTEST , HuyNDd 18 15 6665
L6 hang 3 ThaiNHd 192,168 56 1 Server Test BCGTEST , HuyNDd 16 1 6664
4 ThuyND 10.2.44.157 Server Test BCCTEST , HuyNDd 10 5 6668

2.5 Chtrc nang Tuy chon

e MBS ta: Chuc nang Tuy chon cho phép quan tri lya chon, cAu hinh cac chirc ning
dé quan 1y may tram. Cac tinh ning bao gdm: Nhap mat khau khi cai dit, g bo,
lwra chon ngdn ngit, cdu hinh cac tinh ning ty dong dang ky may tram, cAm nguoi
sir dung stra thong tin dang ky ...

Bkav . enoroiNT Al SME

Thingké  Mdy tram Lich quét  Quanlynhém  Tiy chon Twongllra  Ban quyén BO ciimdy fram  Quéntri -
I

Téng quan
O Ngurén st dung phai nhdp mat khau khi cai gat (] Nguri sir dung phai nhap mét khau khi g& bd
Mét khdu Mt khdu
Xac nhan mét khdu X&c nhan mat khdu

O Nguréri diing durgc thdng bao khi quan tri 14y log

[ Tu déng dang ki méy fram Dat may fram khong sir dung sau Ngdy knéng duac két ndi
O Battinh ndng quan Iy truy cdp cho may fram Bkav Endpoint Al SME

Battinh ndng twdng IFa cd nhan cho may tram Bkav Endpoint Al SME

O Bét tinh ndng théng bao khi cé két ndi nghi ng& cho mdy tram Bkav Endpoint Al SME

Ocam ngudi st dung sira théng tin dang ki

Oty ddng mé file van ban véi Bkav Safe Run

Ding ki st dung

Té chive ddng ki-

Lwu cau hinh

¢ Kich ban, chirc nang:

o Ngudi st dung phai nhap mat khau khi cai dit: Tick chon chtrc ning nay, quan
tri s& dat mat khau dé kiém soat viéc dang ky. Khi d6 may tram ding ky ban
quyén voi may chi thi cAn phai nhap mat khau méi thyc hién dang ky duoc.

o Ngudi sit dung phai nhap mat khau khi g& bo: Tick chon chirc ning nay, quan
trj s& ddt mat khau dé kiém soat viéc g& bo Bkav SME. Khi d6 may tram mudn
& bo Bkav SME thi can phai nhap mat khau méi thuc hién duoc.

o Ngudi dung duoc thong bao khi quan tri ldy log: Pa duoc mé ta trong phan
Lay log, xem huéng dan tai ddy

o Ty dong dang ky may tram:
= Khi tick chon tinh ndng nay, trong truong hop sau cac may tram s€ ty dong

két ndi dén Server dé cip nhat thong tin dang ky va update ban méi:




Lw

v" Khi cai lai Bkav SME & cac may tram
v" Khi cai lai Bkav SME Server
Bat tinh nang quan ly truy cap cho may tram Bkav SME:

» Tinh niang nay cho phép truy cdp vao trang quan tri Bkav SME Server ma
khoéng can ngdi truc tiép tai may chu Bkav SME Server

Bat tinh nang tuong lra c4 nhan cho may tram Bkav SME:

= Khi tick chon chttc ndng nay thi chitc nang Twong lira ca nhan dudi may

tram s€ duoc bat 1én.

= Khi khdng chon chirc nang nay thi chirc nang Twong lira ca nhan dudi

may tram s¢€ bi tét.

CAm nguoi st dung sira thong tin dang ky: Khi tick chon chirc nang nay, tinh

nang Sira thong tin ding ky dudi mdy tram s& dugc an han di.
Tu dong mé file van ban véi Bkav Safe Run:

= L& chiic nang dé Bat hoic Tit khuyén céo ciia Bkav Safe Run khi mé tng
dung hodc file duogc tai tir Internet, Email.

Dit may tram khong st dung sau X ngay khong dugc két ndi: tiry theo sé ngay

cAu hinh, néu may tram khong sir dung trong X ngay sé& khong dugc hién thi

trong danh sach may tram dang quan ly.

u y: Khi thao tac chon/bé chon cac chirc nang, quan tri can bdm Lwu cAu hinh

dé luu lai thong tin da chon.

Thong ké  Mdy tram Lich quét  Quanlynhém  Tiy chon Twonglika  Ban quyén Bo cai mdy tram  Quantri .

Téng quan
(CINguai sir dung phai nhip mét khau khi cai dst [ Ngudi s dung phai nhdp mét khdu khi g& bd
Mat khau Mat khéu
X&c nhan mat khdu Xac nhdn mat khau
[CInguéi ding dwoc théng bao kni quan tri 1y log
B4 7w dong déng ki méy tram 3t mdy tram khang sCr dung sau Ngdy knéng duoc két ndi

Oleattinn
Eesttinn
Dleattinn

Ocamng

néng quan Iy truy cdp cho méy tram Bkav Endpoint Al SWE
nang twang IFa ¢ nhan cho mdy tram Bkav Endpoint Al SME
nang théng bdo khi co két néi nghi ngé cho may tram Ekav Endpoint Al SME

i s dung sira thdng tin dang ki

7w a8ng mé file van ban véi Bkav Safe Run

Diéng ki str dung

Té chivc ddng ki |




2.6 Ban Quyén

e Chuc ning nay hién thi thong tin ban quyén st dung ctia may chia Bkav SME
Server va cho phép quan tri sira thong tin (Tén don vi, S6 dién thoai) bang cach

bam vao nit Sira thong tin

e Ngoai ra cho phép quan tri lwa chon ché do két ndi Internet ctia Bkav SME Server
theo mo hinh trién khai tai don vi (Trudng hop don vi sit dung Proxy dé két ndi ra
Internet thi can cap nhat thong tin tai muyc nay)

Bkavgpm ENDPOINT Al SME

Théngké Maytram  Lichquét Quanlynhém Taychen  Tubmglia Banquyén  Bacaimaytam  Quantr

|
S4 lwong user droc cp: 500 Phién bn hién tai 6674
Ngay cap nhat 06/04/2021 16:17 Ngay hét han: 02/04/2022 00:00
Tén don vi st dung Céng ty TNHH ABC 86 dién thoai 0123456789

M3 ban quyén:
Két ndi internet

()5t dung HTTP proxy

Dia chi Cdng 8080

Tai khoan

Luu céu hinh

2.7 Chlrc nang Twong Itra
e Chirc nang Thém luit

o Mo giao dién web quan tri — chon tab Twong lira dé mé giao dién hién thi

cac luat tuong Itra da dat.

Thong ké May tram Lich quét Quan ly nhém Tay chon Twdrng lira Ban quyén B3 cai may tram Quan tri
I

Danh sach cac luat

Dir liéu

[ port 5555 Chan Vao
[ port 3488 Chan Vo
O website youtube.com Chan

[J 1P Address 102.201.8156 Chan Vio

o Dé thém luat bAm nat Thém.



(gmer K

Kiéu | Port v|
Trang thai Chan v Chiéu
DiF ligu |

o Céc kiéu luét c6 thé thém: Port, Website, ProcessPath, IP Address

g X

Kiéu Port v

Trang thai Website Chiéu
ProcessPath

DiF ligu |PAddress

o Trang thai c6 thé thém 1a Cho phép hodc Chin.

o Ngoai ra khi chon Kiéu Port hodc IP Address thi s& hién thi nut cho chon
Chiéu Vao hodc Chiéu Ra

g X

Kiéu
Trang thai Chiéu
D{F hiéu

o Sau khi chon Kiéu, Trang thai, quan tri nhap thong tin muén chin vao truong
Dit liéu, sau d6 bam Thém dé thém luat




o Thém P

Kiéu |IPAddress v |
Trang thai Chan v Chiéu
Di liu [10.2.67.178

e Chirc nang Xoa luat:

o Tich chon céc luat can x6a, bam nat X0a sé xuat hién thong bao: Ban c¢d chac

chan muon xoa khong?

Bkav .. exoroinT Al sME 10.2.44.54:8888 cho biet

Théng ké May tram Lich quét Quan ly nhém

BB Ban 6 chac chan mus x6a khéng ?

Danh sach cac luat

[ port 5555 Chin Vao
[ port 3488 Chan Vao
[ Website youtube.com Chan

o BAam chon OK phén mém s& x6a bo cac luat di lya chon ra khoi hé théng. Bim
chon Hity s& quay lai giao dién hién thi thong tin ban déau.
2.8 B6 cai may tram

e M5 ta: Tinh nang nay cho phép quan trj tao bd cai Bkav SME d¢é cai dit trén cac
may tram.

e Trén trang quan tri, bAm chon muc B cai may tram (1), tiép theo bam Tao bd
cai (2)



Bkav . enopoinT Al SME

Théng ké May tram Lich quét Quan Iy nhém Tay chon Twirng Iira Ban quyén o rai Quan tri

Théng tin ban quyén
Teén don vi Céng ty TNHH ABC
Sédienthoai 01234856789

M3 ban quysn  0571-0690-0334
Ngay héthan: 020412022 00:00

Sé may tram 500

Thong tin hé thong

Bia chi may chi:  bkavendpoint /7

Bém vao 0y 0 buld le a 03 cho cc méy ram

e He thdng s& thuc hién tao va tai file BkavSMEClientSetup.zip vé may tinh.
Giai nén file BkavSMEClientSetup.zip gém c6 2 file:
o BkavSMEClientSetup.exe: File cai dit Bkav SME trén cidc may tram

o AutoConfig.ini: File cu hinh Server

e Quan trj thuc hién copy thu muc BkavSMECIientSetup dén cac may tram dé tién
hanh cai dat. Khi cai dat chay file BkavSMEClIientSetup.exe

2.9 Chitrc nang Quan Tri

e Quan tri ngudi dung: Chirc ning nay cho phép quan tri tao cac tai khoan khac dé
truy cap vao hé théng, tai khoan duoc tao c6 thé 1a tai khoan Quan tri vién hodc

Thanh vién thudng ciing nhu phan quyén quan 1y cho cic nhém tai khoan.

Bkav’m ENDPOINT Al SME

Théng ké May tram Lich quét Quan ly nhém Tay chon Twéng lira Ban quyén B3 cai may tram Quan tri

Quan tri ngwoi ding
L e N D6 mat khau quan tri
Thém tai khoan

C4u hinh email nhan bio cio

Tén hién thi )
Cau hinh email theo ddi server

Tén truy cap ‘ BDing xudt

Mat khau ‘ |
Nhéc lai mat khau ‘ |

Quyén [ Chon quyén ~

Tinhtrang (]
Quan Iy nhém TP e
£9 [ All Clients
SO HN
Danh sach tai khoan
[ Ten hién thi Tén truy cap Quyén Tinh trang Sira tai khodn
) Admin admin1 Quan tri vien v /
.
[ Admin1 admin Quan tr vien v I'd

Giao dién tai khoan quan tri

o Lua chon Quyén:




= Tai khoan quyén Quan trij s¢ thuc hién duoc tat ca thao tac trén hé théng:
Tty chinh update, thay d6i thong tin, mat khau cac tai khoan trén hé
théng. ..

= Tai khoan voi quyén Thanh vién sé& chi dugc cap quyén 1 sb thao tac co

ban: Chure ning thdng ké, thay d6i mat khau cua chinh minh.

Théng ké May tram Lich quét Quan Iy nhém Quantri

B5i mat khau quan tri

Tim kigm Xuét Excel
S J

C3p nhit cudi

WMay chd -

Ding xudt
Bia chi IP —— rmenoan  Cap nhat cudi

Tatca v B Ténmay Trang thai Hé didu hanh

- J LuuTHIHUONG 192.168.10.144 WORKGROUP 6440 16/07/2020 14:51:00 Safe Windows 7 for 32-bit Service Pack 1 27/09/2020 09:07:53
i ) TranThiHoa 192.168.10.190 WORKGROUP 6473 20/08/2020 05:25:00 Safe Windows 7 for 32-bit Service Pack 1 25/11/2020 14:24:13

Giao dién tai khoan Thanh vién
o Dé tao tai khoan, n guoi dung nhap Tén hién thi, Tén truy cap, Mat khau, lua
chon Quyén (Quan trj vién hodc Thanh vién thudng), tick chon vao Tinh
trang dé kich hoat tai khoan sau khi tao, tick chon nhom duogc quan ly, sau do
bam chon Thém dé thém tai khoan.

o Tao tai khoan thanh cong, hé thong thong bao “Ban da thém tai khodn thanh
cong”

Thém tai khoan

Tén hign thi

Tén truy cap

M3t khdu

Nhic lai mdt khiu

QuyEn | Chon quyén v
Tinh trang
Ban d3 thém tai khoan thanh cdng !

Thém

Danh sach tai khoan

Admin admin Quan fri vién v

I duylx duylx Quan tri vién v I

o Khi tao Tai khoan trung hoac chua nhap dﬁy da thong tin, chua chon Quyén,
nhap mat khau chua du 6 ky tu, khi bAm Thém hé thong s& c6 canh bao hudng

dan cho ngudi dung.



Thém tai khoan
Tén hign thi
Tén truy cap
M3t khdu
Nhic lai m3t khdu
QuyEn | Thanh vién thuéng ¥
Tinh trang [
Léi:
Ban chua nhap tén hign thi !

Ban chua nhap tén truy cdp !
Ban chuz nhip mét khdu |

Thém

o Lua chon “Tinh trang” khi tao tai khoan cé thé tick chon hodc khong. Khi tick
chon thi tai khoan s& dugc kich hoat ludn va cé thé dang nhap vao h¢ théng.
Khi chua kich hoat thi khong thé dang nhap va trong danh sach tai khoan phan

Tinh trang cta tai khoan s& hién thi trang thai 1a dau “X” mau do.

Danh sach tai khoan

0 Tén hién thi Tén truy cap Quyén Tinh trang Stra tai khodn
0 Admin admin Quén tri vién v r'd
=
—

beé kich hoat tai khoan nay, bam chon vao icon Stra tai khoan

Danh sach tai khoan

0 Tén hién thi Tén truy cap Quyén Tinh trang Sira tai khoan
— Y
] Admin admin Quan tri vién v V4
= >
I Test Test Thanh vién thudng x V4

o) Tiép theo tick chon lai vao muc "Tinh trang" va bam Luu dir liéu

Théng ké May tram Lich quét Quan |y nhém Tay chon Tuwréng lira Ban quyén Bé cai may tram Quan tri

Sira tai khoan

Tén hién thi |La\ Xuan Duy

Tén truy cap |duy\x

Mat khau | ‘
Nhéc lai mat khiu | ‘

Quyén  [Thanh vién thuang v
Tinh trang

&9 (] AllClients
=] Test

Quan ly may chi B Tén méy chi
£J (] Server Test BCCTEST , HuyNDd
80
80

e Po6i mat khdu quén tri: Cho phép thay d6i mat khau cua tai khoan quan tri trén
hé thong.




Bkav.Pm ENDPOINT Al SME

Théng ké May tram Lich quét Quan Iy nhém Tay chon Twong Ira Ban quyén B0 cai may tram Quan tri

Quan tri nguéi diing
PR 2 i D6i mat khau quan tri
Daoi mat khau quan tri )

Cu hinh email nhin bao cao

Céu hinh email theo dbi server

Ding xuit

Téndang nhap  [admin

Mat khdu cti ‘ |

Mat khdu m6i ‘ |

Nhéc lai mat khdu mai ‘ |

D&i mat khau

o Nhép chinh x4c thong tin va badm “D6i mat khau”, hé thong thong bao: “Ban
dd doi mdt khdu thanh cong !”

Théng k& May tram Lich quét Qudn I¥ nhém Tay chon Twérng Iira Ban quyén BS cal may tram Quan trl

DO6i mat khau quan tri

Tén dang nhdp  gdmin

Mét kndu cli ‘ ‘

Mat khdu m&i ‘ ‘

Nhéc lai mét khdu mé&i ‘ ‘

Ban 44 d6i mat khdu thanh céng !

Doi mat khau

e Cau hinh email nhan bao c4o théng ké: Chirc niang nay cho phép quan tri nhiap

dia chi email d€ nhan cac canh bao vé virus trén hé thong ctia don vi.

Bka\l"m ENDPOINT Al SME

Théng ké May tram Lich quét Quan Iy nhém Tay chon Twrdrng Iira Ban quyén B& cai may tram Quan tri

Quén tri ngwéi dung
P o, B6i mat khiu quan tri
Céu hinh email nhan béo cao

Cau hinh email nhan bao cao

Ciau hinh email theo déi server

Dang xuat

Email nhan théng k&

Thong ke ngay hom aua (] Thi gian nhan théng ke Gir Phut

Théng ke tir AU AN () T gian nhan théng ke Gio Phat
Thang ke tir authang - (7] Thoi gian nhan théng ké 20 v | Gie Phit 27 v
Thong ke tir dau ndm (7] Thoi gian nhan théng ke[ 20 v] Gio Phit ® T4t ca cac ngay

© Chon ngay

T4 chire dang ki

Lwu cdu hinh

o Quan tri nhap dia chi email, chon cac lya chon théng ké, thoi gian nhan théng
ké va bAm chon Luu cAu hinh. Bén thoi gian lya chon, hé théng s€ guri email

thong bao vé cho quan trj theo cac email da thiét lap.




e Ciu hinh email theo déi Server: Khi ciu hinh chtrc ning ndy, quan tri vién s&
nhan dugc email thong bao vé cac thay dbi trong phan Tity chon trén may chi
Bkav SME Server.

Bkav . enoroinT AlsME

Thong ké May tram Lichquét  Qudn ly nhém Tuy chon Twérng Iika Ban quyén Bg cai may tram Quantri

Quan tri ngwédi dang
Déi mat khdu quan tri
C4u hinh email nhan bao cao

Dija chi hop thw cua quan trj vién Cau hinh email theo dbi server

Ding xudt

Bia chi hop thw cda quan tri vién

Gtri thur cho quan tri vién khi ¢é siw thay doi thiét lap vé

[ T4t ca cac tinh nang quan trong
[INguoi siF dung phai nhap mat khau khi cai dat
[INguoi si dung phai nhap mat kndu khi g& bd
([ Nguéi diing duwoc théng bae khi quan tri 14y log
(Bt tinh nang tong lira ¢ nhan cho may tram Bkav Endpoint Al SME
[JBat tinh nang quén Iy truy cap cho méy tram Bkav Endpoint Al SME
[DBat tinh nang thong bao khi ¢ két néi nghi ngé cho may tram Bkav Endpoint Al SME
(JTw dong dang ki may tram
[J C4m nguoi st dung sira théng tin dng ki

[ Tw déng mé file véan ban véi Bkav Safe Run

Luu cau hinh

o bia chi hop thu cua Quan tri vién: Cho phép nhép dia chi email ctia quan tri
vién d€ nhan bao cao thay doi, c6 thé nhap nhiéu dia chi email, mo1 email cach

nn

nhau boi dau phay ",

Bia chi hop thw cla quan tri vién

Bia chi hdp thir cda quan tri vién abc@gmail com abc@yahao._com

o Giri thu cho quan tri vién khi c6 su thay doi thiét 1ap vé: Khi co sy thay doi
trong cac chirc nang nay, hé théng ty dong giri mail thong bao cho quan tri

vién qua hom mail da thiét 1ap, cac churc nang bao gom:

= Tit ca cac tinh ning quan trong: Khi tick vao lwa chon nay, tit ca cac lya
chon dudi sé duogc tick chon.

* Néu mudn nhén canh bao khi c6 su thay doi cua tinh ndng nao thi quan tri

tick chon vao chtrc ning do6, bao gom:
v' Nguoi sir dung phai nhap mat khau khi cai dat
v' Nguodi sir dung phai nhap mat khau khi g& bo

v' Nguoi ding dugc théng bao khi quan tri 13y log




v’ Bt tinh nang tuwong ltra ca nhan cho may tram Bkav Enterprise
v’ Bt tinh nang quan 1y truy cap cho may tram Bkav Enterprise

Bat tinh ning thong bao khi c¢6 két ndi nghi ngd cho may tram Bkav
Enterprise

v' Tu dong ding ki may tram
v' Cim ngudi st dung sira thong tin dang ki
v" Tu dong mo file vin ban vGi Bkav Safe Run

= Khi c6 su thay ddi vé cac tinh nang da lua chon, hé théng s tu dong guri

email vé hom mail ctia quan tri da thiét 1ap v6i noi dung nhu hinh dudi.

Xin chao Quan tri vién! o _
Vao luc 14:20:21 30-03-2021 mot so thiét 1ap cua Server BkavEnterprise ma ban quan tdm da bi thay doi.

Cu thé nhw sau:
- Ty dong dang ki may tram: Tir "B4t" sang "Tat"
- Cam ngui str dung sira thong tin dang ki: Tir "B&t" Sang "Tat"
- Cam cdc may tram st dung USB: Tir "Tat" Sang "Bat"

- Ty dong mé file v6i Bkav Safe Run:  Tir "Tat" Sang "Bat"

Tran trong théng bao
Server BkavEnterprise

e Ping xuit: Bim chon Ping xuit tai khoan s& duoc thoat khoi hé thong.
3 Hwéng dan xiv ly cac tinh hudng thwérng gap

3.1. May tram khéong ding ky dwoc ban quyén, bao 16i “Khong két noi dwoc
dén may chi
o Nguyén nhdn: Do mang may tram chwa théng dén mdy chii qua céng 1511
o Xik Iy: Quan tri mé lai cong 1511 trén Server dé mdy tram két néi lén
Server ddng ky ban quyén.
3.2. May tram canh bao may tinh khong an toan
o Nguyén nhan: Do may tram chwa dwoc dang ky voi may chu
o Xk Iy: Quan tri vién tién hanh dang ky lai mdy tram, khi may tram dang ky,
update thanh cong sé hét canh bdo.
3.3. May tram cinh bao may tinh khong an toan, qua 45 ngay chwa update
o Nguyén nhan: Do may tram da qua 45 ngay chwa dwoc update phién ban

moi



o Xt Iy: nguwoi ding mé phan mém Bkav SMB trén may tinh, vao tab Bdn
quyén bam nit Tim bdan méi dé Bkav SMB update phién ban méi nhat.
Néu co thdng bao khong thé két néi dén mdy chii, nguoi ding bdo quan tri
kiém tra lai két néi gitia mdy tram va mdy chii qua cong 1511, néu khong
théng quan tri can mé lai cong 1511 dé may tram update.
3.4. May tram khong update dwgc phién ban méi, bam update bao khong két
ndi dén may chi Bkav SMB
o Nguyén nhan: Do mdy tram khéong két noi dwoc t6i mdy chii qua cong 1511
o Xir Iy: Quan tri vién kiém tra lai két néi gitta mdy tram va mdy chii qua
cong 1511, néu khéng théng thi mé lai cong 1511 trén mdy chii va firewall
(néu c6) dé may tram két noi lai dén mdy chii, sau khi théng két néi may
tram sé update dwroc phién ban moi.
3.5. Ping ky qua sb lwong user
o Nguyén nhdn: Do sé6 lwong user da dang ky vot qud sé lwong user da dang
ky bdan quyén véi Bkav.
o Xk Iy: Quan tri vién x6a bot cdc user khéong dimg hodc lién hé véi Bkav dé
ting sé heong user trén server.
3.6. Nghi ngd' may tinh bi nhiém virus
o Nguoi dimg sir dung tinh nang Tro givip trén pham mém Bkav SME, dé Giri
log (két qua kiém tra tinh trang may tinh) cho Trung tdm Cham séc Khdch
hang Bkav SME dé cdc chuyén gia ciia Bkav hé tro.
o Sau khi nhdn dwoc két quad kiém tra, Bkav sé phan tich va giri lai phwong
dn xir Iy tir ddng qua phan mém Bkav SME trén mdy tinh ciia nguoi ding dé
xit Iy van dé nguoi dimg dang gdp phdi, mot sé trieong hop Bkav sé lién hé
Vvéi nguoi ding dé hé tro.

Trung tam Cham séc Khach hang Bkav SME

e Trong qua trinh str dung Bkav SME, néu gip bat ky van dé gi, ban hiy lién hé véi
Trung tAm Cham s6c Khach hang Bkav SME qua email hoac s6 dién thoai danh
riéng cho khach hang Bkav SME dé duoc hd tro kip thoi.

o Hotline: 024.3767.7150 (hd tro 24/7)
o Email: Bkav360@bkav.com
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